
 

1 
 

 

 

ENCIRCLE 

EuropeaN Cbrn Innovation for the maRket CLustEr 
 

 

 

 

WP5 Integration & Technical support 

T5.2. Platform Integration 

Working Paper 

V2 

(24_01_2020) 

 

 

 

 

 

 

© Copyright 2020 – All Rights Reserved  

Dissemination level 

PU Unrestricted PUBLIC Access – EU project X 

 

  



Horizon 2020 SEC-05-DRS-2016  ENCIRCLE 

WP5 INTEGRATION & TECHNICAL SUPPORT, T5.2 Integration Platforms 

This document is produced under the EC Grant Agreement No 740450. It is the property of the ENCIRCLE consortium and 
shall not be distributed or reproduced without the formal approval of the ENCIRCLE Project Coordinator. 
CONFIDENTIAL only for members of the consortium (including the Commission Services) – EU project 

 

Document Information 

Grant Agreement n° 740450 

Project Title EuropeaN Cbrn Innovation for the maRket CLustEr 

Project Acronym ENCIRCLE 

Project Coordinator Université catholique de Louvain (UCL) 

Document Responsible 

Partner 
MIKSEI 

 Anitta Sihvonen 

Toni Leikas 

 

anitta.sihvonen@miksei.fi  

toni.leikas@environics.fi 

  

Document Number n/a 

Document Title WP5 Integration & Technical support - T5.2. Integration 

Platforms 

Dissemination Level  

Date of release M36 

Status  

Partners involved in the Document 

N° Participant organisation name (short name) 
Check if 

involved 

1 Université Catholique de Louvain (UCL)  

2 BAe SYSTEMS (BAES)  x 

3 Ouvry SAS (OUVRY)   

4 PrzemysłowyInstytutAutomatykiiPomiarów (PIAP) x 

5 Tecnoalimenti (TCA) x 

6 WojskowaAkademiaTechniczna (WAT)  

7 European Virtual Institute for Integrated Risk Management (EU-VRi)  

8 IstitutoAffariInternazionali (IAI)  

9 Université de Nice-Sophia Antipolis (UNS)  

10 Università Cattolica del Sacro Cuore (UCSC)  

11 FALCON COMMUNICATIONS LIMITED (FALCON)  

12 Smiths Detection Watford Limited (SMITHS) x 

13 MIKKELIN KEHITYSYHTIO MIKSEI OY (MIKSEI) X 

14 ENVIRONICS OY (EOY) X 

15 ADS GROUP LIMITED LBG (ADS) x 

Circulation list 

- ENCIRCLE Consortium 

  



Horizon 2020 SEC-05-DRS-2016  ENCIRCLE 

WP5 INTEGRATION & TECHNICAL SUPPORT, T5.2 Integration Platforms 

This document is produced under the EC Grant Agreement No 740450. It is the property of the ENCIRCLE consortium and 
shall not be distributed or reproduced without the formal approval of the ENCIRCLE Project Coordinator. 
CONFIDENTIAL only for members of the consortium (including the Commission Services) – EU project 

Executive Summary 

The Deliverable T5.2. presented herein provides information of the CBRN integration 

platforms.  It is basis for the preparation of the RIA aiming at research and development of 

novel CBRN technologies and innovations providing solutions for the gaps and needs identified 

in the security market and end-users. 

The document is based on the CBRN applications on the market and in the use, not forgetting 

new innovation and under development CBRN integration applications. The Document also 

reflects on the EDEN Demonstration Project results and in particular the main remaining needs 

and gaps identified and classified.   

The preparation of the document started at beginning of the project for collecting information 

on the market, survey of various organisations and authorities’ documentations and 
development plans and findings. The first working draft document was circulated in working 

group members for comments. After comment and editing the document served as backbone 

for SLIDO survey for end-users CBRN capability requirements and prioritisations. This Survey 

conducted in spring/summer 2019.     

The document information provides a comprehensive description of existing CBRN integration 

applications, their requirements and main standards. With this document is recommended to 

use T5.1. Standard document to get detailed information of the existing CBRN standards and 

requirements.  The document aims to facilitate and support the preparation and 

implementation of Part B projects. 
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List of abbreviations used 

 

BACS Building automation and control systems  

CBRN Chemical, Biological, Radiological, Nuclear agent 

CEN European Committee for Standardization 

CWA Chemical Warfare Agent 

GIS Geographical Information Systems 

HVAC Heating, Ventilation, and Air conditioning 

ISO The International Organization for Standardization 

IT Information Technology 

LAN Local Area Network 

OS Operating System  

PPE Personal Protection Equipment 

RIA Research and Innovations Actions 

RPA  Remotely Piloted Aircraft  

SNRA Sensor Network Reference Architecture  

TIC Toxic Industrial chemical 

TIM Toxic Industry Material 

UAV Unmanned Aircraft Vehicle  

UAS Unmanned aircraft system  

UGV Unmanned Ground Vehicle  

WBAN Wireless Body Area Networks 

WLAN Wireless Local Area Network 

XML Extensible Markup Language 
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1 INTRODUCTION  
 

To improve its resilience to new CBRN attacks and threats, the EU needs a specialized, 

competitive, efficient and sustainable industry. Capitalizing on its experience in the EDEN 

Demonstration Project, other CBRN relevant projects, and in the CBRN market and supply 

chain, the ENCIRCLE consortium proposes an innovative approach to reach this goal in a short 

to long term perspective. Once achieved it will allow SMEs and large industries to deliver and 

invest in the best innovations on the market. 

 

ENCIRCLE has five key objectives aimed at promoting innovation and business development 

to fill market gaps in the project timeframe: 

• Create an open and neutral EU CBRN cluster, 

• Provide a sustainable and flexible vision and roadmap for the development of the 

European CBRN market and innovations, 

• Provide integration with platforms (systems, tools, services, products) by proposing 

standardized interfaces and future EU standards to integrate CBRN technologies and 

innovations developed from the Part b projects of the H2020-SEC-05-DRS CBRN Cluster 

call, 

• Support CBRN safety, security and defence commercial and market services, 

• Improve and facilitate European CBRN dissemination and exploitation. 

 

The project is conducted by a consortium of specialized industries, trade associations and 

research organisations with flexible and lean procedures under the advice of the EC 

Community of Users. It will rely on two large interactive communities: practitioners and 

customers, and industrial and technological providers: the latter including many SMEs. To 

optimize the needs and gaps assessment, as well as innovation development, acceptance and 

success, ENCIRCLE will establish formal links with other consortia such as future Part b 

projects. 

 

The main expected impact is the enhancement of the EU CBRN industry’s competitiveness. 
This will allow it to enlarge its market share while increasing the benefits of the EU research 

and innovation to improve CBRN preparedness, response, resilience and recovery efficiency. 

 

The objectives of ENCIRCLE Work package 5 “Integration and Technical Support” is to provide 
platforms and propose standardized interfaces to integrate CBRN technologies and 

innovations from Part b and also assess and provide feedbacks on the impact of the business 

deals implemented. 
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1.1 WORK PACKAGE 5 DESCRIPTION OF WORK 

 

The work package involved four main tasks, which are conducted as workshops and virtual 

meetings. The corresponding activities are as follows: 

 

Task 5.1 – Standards and Interfaces   

This activity is primarily involved the investigation and proposal of standards and interfaces 

for the Part b Innovation topics and is consider standard operating procedures to be used by 

liaising the with new SEC-21 networks. These interfaces are of particular importance to allow 

the Part b innovations to be developed in a cost-efficient manner to ensure their interfaces 

can be adapted or to be developed in order to facilitate connections with the ENCIRCLE 

Platforms (consortium and legacy system tools). 

Participating partners: TCA, PIAP, ADS, SMITHS, EU-VRI and UNS. 

 

Task 5.2 – Integration - Platforms  

This activity covers investigating the potential integration of the Part b and other innovations 

into existing platforms and involved close cooperation with Task 5.1. A deep interaction 

understanding needs of involved Practitioners and Industrial and Technological participants is 

foreseen. 

Participating partners: MIKSEI, EOY, BAES, PIAP, TCA, ADS, and SMITHS.  

 

Task 5.3 – Human Factors  

This activity covers considerations on human factors issues of the Part b innovations to ensure 

that the solutions proposed and developed in the Part b topics, can be integrated with the 

Platforms within the ENCIRCLE Cluster. Human factor considerations proposed for the Part b 

topics, and reviewed during the development cycle. 

Participating partners: UCSC and PIAP.  

 

Task 5.4 – Impact, Policy and exploitation  

This activity involved the assessment and documentation of the Impact of the developments 

conducted by the ENCIRCLE consortium throughout the project. 

 

Participating partners: PIAP, BAES, TCA, ADS, SMITHS, UNS and EU-VRI. 

 

 

1.2 DOCUMENT SCOPE 

 

The purpose of this work documents “Platform Integration” is to provide information of the 
various possible platforms faces to integrate CBRN technologies and innovations. This 

document also is to provide guidance to innovators on what considerations should be taken 

into account to allow cost effective integration of their solutions with systems and platforms.  

 

The expected impact as a result of the ENCIRCLE project is mainly to shorten the time to 

market for novel CBRN technologies and innovations, and to generate more business deals 

leading to industrial products of interest to more practitioners in Europe and world-wide. 
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1.3 DEFINITION OF TERMS 

 

1.3.1 Integration 

 

The official definitions which are related to systems, for integrations by ISO are described as 

follows:  

   

Integration is system condition or activity to realize the condition in which components of a 

system are organized to collaborate, coordinate and interoperate while exchanging items, as 

needed, to perform a system’s task  
ISO 1  18435-1:2009(en), Industrial automation systems and integration — Diagnostics, 

capability assessment and maintenance applications integration. 

 

Integration is process of physically and functionally combining lower-level products (hardware 

or software) to obtain a particular functional configuration. 

ISO 10795:2011, Space systems — Programme management and quality — Vocabulary 

 

Integration is the implementation of specific processes and procedures to enable 

communications between different systems/units/devices 

ISO 16484-2:2004(en), Building automation and control systems (BACS) — Part 2: Hardware 

 

System integration is progressive assembling of system components into the whole system 

ISO/IEC 2382:2015(en), Building automation and control systems (BACS) 

 

Sensor network integration platform is middleware which integrates any given sensor 

network into a wider IT system using an abstraction layer, controls the interaction between 

sensor networks and existing enterprise infrastructures and supports intra-corporate and 

cross-company integration ISO/IEC 29182-2:2013(en), Information technology — Sensor 

networks: Sensor Network Reference Architecture (SNRA) — Part 2: Vocabulary and 

terminology 

 
 

1.3.2 Platform 

 

The official definitions which are related to systems, for integrations by ISO are described as 

follows:  

 
1 ISO, International Organization for Standardization, is an independent, non-governmental 

international organization with a membership of 162 national standards bodies. Through 

its members, it brings together experts to share knowledge and develop voluntary, consensus-

based, market relevant International Standards that support innovation and provide solutions 

to global challenges. 
 



Horizon 2020 SEC-05-DRS-2016  ENCIRCLE 

WP5 INTEGRATION & TECHNICAL SUPPORT, T5.2 Integration Platforms 

This document is produced under the EC Grant Agreement No 740450. It is the property of the ENCIRCLE consortium and 
shall not be distributed or reproduced without the formal approval of the ENCIRCLE Project Coordinator. 
CONFIDENTIAL only for members of the consortium (including the Commission Services) – EU project 

 

Platform is structure which supports a sensor, or sensors 

ISO 19115-2:2009(en), 4.24 Geographic information — Metadata — Part 2: Extensions for 

imagery and gridded data 

 

Platform is operating system (OS) and hardware that executes the OS 

ISO/IEC 23004-1:2007(en), 4.2.9 Information technology — Multimedia Middleware — Part 1: 

Architecture 

 

Delivery platform is computer hardware, system software and, where applicable, 

telecommunication software and associated features which support the delivery of 

assessments to the candidate and the return of computer held information (e.g. results) to a 

specific location for scoring purposes, or reporting if scored locally. 

ISO/IEC 23988:2007(en), 3.11 Information technology — A code of practice for the use of 

information technology (IT) in the delivery of assessments 
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2 CBRN CIVIL SECURITY PLATFORM INTEGRATION 
 

The EDEN CBRN demonstration projected captured a number needs and gaps concerning the 

problems with integrating CBRN innovations into the practitioner existing and new 

‘platforms’. A number of these key gaps and recommendation from the project are 

summarised as follows: 

 

2.1 EDEN INTEGRATION GAPS 

 

G062 - Lack of standardised or universal and multifunctional (with integrated sensor systems) 

PPE, that is not heavy and bulky. 

 

G159 - Few systems/methods to coordinate results and integrate them to make a total picture 

of the events. Very important points are those of resilience and dependability, essential in 

many systems: focus has to be on the verification and proof of programming languages and 

assessment of critical software to fault tolerance, robust architectures. 

 

G212 - Lack of integration of information coming out of detection networks, intelligence, and 

dispersion modelling to be fed into decision support tools and integrated into command and 

control. 

 

G514 - Faster moving robotic devices (unmanned ground vehicles) for radiation 

measurements. 

 

G516 - Lack of small (capable of low flying) UAVs (unmanned aerial vehicles) with payload high 

enough to carry out radiation measurements. 

 

2.2 EDEN-PROJECT FINDINGS 

 

The EDEN project conducted 15 demonstrations across the project duration, and this involved 

the integration of many innovations including providing improved situational awareness, real 

time detection, improved first responder protection. However, a number of integration issues 

arose: 

• None of these solutions were able to be truly integrated with the practitioner’s 

systems, the only integration possible between systems and platforms was conducted 

within the project solutions. 

• Different countries operate different standard operating procedures and the platforms 

operated are federated and not integrated. 

• Lack of standardized interfaces. 

• Innovators tend to develop their own bespoke solutions making integration 

challenging. 
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2.3 COMPARISON WITH MILITARY 

 

A primary difference between the civil and military domains is that there is a much more 

strategic approach to integration to ensure interoperability between platforms supported by 

standards. Due to this in the military area the standardisation and harmonisation is more 

ahead and integrated than in civil in national and international level.   

 

2.4 CHALLENGES AND OPPORTUNITIES OF CBRN PLATFORM INTEGRATION  

 

Integrating CBRN equipment into a system is complex process. To accomplish this, the CBRN 

system integrators needs to create synchronisation between system and equipment technical 

and tactical experience and their understanding of CBRN system user’s capabilities, access and 
placement.   

 

Challenges are: 

• human factors,  

• equipment effectives, 

• various communication methods and ways, 

• various user interfaces and API from devices, 

• various standards,  

• various protocols, 

• various user groups different requirements and their tactical and technical use of 

system, 

• cost, 

• line of responsibilities, 

• Internet Of Things (IOT) and security, 

• open and closed systems. 

 

 

Opportunities are: 

• turn-key solutions, 

• tailored made, 

• complete process solutions from detection to identification and reporting, 

• improved interoperability, 

• cost savings, 

• modular and scalable structure,  

• innovators not having to rework bespoke solutions for different practitioners, 

• harmonisation and standardisation, 

• dual- and multiuse solutions, 

• Internet Of Things (IOT) and security, 

• open and closed systems. 
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2.5 CBRN PLATFORM INTEGRATION 

 

Collaboration functions refer to related actions capabilities and activities like communication, 

management, control, detection, monitoring, protection, prediction, and sustainment to help 

synchronize, integrate and direct overall CBRN situation and incidents.  Each of these functions 

may be affected by adversaries with CBRN hazards that develop into CBRN environments in 

the course of execution of the authorities’ mission. Actors’ operations in these environments 
will demand the integration of various type of CBRN systems within actors’ own systems but 
also other authorities and not forgetting civil defense systems, to providing real-time warning 

and specific directions for actions.  These types of CBRN system integrations are especially 

crucial from tactical level to operational level systems.  

   

 

2.5.1 Platform Integration steps 

 

All the integrations start with the end-user’s capability needs as well as the requirements by 
the operating environment and standards in use.  The figures below describe in general level 

phases of integration. Phases shown what tools and platforms are needed in case of CBRN 

system.  

 

 
 
 Figure 1 Example of tools for integration to platforms 
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Figure 2 Examples of platforms that tools can be integrated with 

 

 

 
 
Figure 3 Example of CBRN Systems 
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Figure 4 CBRN system integration cycle 

 

 

 
 
Figure 5 Example of CBRN monitoring system integration into naval vessel 
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3 CBRNE PLATFORMS 
 

CBRNE system platform incorporates various device integrations, data communications, 

databases, system services and controls with user interfaces. The platform is structured to 

support the seamless use of system, system components and platforms. The system is 

dedicated to provide indication (detection) and warning of emergency situations involving 

hazardous material or CBRN substances and operating in CBRN environment.  

 

System is combination of a platform, a set of executable components, a run-time environment 

and a set of applications that can provide a user with a set of functions.  

ISO/IEC 23004-1:2007(en), 4.2.9 Information technology — Multimedia Middleware — Part 1: 

Architecture 

 

CBRNE system dedicated to provide indication (detection) and warning of emergency 

situations involving hazardous material or CBRNE substances and which incorporates various 

sensor integrations, data communications, databases, system services a control panel with 

user interface. 

CEN/TC3912, pr/EN 17173:2018(en), 3.90. European CBRNE glossary 

 

Requirements and opportunities for future CBRNE platforms according USA Chemical and 

Biological Defence Program – CBDAIF 2015.  

 

“The future chemical detection systems capable of accurately detecting, identifying, 

quantifying and classifying relevant TIMs (Toxic Industry Material), low-volatility, and liquid 

and solid chemical warfare agents at the lowest levels of military operational significance. 

Develop personal detection devices that can be worn by response personnel and inform 

responders and command health centers of hazard levels. Develop detectors of sufficient 

sensitivity to confirm that decontamination processes have neutralized or eliminated 

contamination on personnel and equipment so that operations can resume without the use 

of protective equipment. Develop detectors capable of operating at ranges significant enough 

to provide warning to forces in the field. Sensor data must be relayed to and integrated with 

other information systems to support operations and enable additional analysis.  Future 

integration goals are early warning (range), remote unmanned, and multi-modal sensor 

integration, Integrated sensors for early warning, wearable chemical and biological agent 

detectors and physiology monitors, data fusion and decision support tools integrated with 

situational awareness tools, and ad-hoc sensor integration.” 

 

 

 

 

 
2 CEN, CEN, the European Committee for Standardization, is an association that brings together the National 

Standardization Bodies of 34 European countries.  CEN is one of three European Standardization Organizations 

(together with CENELEC and ETSI) that have been officially recognized by the European Union and by the 

European Free Trade Association (EFTA) as being responsible for developing and defining voluntary standards at 

European level. CEN provides a platform for the development of European Standards and other technical 

documents in relation to various kinds of products, materials, services and processes. 
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3.1 SOFTWARE  

 

Integrated software is package that combines some of the functions performed by separate 

programs, such as spreadsheets, text processing, database management, and business 

graphics  

Note 1 to entry: integrated software: term and definition standardized by ISO/IEC 

2382:2015(en).  

 

3.1.1 CBRN Dedicated System Software 

 

Modern commercial database and software technologies and platforms are exploited in the 

system software, the heart of the CBRN system solutions. 

 

CBRN software with its interactive GIS user interface is intended for providing the operators 

with continuous, real-time operative situational awareness of the event and measurement 

data received from the integrated sensors. CBRN software is completed with CBRN 

management software for CBRN incident scenario simulation, analysis and forecasting. It 

presents clear and illustrative forecasts of chemical, biological, radiological and nuclear 

dispersions and analysis on map interface, based on GIS information, surveillance and sensor 

data as well as different dispersion and plume calculation models. 

 

  

3.1.2 Communication and Connectivity 

 

Platforms need to support the networking and data adaptation of multiple sensors of 

integrated sensors. To support easier integration (reduced cabling and multiple sensor 

interfaces). Sensors should be integrated via a single connection point where all sensor data 

is processed and transferred into CBRN Dedicated System software.  

 

Operating as a sophisticated sensor gateway and a data processing unit, the unit should 

reduce the cabling requirements and collects and harmonizes the measurement data in order 

to optimize the data transfer in the wireless or wired communication networks. The unit 

should enable on-line sensor management and fine-tuning of the sensor performance 

according to expected event scenarios.  

The unit should offer TCP/IP interface to the system monitoring software and in addition, to 

the building automation and C4I systems to expand the system capabilities beyond the basic 

monitoring networks. The design of the unit should guarantee high level of redundancy and 

reliability for sensor integrations and encryption methods are applied to secure data 

communication in the systems. 
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Example of application platform 

Fixed and mobile CBRN, environmental and industrial monitoring systems for: 

• Critical infrastructure, e.g. critical buildings, shelters, subways and power plants 

• Areas/borders, e.g. industrial sites, mobile networks, nationwide networks, airports 

and seaports 

• Naval vessels for military and civil defence and environmental hazard prevention 

• CBRN reconnaissance vehicles for civil and military defence 

• Robots and UAV/RPAS 

  

Example platform requirements  

Interfaces of communication and connectivity should support the following physical 

interfaces: 

• Ethernet RJ45-port(s) 

• RJ45-port integrated Ethernet switch 

• RS232, RS422 or RS485 ports (configurable) 

• Programmable Relay Outputs 

• Wireless Communication (WLAN, GPRS,3G/4G/5G) 

• Ethernet (POE) switch 

• Digital Inputs for 3-24V DC or AC 

• External Alarm Unit 

• Shock absorbing mounting rack 

 

Example platform standards 

• APP-6, NATO Joint Military Symbology, Civil Protection Common Map Symbology 

• AEP-45 and ATP-45, NATO Warning and reporting and hazard prediction of chemical, 

biological, radiological and nuclear incidents 

• TETRA 

• IEEE802-11, wireless local area networks 

• IEEE802-15.1, WPAN/Bluetooth 

• IEEE 802.15.7, Mesh networks 

• LTE, Long-Term Evolution 

 

 

3.2 PERSONAL PROTECTION EQUIPMENT 

 

Personal Protection Equipment (PPE) is personal clothing and equipment required to protect 

an individual from chemical, biological and radiological hazards and some nuclear effects. 

Personal protective equipment includes items such as gloves, safety glasses and shoes, 

earplugs, hard hats, respirators, or coveralls, vests and full body suits, according to specific 

countries existing regulation.  Protection levels are A, B, C, D according the treat and 

protection level. 

 

At the moment there are no direct ISO definition for wearable.  The term “wearable” goes 
beyond the traditional definition of clothing; it refers to an accessory that enables 
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personalized mobile information processing. Wearable technology consists of things that can 

be worn, such as clothing or glasses, that contain computer technology or can connect to the 

internet: Wearable technology such as "smart clothes" can be used to monitor heart rate. 

Wearable computing as a category is being defined by smartwatches and wristband sensors, 

augmented eyewear, and wearable textiles. 

(Cambridge Dictionary and Sensor Mania! The Internet of Things, Wearable Computing, 

Objective Metrics, and the Quantified Self 2.0 by Melanie Swan.) 

 

Smart wearables are body-borne computational and sensory devices which can sense the 

person who wears them and/or their environment. Wearables can communicate either 

directly through embedded wireless connectivity or through another device (e.g. a 

smartphone). The data collected by the wearable device about the user or its environment is 

processed in a processing unit located locally or in an external server, and the results are 

ultimately provided to the wearer. Smart wearables may have control, communication, 

storage and actuation capabilities. The International Electrotechnical Committee (IEC) 

Standardisation Management Board Strategic Group 10 on Wearables has ongoing efforts to 

clarify the terminology and obtain an agreed understanding of Wearable Smart Devices. It 

distinguishes between the following categories of smart wearables: near-body electronics, on-

body electronics, in-body electronics and electronic textiles. Also, the Moving Pictures Expert 

Group (MPEG), a working group of ISO/IEC, explores new standardisation needs for wearables. 

They have developed a conceptual model for wearables. (Smart Wearables, European 

Commission). 

 
Figure 6 Conceptual model for wearable MPEG, Credit: European commission CNECT A3 21/11/2016  

 

 

Wearable computing device is a personal computer that is worn on a body of a user, with or 

on top of clothing or accessory. Examples: wristband with the touchscreen, eye glasses with 
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the see-through displays. 

ISO/DIS 20294(en) Graphic technology — Quantification and communication for calculating 

the carbon footprint of e-media 

 

Wearable sensors, low-cost disposable patches that are worn continuously for days at a time 

and then discarded. The concept is not new, but the extended on-board sensor functionality 

is an important innovation. The next generation of patches moves away from standard 

transdermal passive diffusion technology, and instead uses rich sensor technology to enable 

patches to transmit information wirelessly, and possibly engage in two-way communication 

for real-time adjustments.  

(Sensor Mania! The Internet of Things, Wearable Computing, Objective Metrics, and the 

Quantified Self 2.0 by Melanie Swan)   

 

Example of application platform 

First responders have a tremendous need for devices such as body-worn electronics, advance 

sensors, and integrated voice and data communications embedded within their gear. 

Wearables can integrate multiple technologies and minimize additional equipment while 

maximizing effective response efforts. 

Future first responder or soldiers are expected to be using wearable and smart protection 

clothes. Personal protection clothes could monitor first responders’ physical values, 
movement and location, surrounding environment conditions and provide early-warning of 

CBRN threats. Protection masks could have integrated guidance displays and all the 

appropriate wearable system data will be available in real-time in the incident command post.  
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Figure 7 Example of public Safety Wearables, Credit NIST NISTIR 8196 (Draft) 

 

Example platform requirements  

• Wearable chemical agent and physiology monitors for enhanced sensor capability and 

situational awareness. 

• Improve the integration of chemical detectors. Detector information must be relayed 

to other information systems to support operations and enable additional analyses. 

• First Responders use this technology under unique stress, and devices must be 

specifically designed to operate to meet these requirements. Commercial-off-the-shelf 

(COTS) devices may not be able to withstand extreme temperatures and other 

elements of hazardous environments. 

• Many wireless protocols can be used to transmit wearable data, including Wlan, 

various types of Wban, and cellular. Wlan and Wban use the industrial, scientific and 

medical (ISM) band operating at 2.4 Gigahertz (GHz). Wlan can also operate at 5 GHz. 
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Wearables with cellular service are available with 2G, 3G, 4G, 5G or some other type of 

cellular connectivity. 

• Mobile device and wearable device information collection, storing, sharing and 

transferring security. 

 

Example platform standards 

• AEP-38, NATO Operational Requirements, Technical Specifications and Evaluation 

Criteria for CBRN Protective Clothing 

• PPE Directive 89/686/EEC EU regulation 2016/425, personal protective equipment 

• EN 14126, Protective clothing - Performance requirements and tests methods for 

protective clothing against infective agents 

• ISO/NP TS 17420-9, Respiratory protective devices -- Performance requirements -- Part 

9: Special application CBRN filtering and RN filtering devices 

• IEEE802-15.1, WPAN/Bluetooth 

• IEEE 802.15.3, High Rate WPAN 

• IEEE 802.15.4, Low Rate WPAN 

• IEEE 802.15.6, Body Area Networks 

 

 

3.3 PORTABLE  

 

Portability is state or quality of being portable. 

Portable detector is instrument which is carried by an individual. They are typically, compact-

sized, battery operated and carried either with carried case, stripes or backpack. 

CEN/TC391, pr/EN 17173:2018(en), 3.466. European CBRNE glossary 

 

Example of application platform 

First response officers need provides comprehensive situational view for present CBRN threat 

scenario in minutes. System offers identification for radionuclides and certain bio agents as 

well detection and classification for TICs and CWAs. The whole system is built to withstand 

24/7 use and it is convenient to transport. 

 

 
Figure 8 Example of Portable CBRN Integration for First Responder 
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Example platform requirements  

• CBRN situational awareness software and control center table, personal PC or laptop 

• Radionuclide identifier backpack for gamma and neutron identification designed to 

fulfil the international standards 

• Gamma radiation source locator integrated in the backpack 

• Handheld Chemical Detector attached to radionuclide backpack. Detector can also be 

used as separate detector with add-on modules 

• Biodefence tests and bio reader module for providing fast, simple and reliable solution 

for BWA identification from environmental samples. 

 

Example platform standards 

• RFI-ACT-SACT-12-02-2, NATO Standard CBRN Sensor Interface,11 January 2013 

• ANSI N42.35-2016, American National Standard for Evaluation and Performance of 

Radiation Detection Portal Monitors for Use in Homeland Security 

• STANAG 2352, NATO Chemical. Biological. Radiological and Nuclear (CBRN) Defence 

Equipment - Operational Guidelines 

• IEC 62327, Radiation protection instrumentation - Hand-held instruments for the 

detection and identification of radionuclides and for the estimation of ambient dose 

equivalent rate from photon radiation 

• MIL-STD-810G, Environmental Engineering Considerations and Laboratory Tests, 

United States Military Standard 

• MIL-STD-461G, EMI/RFI Interference, United States Military Standard 

• MIL-STD-1275D, EMI/RFI Interference, United States Military Standard 

 

 

3.4 VEHICLE 

 

CBRN vehicle (Reconnaissance) is vehicle-mounted integrated systems platform can detect 

chemical, biological agents and radiation either point detection and or stand-off detection and 

operated in CBRN contaminated environment. Vehicle operators perform operations in an 

environmentally controlled atmosphere that protect from all known CB agents and nuclear 

particles. Vehicle have capability to analyse samples and identify.  Information received from 

the sensors is automatically prepared for electronic transmission through the CBRN warning 

and reporting system. 

CEN/TC391, pr/EN 17173:2018(en), 3.88. European CBRNE glossary 

 

Example of application platform 

The system provides a faster response time, quicker detection and identification rates 

compared to basic CBRN tactics, procedures, and units. The integration is “vehicle platform 

free”. Platform can be either light non-armored civil type vehicle solution nor armored type 

military vehicle solution. The CBRN vehicle (reconnaissance) solution is generally employed to 

either confirm contaminated areas, or to confirm areas clear of contamination.  
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Figure 9 Example of Vehicle Integration 

 

Example platform requirements  

For military solutions CBRN Monitoring System shall be rugged, designed and manufactured 

to endure the conditional requirements set by various military standards. The detection 

instruments shall be carefully selected into the vehicle in order to ensure reliable detection of 

CBRN agents from both outside and inside the vehicle. Collected information from the CBRN 

sensors along with meteorological and GPS data are introduced to central operating software. 

In this information control centre, the data is displayed, devices can be controlled, alarms and 

warnings as well as reports can be made centrally. The system capabilities can be further 

expanded by adding more identification devices and other operational components. 

 

• CWA& TIC detection and identification capability outside and inside the vehicle. 

• Bioaerosol detection, air sampling and provisional identification capability 

(identification requires a safe space for handling samples, BioSafetyCabin level 2). 

• Radiation detection and Nuclide identification outside and inside the vehicle.    

• CBRN Dedicated System Software for tying all the real-time data in a comprehensive 

form. Sharing of situational awareness to other systems. 

• Operational guidance for incident management through system software dedicated to 

various type of detection and classification of agents. 

• Complete NBC filtering and over pressurized system.  

• 360° camera surveillance to provide visibility to the operators in the NBC protected 

space. 

• Area marking system. 

• Environmental sample collection. 
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Example platform standards 

• ISO 9001, Quality Management System 

• STANAG 2352, NATO, Chemical. Biological. Radiological and Nuclear (CBRN) Defence 

Equipment - Operational Guidelines 

• AEP-10, NATO, Allied Engineering Publication 10: NATO Handbook for Sampling and 

Identification of Biological and Chemical Agents (Procedures and Techniques) 

• AEP-54, NATO, (classified) Collective protection (colpro) in a chemical biological, 

radiological and nuclear (cbrn) environment 

• EN 12469, Performance criteria for microbiological safety cabinets 

 

 

3.5 MOBILE/TACTICAL 

 

The development of a concept of operations for mobile CBRN wireless sensor networks 

includes examining the vulnerabilities and potential threats and risks associated with the 

consequences of CBRN attacks on public facilities, critical locations and areas of operations. 

The potential threat requires the development of defensive strategies aimed at recognizing, 

detecting, and responding to CBRN threat and attacks.  

 

CBRN sensors in the mobile/tactical wireless network system platform are stand-alone units 

giving alarms locally and via network to the Command and Control Post. Networking will 

enable rapid and consistent dissemination of warnings to other units operating in the area of 

operation. The wireless network sensor applications and detection platforms are a practical 

tool within the CBRN response organisation architecture, like Military Special Forces and 

Hazmat Teams. The concept of operations for CBRN wireless sensor network system within 

the CBRN response organisations supports current hazardous-materials operations 

 

Example of application platform 

The operative mobile integration platform for CBRN system can featured with several sensor 

fields, each built upon a number of the key system elements. For tactical use, a typical sensor 

field includes one Command & Control Post with ten sensor nodes placed in a tactical 

configuration around the monitored site. Depending on the threat scenario, principles of area, 

perimeter, sector, and contaminated area surveillance can be applied.  
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Figure 10 Example of Mobile/Tactical platform use 

 

Example platform requirements  

For field use the platform should be ruggedized, mobile and field deployable and consists of 

the following components: 

 

• Tripod mounted measuring units with Chemical-, Radiation detectors, weather sensor 

to connected to the data processing unit. These creates the CRNW Measuring unit). 

• Tripod mounted bioaerosol detection unit wired to the CRN and Weather Measuring 

Unit. 

• Integrated communication system with communication units (example radio), 

antennas and optional repeaters and antenna masts for long distances.  

• Rugged a control tool with local interface for system set-up and components’ 
performance check in the field.  

• All stations are battery powered, allowing days of continuous operation.  

• Advanced system software in command post to provide real-time sensor information 

and CBRN situational awareness and reporting tools for surveillance, threat 

management and monitoring.  

• Readiness for integration to external 3rd party command system.  

 

Example platform standards 

• STANAG 2352, NATO Chemical. Biological. Radiological and Nuclear (CBRN) Defence 

Equipment - Operational Guidelines 

• MIL-STD-810G, Environmental Engineering Considerations and Laboratory Tests, 

United States Military Standard 

• MIL-STD-461G, EMI/RFI Interference, United States Military Standard 

• MIL-STD-1275D, EMI/RFI Interference, United States Military Standard 

• AEP-45 and ATP-45, NATO Warning and reporting and hazard prediction of chemical, 
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biological, radiological and nuclear incidents 

• IEEE802-11, wireless local area networks 

• IEEE 802.15.5, IEEE 802.15.7 Mesh networks 

 

 

3.6 NAVY & MARINE VESSEL 

 

The likelihood of a CBRN attack, increases dramatically as the Navy operates in the green- and 

brown-water environment (littorals and inland waterways). Thus, the Navy needs to concern 

itself more with CBRN threats launched from land or from small craft operating along the coast 

or near harbours.  Maritime terrorists could assault against vessels as an “iconic” goal, or 
attack ships and offshore installations to damage the economy, they could target ferries to 

cause mass casualties or use ships as weapons to attack other ships or ports. There is also 

possibility of maritime terrorism with CBRN agents. 

 

The effects of a CBRN attack on a fighting force cannot be overstated. On a Navy vessel, every 

Sailor plays a critical role. In order to detect the threat and to fight in a CBRN contaminated 

environment, the shipboard fighting force needs to function at its optimal level. The purpose 

in using CBRN agents against a vessel is to degrade or cease ship operations. Even the threat 

of CBRN agents can impact ship operations, as the crew would need to protect individual.  

An efficient and reliable CBRN detection and protection system will enable Navy vessels to 

continues mission under CBRN threat and attack. 

 

Example of application platform 

The Vessel/Naval CBRN Monitoring integration platform system gives operative and 

situational awareness and guidance for the personnel in order to take the appropriate 

countermeasures in naval vessels at the time of a threat event. It monitors both outdoor and 

indoor air of the vessel for chemical (CWAs/TICs), biological and radiological threats. The 

integration system can also monitor the internal pressure and air quality of the CBRN 

protected rooms.   

 

The configuration of the Vessel CBRN Monitoring integrated system follows the general 

recommendations for special equipment and systems of naval vessels. This kind of 

recommendations are given e.g. by Det Norske Veritas for classification.  
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Figure 11 Example of Marine integration 

 

Example platform requirements  

The size, shape and intended missions of the vessels are to be taken into consideration, when 

building up the layouts of the Naval CBRN Monitoring integration systems.  

 

Naval CBRN Monitoring integration system typically includes at least  

• External protection of the vessel 

• Chemical, Biological and Radiological/Nuclear detection points for monitoring 

outdoor air for external threats. 

• Sampling system enables detection from outside air even though the detection 

units are located inside the vessel.  

• Internal protection of the vessel 

• Chemical, Biological and Radiological/Nuclear detection points for monitoring 

indoor air in the CBRN zones/citadels and other critical areas.  

• Sampling system enables detection either from air ducts or rooms.  

• Chemical and Biological Sensor shall be installed on port and starboard sides 

and installed so them can monitoring the atmosphere and sea-level. 

• Real-time awareness 

• Data Processing Unit to integrate sensors data and powering.  

• Control Station for Real-Time CBRN Monitoring.  

• Alarm Units.  

• Date interfaces to ship control and monitoring systems.  

• Naval CBRN Monitoring integration system can also expand by  

• Air pressure/pressure difference measurement device.  

• Air quality detection points.  

• Handheld devices for CBRN detection.  

• Further analysis, identification, decontamination and personal protection 

equipment. 
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Example platform standards 

• DNVGL-CG-0339 and IACS UR E10 2014 

• ATP 3.8.1, NATO, CBRN defence on operations 

• CISE, Common Information Sharing Environment for the EU maritime domain 

• AEP-45, ATP-45, NATO, Warning and Reporting and Hazard Prediction of 

Chemical, Biological, Radiological and Nuclear Incidents 

• STANAG 4447, NATO, Performance Specification for a Ship´s NBC Air Filter 

 

 

3.7 FIXED/BUILDING 
 

People are spending increasing amounts of time in various building environment buildings e.g. 

offices, factories, schools, hospitals, shopping centers, and transportation hubs. Considering 

how much time people spend indoors, occupants, properties’ and businesses should be 
protected from a range of threats – including those of CBRN nature. 

 

Critical infrastructure and various buildings have become potential targets for CBRN attacks. 

Buildings are vulnerable to both indoor and outdoor releases of CBRN threat agents. Their 

HVAC systems and movement of people can effectively transport harmful airborne materials 

throughout the facilities. Enclosed spaces with rather stable atmospheric conditions can retain 

high agent concentrations and reduce the amount and durability requirements for the 

released agents.  

 

Vulnerability to CBRN threats is determined and evaluated on case by case basing, which 

requires basic understanding of the local environment, architecture, and mechanical and 

control system configurations, plans, and procedures. Also, knowledge on how agents can be 

deliver into a building, building’s HVAC and air-filtration, and the required detection limits and 

levels for threats.  The number of protection system components can be designed, modified, 

installed, and implemented to enhance building protection and applied in various 

combinations to achieve different levels of protection.  

 

Example of application platform 

Typical sites for CBRN detector installations include e.g. air intake systems, entrances, 

conference rooms, reception areas for mail and cargo and roof tops. In the control rooms, the 

CBRN Dedicated System Software provides situational awareness and guidance for the 

operators by showing real-time event and measurement data from the integrated sensors and 

incident related emergency instructions. Furthermore, the CBRN Dedicated System Software 

enable integration of video surveillance and offers options for the integration to building 

automation systems.  
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Figure 12 Example of Building Integration 

 

Example platform requirements  

Buildings are vulnerable to releases of chemical, biological and radiological agents for several 

reasons. They gather masses of people for long periods of time, receive mail and cargo and 

have high occupant density compared to outdoor areas. Furthermore, HVAC systems and 

movement of people can effectively transport harmful airborne material throughout the 

facilities. Enclosed spaces with rather stable atmospheric conditions can retain high agent 

concentrations and reduce the amount and durability requirements for the release agents.  

Building CBRN Monitoring Systems provide significant value to CBRN incident management. 

By enabling timely threat detection and mitigation of the hazardous effects, they complement 

the passive and responsive protection measures of buildings 

 

• External protection of the building 

o Chemical, Biological and Radiological/Nuclear detection points for monitoring 

outdoor air for external threats. 

o Sampling system enables detection from outside air even though the detection 

units are located inside the building. 

• Internal protection of the building 

o Chemical, Biological and Radiological/Nuclear detection points for monitoring 

indoor air in the CBRN zones/compartments and other critical areas and 

entrances.  

o Sampling system enables detection either from air ducts or rooms.  

• Real-time awareness 

o Data Processing Unit to integrate sensors data and powering.  

o Control Station for Real-Time CBRN Monitoring.  

o Alarm Units.  

o Date interfaces to building management and monitoring systems.  

• Camera system - CCTV 

o Alarm triggered camera system with monitoring points. 
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• HVAC -system 

o Alarm triggered integrated shut-down system (manual or automatically) 

• CBRN Monitoring integration system can also expand by  

o Air pressure/pressure difference measurement device if overpressurized 

facilities.   

o Air quality detection points.  

o Handheld devices for CBRN detection.  

o Further analysis, identification, decontamination and personal protection 

equipment. 

 

Example platform standards 

• MIL-STD-461G, EMI/RFI Interference, United States Military Standard 

• MIL-STD-1275D, EMI/RFI Interference, United States Military Standard 

• AEP-45 and ATP-45, NATO Warning and reporting and hazard prediction of chemical, 

biological, radiological and nuclear incidents 

• IEEE802-11, wireless local area networks 

• IEEE 802.15.5, IEEE 802.15.7 Mesh networks 

• IEEE 802.3, ethernet 

• EN 50131-1:2007 +A1 + A2:2017:2012, Alarm systems. Intrusion and hold-up systems. 

System requirements 

 

 

3.8 MOBILE LABORATORY 

 

CBRN mobile laboratory system provides rapid on scene evidential results to be generated 

routinely and to reduce the logistics and transportation burden. The structure if laboratory 

can be light fieldable tent for short-term missions to heavier and long-term operation based 

on single C/B or mixed C/B/RN integrated laboratory systems on wheel, in container or in 

trailer.  

 

These are designed to be operated by a rapidly deployable staff. These provides flexible and 

affordable working area for integrated or hybrid equipment and systems that combine the 

advantages of current and emerging technologies. 

 

Mobile laboratory / field laboratory is temporary or mobile laboratory facility deployed at 

the site of an operation to conduct chemical or physical analytics. 

CEN/TC391, pr/EN 17173:2018(en), 3.406. European CBRNE glossary 

 

 

Example of application platform 

The CBRN laboratory includes a full selection of analytical equipment needed to carry out the 

laboratory tasks. The main analytical methods of the laboratory are gas chromatography with 

mass spectrometry, quantitative PCR and liquid scintillation. In addition to these the 

laboratory includes a wide variety of necessary laboratory equipment and accessories. The 

mobile laboratory is a safe working environment for laboratory professionals even in 
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dangerous surrounding situations. 

 

 

Example platform requirements  

Container based 

The Mobile CBRN Laboratory is designed into a standard ISO, 20 ft container.  

The laboratory container includes all necessary technical systems (HVAC, electricity, water, 

etc.) and laboratory furniture. Everything is integrated into the laboratory to create a working 

environment for performing the laboratory tasks. 

The layout of the laboratory is designed to be practical and safe when doing demanding 

laboratory work. Laboratory instruments, working spaces, safety cabinets etc. have been 

placed into the laboratory in order to maximize the operator’s capability to carry out the 
analytical tasks. 

The laboratory container can be mounted on different types of vehicles for transportation. 

The loading and unloading system of the container is designed in a way that external tools are 

not needed. The container will be lift up from and/or to the carrier with an integrated lifting 

mechanism. 

Separate tent can be installed outside the laboratory container, which could be used as a 

storage or decontamination area.  

 

Semi-trailer based 

The Mobile CBRN laboratory is built on a semi-trailer platform. The laboratory trailer is 

transported with a truck tractor. The laboratory is transportable by road, rail and air (with the 

limitations of the outer measures). Semi-trailer has isolated separation wall between Chemical 

and Biological laboratories. 

The laboratory trailer includes all necessary technical systems (HVAC, electricity, water, etc.) 

and laboratory furniture. Everything is integrated into the laboratory to create a working 

environment for performing the laboratory tasks. 

The layout of the laboratory is designed to be practical and safe when doing demanding 

laboratory work. Laboratory instruments, working spaces, safety cabinets etc. have been 

placed into the laboratory in order to maximize the operator’s capability to carry out the 
analytical tasks. 
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Figure 13 Example of Container Based Concept 

 

Below is a list of laboratory systems which will be built into the laboratory. 

• Air ventilation 

• NBC protection 

• Electrical connections 

• UPS system 

• SW and data interface 

• Communication 

• Water and waste water storage 

• Power system 

• Container mechanics such as stabilization and lifting systems 

 

In the Mobile CBRN laboratory it is possible to carry out at least the following analytical 

procedures and other laboratory operations: 

• Detection and identification of organic and inorganic toxic and dangerous chemicals. 

(The identification quality is the “gold standard” for chemicals included in Radiation, 
Chemical and Biological Protection library in accordance with AEP-10 and STANAG 

4632 for “confirmed identification” level.) 
• Detection and identification of hazardous microbes (bacteria, bacterial spores and 

viruses) from environmental samples. 

• Detection and identification of biological toxins from environmental samples. 

• Detection of alpha, beta, gamma and neutron radiation from unknown samples (on 

the energy ranges indicated in the NATO STANAG 4632). 

• Drinking water analyses in respect to the presence of organic and inorganic chemicals 

or biologically hazardous compounds. 

• Sample storage. 

• Operations with hazardous chemicals or biological material without threatening the 

environment. 
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Example platform standards 

• NATO AEP-10, NATO Handbook for Sampling and Identification of Biological and 

Chemical Agents (Procedures and Techniques) 

• NATO AEP-49, NATO Handbook for Sampling and identification of Radiological Agents 

(SIRA) (Operational) 

• NATO AEP-54, (classified) collective protection (colpro) in a chemical biological, 

radiological and nuclear CBRN) environment 

• NATO STANAG 4632, deployable NBC analytical laboratory 

• NATO AEP 66, NATO Handbook for Sampling And Identification Of Biological, Chemical, 

And Radiological Agents (SIBCRA 

• AJP 3.8, Allied joint doctrine for chemical, biological, radiological, and nuclear defence 

• NATO STANAG 2352, Chemical. Biological. Radiological And Nuclear (Cbrn) Defence 

Equipment - Operational Guidelines 

• EN 12469, Performance criteria for microbiological safety cabinets 

 

 

3.9 UAV/RPAS/”DRONE” 

 

At the moment there are no direct ISO definition for UAV/RPAS/”Drone”. The following terms 

based on UK Defence of Ministry - Joint Doctrine Publication 0-30.2 Unmanned Aircraft 

Systems: 

 

Unmanned aircraft (UAV), an aircraft that does not carry a human operator, is operated 

remotely using varying levels of automated functions, is normally recoverable, and can carry 

a lethal or non-lethal payload. 

 

Unmanned aircraft system (UAS), a system, whose components include the unmanned 

aircraft and all equipment, network and personnel necessary to control the unmanned 

aircraft. 

 

Remotely piloted aircraft (RPA), an aircraft that, whilst it does not carry a human operator, is 

flown remotely by a pilot, is normally recoverable, and can carry a lethal or non-lethal payload. 

 

Remotely piloted aircraft system (RPAS), the sum of the components required to deliver the 

overall capability and includes the pilot, sensor operators (if applicable), remotely piloted 

aircraft, ground control station, associated manpower and support systems, satellite 

communication links and data links. 

 

Note: NATO has only agreed definitions for unmanned aircraft system and remotely piloted 

aircraft.  

 

UAVs equipped with cameras and sensor payloads have been used by military and border 

control agencies for decades to improve situational awareness. Commercialization has 

brought more UAVs, or unmanned aerial vehicles, to market — making the technology more 

accessible to first responders and other authorities. Usually these systems are used for video 
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surveillance and monitoring – not so usually for CRN detection and monitoring.  

UAVs with CRN sensors provide new capability for first responders to send “eyes and ears” 
into contaminated area without risking first responders.  

 

Example of application platform 

The UAV integration platform for CRN system can featured with several types of sensors. For 

tactical use, a typical sensor drone system includes ground station for flight control and sensor 

data real-time monitoring user interface, drone platform and chemical detector unit(s), 

radiation detection unit(s) and camera unit(s).   

 

 
Figure 14 Example of CBRN UAV concept, Credit: Toxi Triage project 

 

Example platform requirements  

Unmanned aerial vehicles (UAVs) and remotely-controlled robotic ground detection systems 

in CBRN Events offer an attractive and cost-efficient method to conventional approaches for 

security applications. The preferred specifications for UAV in CBRN detection are: 

• Closed construction to facilitate operations in non-optimal weather conditions (e.g. 

rain, frost). 

• Reliable platform with redundant system 

• Easy and quick replacement of payload 

• Payload capacity must be sufficient (e.g. 1.5-2kg) depending on drone size/type 

• Flight time with payload need to be around 20-45 min 

• GPS and Galileo systems 

• Live video stream 

• Real-time sensors provided “trend information” 

• Other than 2,4 gHz or 5G communication method. 

• Data communication must be encrypted 

• Data transmission should be integrated in order to avoid interference of UAV and 

detector communications 

• Autopilot capabilities 
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• Operable by two-people team: UAV pilot who focus on the flight operations, and the 

detector feed observer for decision-making 

• Flight plan software tool, which can send flight requests on demand for a local aviation 

agency on-line for approval 

 

Horizon2020 Toxi Triage Project: D4.2. Stand-off detection payload CR/N for drone platforms 

 

Example platform standards 

• PPDR 

• TETRA 

• LTE 

• IEEE802-11, WLAN 

• EN ISO 8015, GPS 

• GNSS, Global Navigation Satellite System  

• ISO/TC 20/SC 16, Unmanned aircraft systems 

• ISO 21384-2, Unmanned aircraft systems – Part 2: Product systems 

• ISO 21384-3, Unmanned aircraft systems – Part 3: Operational procedures 

• ISO 21384-4, Unmanned aircraft systems – Part 4: Vocabulary 

• ISO 23665, Unmanned aircraft systems – Training for personnel involved in UAS 

operation 

 

3.10 ROBOTIC 

 

Robot system is system that comprising robot(s), end effector(s) and any machinery, 

equipment, devices, or sensors supporting the robot performing its task 

ISO 8373:2012(en), 2.1 Robots and robotic devices — Vocabulary 

 

Robot system is manufacturing cell, including the robot hardware and software, consisting of 

the manipulator, the power supply, the control system, the end effectors, any equipment with 

which the robot is interfacing, and any communications interface that is operating and 

monitoring the robot 

ISO/IEC 2382:2015(en), 212296 Information technology — Vocabulary 

 

Remote CBRN Rescue & Search operations are usually performed from a distant location 

through a communication link to a CBRN detector or monitor. These devices are normally 

designed to be recoverable. Current remote operations use detectors and monitors at 

stationary locations. Emerging technologies allow remote CBRN detectors and monitors to be 

remotely operated on mobile platforms such as UASs, unmanned ground vehicles (UGVs), and 

robots. 

 

Example of application platform 

Actions conducted by rescue services and services responsible for public security are often 

associated with loss of health or even life of persons directly involved in those actions. 

Therefore, one of the robots incorporated into the Remote system will be an intervention 

https://www.iso.org/obp/ui/#iso:std:iso:8373:ed-2:v1:en:term:2.6
https://www.iso.org/obp/ui/#iso:std:iso:8373:ed-2:v1:en:term:3.11
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robot.  The robot will be capable of replacing or supporting a human at the most dangerous 

tasks, e.g., at neutralisation of explosive charges or survey of CBRN agents. The robot will be 

also equipped with a special device for collecting samples of soil, liquid or air from the 

operation site, which will be subsequently carried to the laboratory for analysis.  

 

 
Figure 15 Example of UGV integration accessories, Credit: Telerob 

 

Example platform requirements  

• Drive system allowing for motion in rough terrain and pavement stones and stairs. 

• Equipped with manipulator. 

• Manipulator can be optionally equipped with various tools. 

• Equipped with video cameras and a thermovision camera. 

• Equipped with various type of sensors e.g. explosive, chemical, and radiation 

detectors.  

 

Example platform standards 

• UGV Interoperability Profile (UGV IOP), Robotics and Autonomous Systems – Ground 

IOP (RAS-G IOP), US DoD 

• PPDR 

• TETRA 

• LTE 

• IEEE802-11, WLAN 

• EN ISO 8015, GPS 

• GNSS, Global Navigation Satellite System  

 

 

3.11 ACCESS CONTROL AND BORDERS 

 

CBRN monitoring and measurement solutions to protect ports and borders against different 

CBRN threats and helps for example, preventing illicit trafficking of radiological materials. 

Typical applications include a scalable system based on spectroscopic radiation portal 

monitors and camera surveillance system added chemical detection points.  
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Example of application platform 

The integration platform concept solutions cover the following measuring points at borders: 

pedestrian passengers, luggage screening, vehicle traffic, freight container screening and 

truck traffic. 

 

 
Figure 16 Example of Access Control Application 

 

Example platform requirements  

Radiation monitoring network is integrated with dedicated CBRN software which is intended 

to face the challenges head-on and ensure reliable detection and identification of radiation 

sources. Integrated smart video surveillance system helps trace a suspected radiation source, 

and dedicated CBRN system software is able to handle expanding the system to cover the 

whole CBRN field. The preferred specifications for access control in CBRN detection are: 

• Radiological/Nuclear, (Chemical and Biological) detection points for monitoring 

pedestrian passenger and luggage screening.  

• Radiological/Nuclear, (Chemical and Biological) detection points for monitoring vehicle 

and freight container screening.  

• Real-time awareness 

o Data Processing Unit to integrate sensors data and powering.  

o Control Station for Real-Time CBRN Monitoring.  

o Alarm Units.  

o Date interfaces to management and monitoring systems.  

• Camera system - CCTV 

o Alarm triggered camera system with monitoring points. 

• Database for reachback and expert support. 
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Example platform standards 

• IAEA TECDOC Series No.  1311, Prevention of the Inadvertent Movement and Illicit 

Trafficking of Radioactive Materials 

• IAEA TECDOC Series No.  1312, Detection of Radioactive Materials at Borders 

• IAEA TECDOC Series No.  1313, Response to Events Involving the Inadvertent 

Movement or Illicit Trafficking of Radioactive Materials  

• IEC 62755, Standard N42 Data Format 

• ANSI N42.35-2016, American National Standard for Evaluation and Performance of 

Radiation Detection Portal Monitors for Use in Homeland Security 
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4 THE ENCIRCLE MARKET ANALYSIS SURVEY  
 

The main factors of platforms were studied for pointing out the common requirement and 

mainstreams related to various CBRNE systems and integration. 

 

The ENCIRCLE Market analysis survey conducted earlier in the project highlighted a number 

of challenges around the integration of CBRNe innovations in the civil protection domain. 

These included a perception that there is lack of comparable standards and interfaces and 

that innovators are developing tailored and bespoke technical solutions for each practitioner 

making interoperability and integration less efficient. It should be noted that other domains 

such as the defence domain have more common standards allowing easier integration of new 

solutions. ENCIRCLE would like to provide advice to innovators on the types and standards 

they should consider in their development for their solutions to provide them better access 

to the market and solutions that will be more easily integrated into the civil protection market. 

As a first step an initial survey and workshop was been conducted with both the Practitioner 

Networks and the Technological community. The results of this first survey as well as a 

standards collection spreadsheet are available in then ENCIRCLE Catalogue Networks and 

Groups Forum (Discussions Group). The initial findings are as follows which we would like to 

review in the future with the wider community. 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 17 Market constrains and drivers 
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A survey was conducted with the practitioners to examine what should be implemented in 

the next few years for improved interoperability whether that be Technical or Operational. 

The response to the questionnaires has been limited and as such there is insufficient data for 

a hard conclusion or recommendation, but the results are summarised as follows. 

Figure 18 A partition between operational and technical 

 

 

The more technological survey explored what should be the communication methods, 

protocols and user interfaces and display developers should consider in their project 

development. This is especially important to allow better integration and to take advantage 

of digitisation and connectivity. 

 

For detector and sensor communication Lan/WAN for wired and WLAN IEEE802-11 for 

wireless were the preferred choices, with additional interfaces suggested such as Power over 

Ethernet. It was also almost unanimously agreed that these interfaces should be security 

protected, although no common universal method is apparent from the results. The exception 

to the interface protection was for open networks for the public to provide information. 
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Figure 19 Communication methods 

 

The results for whether there should be a specific CBRN protocols and format to provide CBRN 

real time information was less clear as the majority of the responders simply did not know so 

this will require more assessment although NATO standards were suggested and the Sensor 

Observation Service OGC standard as well as XML. 

 

 
 
Figure 20 CBRN Protocols 

 

Concerning the user interface and which data user interface types and display should be used 

for future applications. Web based user interfaces and graphical user interfaces were the 

primary data user types. Whilst the use of personal computers/laptops/tablets and mobile 

phones as the preferred display followed by the newer consumable technology smart watches 

and wearable displays using augmented reality. A key driver for all these user interface 

displays being they need to be mobile, rugged, useable with PPE and run on the lowest 

bandwidth reasonable possible 
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Figure 21 User Interfaces and Displays 

 

Finally a common question to both communities concerned whether there is a need for a 

common European Civil Protection symbology supported by commonly understood 

terminology to facilitate information exchange; promote common awareness of assets, 

hazards and vulnerabilities; support at-a-glance situational appreciation from map displays; 

and ultimately support collaborative and informed decision making. The overwhelming 

response from all responders to this question was yes providing they are clear and intuitive. 

It is considered that this is an important response that the standards organisation should take 

into account and there may be existing standards that can be drawn from such as NATO to 

save re-inventing the wheel 

 

 

 
 
Figure 22 Civil Protection Symbology 

 

ENCIRCLE will be examining these results more fully and would welcome contribution and 

collaboration to examine this area further so that better guidance can be made to developers 

to ensure better innovation uptake, interoperability and integration of new innovations. 

Contributions can be made directly on the forum or by contacting the consortium directly. 
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