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Executive Summary
The main goadf the ENCIRCLE Projetb strengthen the European industty help create the tools

and strategies needei consolidate th&eUCBRN communities suppliers and practitionelis order
to strengthen the fieldf CBRN safety, security and defeitéhe European Union.

The purposeof this Deliverabld4-4 isto summarise the discussida date on the ENCIRCLE Project
covering the period October 2018 September 2020 and presents the latest information concerning:

- Innovation Developments
X Status updatesn the projects TERRIFFEL}SENSE, COSMIC, SERSINEWHRADION
x Developmenton the ENCIRCLE Catalogue which now contains 277tools
x Developmenton the ENCIRCLE innovation watch @®&RNeeds and gaps

- Workshops and Events conducted ENCIRClikyear 4

- Market and Business support developments includgingipdated market analysis

- Integration and technical support concerning standards development and Heaors

The consortium welcomes views and inputs concerning all the sustatpalpilions discusseéh the
report including:
X Creationof the new management boar manage the ENCIRCLE catalogue after August
2021

X Transitionof the ENCIRCLE Cluster into a @BRNIhematic Working Grougr experts
group

x Transitionof ENCIRCLE resourt@s new repository

Please contact the ENCIRQdordinator and Technicalo-ordinators directly with your inputs
before the endof November 2020.
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1 Introduction

The main goadf the ENCIRCLE Projetb strengthen the European industty help create the tools
and strategies needei consolidate th&eUCBRN communities suppliers and practitionelis order
to strengthen the fieldf CBRN safety, security and defeitéhe European Union.

In order to achieve this goahn innovative approach baseoh five objectives aime@t prompting
innovation, business development and filling market gaghe Project timeframe was proposed. The
Project objectives include:

X Createan open and neutraE UCBRNluster,

X Provide a sustainable and flexible vision and roadmap for the developofiehe European
CBRNnarket and innovations,

X Provide integration with platforms (systems, tools, services, produbts)proposing
standardised interfaces and futur&U standardsto integrate CBRNtechnologies and
innovations developed from the Part b projects,

X SupportCBRMsafety, security and defence commercial and market services,
X Improve and facilitate Europed@BRNlissemination and exploitation.

The purposeof this documentis to summarise the discussioto date on the ENCIRCLE Project
covering the period October 201® September 2020
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2 ENCIRCLE Discussions

The ENCIRCLE Project has been running sincéOheMarch 2017 andhe following sections
summarise the discussions that have occurred between the period Octobert@@&ptember 2020.

2.1 INNOVATION PLAN AND DISSEMINATION

Partof the ENCIRCL® E } i olfjdetiveis to improveEUresilienceto CBRNhreats and attacksAs
such detailsof needs and gaps from previous CBRN related projects were gathered, assessed and
collatedto create a current viewf what the CBRNommunity requires from industyp progress and
improve responsén the CBRN sphere. Thirsturn will foster innovation and leatb the creationof
technologies thatare genuinely required, and with the hetlf ENCIRCLE, those innovations vl
successfully broughto market, creating a strongeEU presencein the CBRN marketplace. This
produces the overall resultf creating a focuen the areas which most need innovation and improving
dissemination in such a way thatit helps inform both the Commission and the
industrial/academia/practitioner community wheit comesto composing future Part b Calls and
building he Consortia necessaty address those Callsisthen incumbent upon ENCIRGh Ehentor,
liaise and reporon the resulting H202CBRNProjects which arise owaif the winning Part b Consortia.
Todate there have been three such Projects let (stemming from the 201 bRzatls) whiclare now
maturing into their second year, with most recently a further two Projedtsi$a resultof the 2019
Part b Call round:

2.1.1 Part B Project Update TERRIFFIC

Background

The first hoursof responseo a CBRNe incident, and especially a radiological eaemparticularly
critical to contain the most severe consequences, stop the ongoing criminal/terrorisathsave
victims, manage the crime scene and orgariseffective responséy all concerned stakeholders
firefighters, health responders, forensics, police, decontamination units. &lewlso the riskiest
moments for the first responderss the nature, extent and intensitpf the contaminationis still

unknown and other booby traps and contaminated objects maybsifiresent.

The solutions providedy the TERRIFFIC projaot tailoredto the needsof practitioners and will allow
for less human interventioin the operation,due to a higher numbeof automated processes and
improved and extended mobile detection capabiliieshe ZZJ$v [ X

Improved situational awareness and the delivefynear real-time data within the TERRIFFIC System
will resultin a better Common Operational Picture. This will enable the incident commandgin a
better comprehensiornf the natureof the threat andtherefore make better-informed decisions.

Project Objectives
There are fivikey objectivesof the TERRIFFIC project, which are:

Objective 1Deepen the shared understanding between practitioners and (technologiwallion
providers on the needs/requirements during the" (] &2}5u Eof _response and technological
possibilities and features matching them

Objective 2Create the open architectu the TERRIFFIC System, which promotes (future) integration
of (existing) solutions and develam innovative user interface enabling practitioneéoseasily deploy
the system during immediate response
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Objective 3Adapt promising existing solutions from previous research initiatis@syert them into
TERRIFFIC core components and integrate them into the TERRIFFIC System

Objective 4Develop novel solutionsn mobile sensing, measurement devices and dispersion models
and integrate themascore components into the TERRIFFIC System

Objective 5Successfully test the TERRIFFIC System and its core components under ragadndi
conditions and within field trial® demonstrate the reductioof response time withinthe* (] E}p E » _
of a RNe incident

TERRIFFIC: A step-chamyérst responder efficiency

The TERRIFFIC System consfsissetof complementary, interconnected and modular software and
hardware components, which represent both novel developmefitsnovative technologieaswell
asenhancements and optimisations existing solutions.

The TERRIFFIC System and its core components are highly mobilel éedablié to be deployed
quickly. The tactical incident management system instadiethe mobile van wilbe initiated whilst
en route. The van will alsbe equipped with easyto set up ground detectors for immediate
deploymenton-site, as well as havinghandheld detectors for use once the initial assessmaithe
risks has been completed.

Specialist UAVs, abiie fly in rain and gustof up to 90kph, with the A } E snjallest gamma cameras
and new sensors attached chr operational within minutes andill be usedto visualise and identify
the location, size and typef the source. They will alsbe able to spot potential victims and
communicate visual data about damage and people needing assistance.

UGVs with sensors and cameras barsentin to obtain further data from closeup. The data that
these sensors provide are ustmicreate a plume modelling forecast, which will give a more accurate
and dynamically updated determinatiaf the contaminated area and the control area. The plume
modelling algorithms have been specifically designed forirusemplicated urban environments and
take into account the wind, weather and surrounding buildings, whidheWiaffect the spreadf the
radiation.

All of these tools send information into the AugmentdRiality solution and into the incident
management software concurrently. This greater knowledge results reduced risk profile and a
higher levelf safety for first responders.

It has never before been possible for a CBRNe incident commémbderableto accesso much data
in near real-time. The TERRIFFIC System has the poterttale a significant and genuine impact
how an RNe incidenis managedby first responders ando save lives bottof practitioners and
membersof the public.

ProjectAchievementsto date
Bruhn NewTech
- Developmentof established incident management software that can accept and share data
from various external tools and solutions, including detectors, sensaseras, plume
modelling and mixed reality, providing improved situational awareriasa user-friendly
format
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Ecole Centralele Lyon
- Sensor that detects the location, type and sifea radiation source and plume modelling
software that predicts hovfar andin which direction the plume will disperée a complicated
urban environment
- Successfully testeoin the UGVfrom Nexter Robotics and UAV from AERACCESS

Luxembourg Instituteof Scienceand Technology
- Innovative, bespoke CBRNe mixed reality solution, allo@ihgisualisatiorof the incident;
data from the UAVr UGVmounted sensorare fed into the software, which can albe used
to drawon cordonsor other key information
- Integrated into BruhnE Ad Zreident management software solution aisidynamically
updated during the incident

The French Alternative Energiesid Atomic Energy Commission (CEA)
- Developmenbf the A} E esnjallest Nanopix Gamma camera that weighs just 268g, vigich
important soit canbe mounted onto UAVs and UGVs
- New hand-held Gamma detector that wile ableto detect Beta contaminatiomn a high
Gamma background

AERACCESS
- Adaptionof the Hawker Q800X, a ruggedised UAV, which can Righer winds (70kph with
gustsup to 90kph),rain and other weather conditionso take the Gamma camera and sensor
asadditional payloads and feed data back into the incident managemeigrsy successfully
usedin trials
- Smaller NanoHawk UAV flovimtests inside a building with a camera and located radiation
source; larger drone usdad relay commdo NanoHawk

Nexter Robotics
- Adaptionof the NervaxXXUGVto take the Gamma camera and Gamma detector, providing
more accurate datand imagery from inside the hot zone

ARKTIS Radiation Detectors
- Successful integratioof the TERRIFFIC System inside the MODES mobile detector van
- High sensitivity SIPR Gamma detector developed and testédAV andUGV

Exploitation Update
A first draftof the project deliverabl®7.4 Exploitation Strateggnd Business Plawas submitted and
approvedat the beginningf June; the final versioof the reportis duein October 2020 (M30).

A dedicated Exploitation working group has beenwuggtwhichis exploring the most appropriate and
most impactful wayso exploit the resultof the TERRIFFIC project. Identified possible routes include
being involvedn further research, providing inpuo policy makers and the partners working closely
togetherto add valudo their existing customerisy encouraging thento procure oneor moreof the
TERRIFFIC components alongside the solution they alreadyt @vaiso feasible that this route could
attract further external development funding due course.

An independent CBRNe market analysis has been commissionelERRIFFIC and ENCIRGLE
research the overall market and identify key trends and market opportunities. Two interim review
sessions have been held and the final report bélldeliveredon 215 September. This key piecé
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work will provide great assistande the working group and individual partners and enable thtem
focuson the sectors with the greatest potential for exploitation.

The project partnersre also workingn parallelon their own exploitation plans. A dedicated session
will be held during the General Assembly meetimR1% Septembeto discuss these, after which they
will be incorporated intoD7.4 Exploitation Strategy and Business Plan

CONTACT INFORMATION
If you would liketo know more about the TERRIFFIC project, please visit the project wabsite
www.terriffic.euor contactus by email:

Project Coordinatort Ulisse Gendotti, ARKTIS Radiation Detectors
coordination-terriffic@eurtd.eu

Project Communicatiormnd Media Contactt Rob Munro, ARTTIC
communication-terriffic@eurtd.eu

2.1.2 Part B Project UpdatEUSENSE

Chemical Agents have been usiedwarfare against military personnel for almasto centuries,
however, with increased terrorist activity recent decades, the scopédefence effort has broadened
to include the more significant threat posaalcivilians. Both military and civil defence require fast and
reliable methods for detecting agent levels that pose a health risk for accurate assessmént
severity and extenof hazard and efficient usef countermeasures. Civic defence resourdes,
addition, face the threaof industrial incidents resultinip dangerous contaminatioaf environment.

The consortium composing theUSENSE project toakn developing a novel networkf sensors
capableof detecting a large spectrunf chemical agents. The objectivelsthe projectare primarily:

- To contribute to better situational awareness of the CBRNe practitioners through the
development of a novel network of chemical sensors, which will provide a techocalogi
solution to relevant gaps presented in the ENCIRCLE catalogue of technologies.

- To improve the detection capabilities of the novel network of chemical senboough the
use of machine learning algorithms to reduce the impact of environmentislenand the
application of contaminant dispersion models.

- Toshowcase the usabiligf the EUSENSE netwotk CBRNe practitioneis orderto validate
the system andto maximize its exploitation potential. The objective also entails the
preparationof training sessions with CBRNe practitionarszlevant conditions.

The main concepof the projectis basedon three layers. The first - the network layer - considts
heterogeneous sensor nodes that combine detecting capabiltifeour different technologies:
Proengin AP4C Flame Photometric Detector, AseéhlS detector with integrated Electrochemical
Cell, Airsense IMS Photon lonisation Detector, and TNO SRD MetalOxide dd@tecser sensors are
integrated through the Networkf Sensors Controller.
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The computational layds constructedn compliance with the systemf-system approach though the
useof independent tools:

- Source Location Estimation Tobtuns a dispersion engirte assess location and strength
the Z 1 Esdurce.

- Hazard Prediction Toot performs dispersion calculatioto predict the behaviouof the
incident.

- Environmental Noise Learning Tdaltilizes machine learnirtg minimize the false alarm rate.

The final layetis the situational awareness layer consistioigthe main access poirib the system
through the pe @pgrspective - the Situational Awareness Tool, with the graphical interface that
renders visualisation and control functionaliti¢#aswell asintegrated training module.

Figure 1 The four sensors of the U-SENSE sensor node. Source: EU-SENSE

The projecis currentlyin advanced stagef development. The recent months concluded workthe
second iteratiorof the sensor node. Finished hardware was also testexh integration session with
the sensors. The design and developmarg progressing for the Hazard Prediction Tool and the
Source Location Estimation Toaswell as Situational Awareness Tool. The consortium partners are
currently workingon improving the computational tools and integrating them with thevele®ping
Graphical User Interface.

Despite the immediate impadf the pandemic outbreakn the project, there wasa significant impact

on progresson the dissemination efforts within the project. The main affected area was the field
measurements necessary for the machine learning progretsee Environmental Noise Learning Tool.
The planned conferences and publications, however, were made possiblggththe effortof their
respective organisations, like the International Society for Optics and Photonizs)isersof SPIE
Defence + Commercial Sensing, where ITTI presented the piegeat])laspublished extensive paper
on the systems architecture and ambition.

If you would liketo know more about theEUSENSE project, please visit the project webaite
https://eu-sense.eu/
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2.1.3 Part B Project Update COSMIC

2.1.3.1 Objectivesand concept of the project COSMIC

Modern customs deal daily with tenthsf thousandsof containers, potentially containing CBRN
threats. They currently open some containers for inspecting them, sometimasgtmasthe manifest
of the cargo and some additional knowledge from the custom administratiorG2@Rrofile project
(https://www.profile-project.eu/)is currently workingon the automatic analysis and incorporatioh
data from different sources, resulting an improved selectiomf the containerdo inspect.
But even with this automatic profilingf the cargos there are still several challenge$ace:

X Manual inspectionof the containers remains very expensiveterms of both of devoted

resources and consumed time
X Smugglers and terrorist may still succaedhiding their threating contenin the cargo

Hence,it is necessaryto equip the custom offices with technologiés detect the threats more
effectively andan inspection mechanism thas much more cost effective than the current one.
Accordingly, COSMIC consortium has rethought from scratch the whole opematmrstoms and
proposes the following procesd containersin the customsasa three phases procedure:

X At any time, the custom operator may ddeito take any container directly for manual

inspection;

X In a first phase, custom operators will run a first screerohg@ach container with low-cost
sensors with average precision and fast response timegtectif thereis any potential threat
of the main types (explosive, chemical and radiological). From this, the owatginers that
do not trigger any alarm are released with very little cost;

X Inasecond phase, containers that triggesgthlarm proceedo a second row (letting the rest
of containersto continue its process) anare screened with more accurate sensoas,the
costof being more expensive and taking more titneperform their calculushut astheyare
applied onlyto the second row, they will not cause any significant dalahe processingof
the whole processing chaili.the sensorsf the second phase detect any threat, the container
proceeddo the third phase for manual inspection; and

X In a manual inspection phase, the containers dllopenedto physically locate and isolate
the threat, andto further clarify the naturef the threatin the caseof biological threats.

However, detecting threats from sensors still have the following challenges:
X X+ayislimitedin its capabilities
X Radiation detection resultsf RNthreat materialis matrix dependent
x Shielding / maskinig seen across the organic-inorganic-metal material spectrum

Additionally, thereis no 100% accurate sensor, especially because the attackerdoviikeir bestto
hide the threatening materials from them. Thus, sensors normally producectien probabilities,
using probability thresholds for triggering the alarms. Besides collectinméasures taken from the
sensorsn each phase, COSMIC combines those measures with the matofestscute automatically
the profiling that was performed manuallgy the customs authorities, refining the probability
obtained from sensors while still using the knowleddgé¢he customs authorities.

This optimized process requires a graphical todét customs operators fallv the whole process and
assess the risk for each container. COSMIC has deveogetvanced and user-friendly graphical tool

D4-4 ENCIRCLE Cluster Discussions 11

This documenis produced under thECGrant Agreemeniio 74045Q It is the propertyof the ENCIRCLE consortianal
shall notbe modifiedor used without the formal approvaf the ENCIRCLE Project Coordinator.
Unrestricted PUBLIC AccesEUproject


https://www.profile-project.eu/

Horizon 2020 SE@5-DRS-2016 ENCIRCLE
ENCIRCLE-WP4-BAES: V1-0

that allows customs operator® easily follow the progressf each container, its measurements,
possible threats detected arelolution through the process.

2.1.3.2 Progressipto date

2.1.3.2.1 Data sensing capabilities

Explosives detection

An explosive detector from SEADM, which has included the followiggades:
X High Voltage System Redesign

x Cold Trap Redesign: New cold trap materials and new cold trap heating system.
X Additional improvementén flow control and measurement added.
x Additional functionalityin monitoring and contro6Whas been developed.

Nuclear and Radiological (NR) detection

For the primary phasd\Rdetection relieson an already existing device, the RPM (Radiation Portal
Monitor) and High Energy X-Ray.

For the secondary phase, the X-Ray imagebeithnalyzed for High Z objeats High density alarm,
producing alarms inspectedy the muon scanner, generating3m matrix of the sensed densities,
which willbe displayed latem the graphical tool for the users.

Muon Alarm
(High Z) Muon Scanner Position the alarm
atthe center
vt st of the muon detectors

| X-Ray Imaging

ﬁ, ! =l X-Ray
Muon E £

Muon - X-Ray

. { X- Ray Alarm a
imaging Fusion \ “
‘ X Ray Alarm ﬂ

(HighC

Position the alarm
atthe center

Muon Alarm of the muon detectors

{(High Z)

Figure 2: RN Detection using muon scanned. SOURCE COSMIC

Biological detection

COSMIC projectn collaboration with Yale University, has providad improved DMA labelled
provisionallyas *W @ | DrheXroject has addressed some issues from previous versions and
implemented solutions, improving the resolutiaf the instrument achieving a resolutiaf 4,37%
(22,9) using the Israeli Acute Paralysis Virus (25agithe following figure represents. This improved
resolution comparedto typical instrumentation (GEMMA) also allowed the stualy different
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techniquesof sample preparatiorAniteration proces®f 3 stepsf dialization provided the maximum
reductionof background signal.

000 16t ope)
Acute israeli paralyisis virus
2500 20 signal (cps) i |
{25 nm)
200 e
2000 150
100
1500
50
Voltage (V)
1000 b
500 450 400 350 300 250 200 150 100 S0 0
300
g "
__,.—f‘m"\-l\._ S ——_ * Voltage
Q $ d
=500 450 -400 -350 -300 250 -200 -150 -100 50 0

Figure 3 - Detection of the Acute Israeli paralysis virus with the increased remolwnd 3 step iteration of
dialysis. SOURCE COSMIC
The consortium has developed a new versibthe instrument with improved resolution (~50, which
improves the abilityof the instrumentto discern a virus from anothexf similar size) and size range
increasedupto 120 nm.t is capableto analyze thesARSCoV-2 (100nm), allowirtg further improve
the current sample preparation techniquesie to its unparalleled resolution and also can asta
standalone detector capablef precisely discerning the presenckthe virus particles.

2.1.3.2.2 Graphical tool for the users

COSMIC provides a graphical tool that alltavsasily perform the following operations:
X Access the summapf the manifestof each cargo for evaluating the rigkeach container
x Graphically access the progredsach containem the system ad the alarms produceah
them including:
o Current stage that the contaém is passing through
0 Icons that graphically depict the status for each kifthreat
o Detailof all measurements taken for each container
X Manually inputin the system the data for thg® sensors thatlueto their low-cost
conception are not meartb send their data electronicallp the system
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Figure 4: Screenshots of the COSMIC graphical tool (SOURCE COSMIC)

2.1.3.3 Benefits for the practitioners

Now practitioners can open those containers that triggaralarm from the sensors jointly with their
profile and devote their scarce resourdesinspect only the most dangerous containers, resulimg
an improvementin the smooth continuityof the releaseof containers from the custom#s suspect
containers past different phases, letting the custon@ continue the processingf the vast majority
of containers, the new procedure should significantly contribtgeavoid the congestiorof the
customs operation resulting from opening many suspicious containers.

2.1.3.4 Exploitation

Exploitation plans from the project and especially from the partners are m@net and for that
reason cannobe published. However, some things damrevealed because theyre public, such as:

X Industry partners have already contacted specific custom businesgdisést marketing and
promotion activities, resultingn contacts with several customs administratioims the
European Union

X Active attendancdo networking events, sucas SRE-event 2019 (https://www.sre2019.eu/)
or info-daysto prospect potential stakeholders

x Active collaboration with the ENCIRCLE profecgain visibility both among the research
community and the potential customers.

X Inclusionin several solution databases related with CBRN deteatiaustoms, including:

o ENCIRCLE Catalegpf CBRNE solutions (http://encircle-cbrn.eu/catalogue/)
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0 PENEPcatalogie of customs solutions (https://www.pen-cp.net/)

If you would liketo know more about the COSMIC project, please visit the project wehsite
https://www.cosmic-cbrne.eu/

2.1.4 2019 Part B Call Projects

2.1.41 SERSING

Despite sustained efforts over the past decamtemore, there has yeto be developed effective
instrumentation for detecting and guiding respongesCBRN threat® public spaces. The SERSING
(Exploiting Surface Enhanced Raman Spectroscopy (SERS) and Advanced Algori@undinfpr
Responseto Potential Chemical Threats) project entails the developnoénbvel handheler robot-
mounted instrumentation for near-real-tim@r on-demand detection/identificationof chemical
threats coupled with advanced algorithnis aid responders and incident commandénshazard
assessment and decision-making. The SERSing cosdéipstrated below. The handheld Raman
spectrometeris equipped with surface enhanced Raman spectroscopy (SERS) add-ons that enable
detectionof chemical threatsn gas and/or liquid phase. A more complex sample pre-treatment and
identificationof hazardous substances can atsoperformedon-site using e.g. disposable centrifugal
microfluidic disc add-ons. The Raman-SigeBes can potentiallipe mountedon a robot for remote
sampling and detection. The measurement results are then repddexh incident commander and
displayedon a threat map
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Figure 5 SERSING Concept: SOURCE SERSING

The SERSing project involves a teafrfour leading European academic groupsp high-tech
companies (SME) with demonstrated expertig®@ advanced sensing and lao-chip (LoC)
technologiesaswellastwo stakeholders (end users) responsible@B@RNand civl protection.

The vision and the overall goaf the project encompass a novel clask robust, lightweight,
miniaturized, simplgo use and cost-effectiveé* %. apdP%. o ndicrofluidic surface enhanced Raman
spectroscopy (SERS) platforms, which upon interrogatignan adapted handheld Raman
spectrometerare ableto provide a timely comprehensive pictuoé chemical hazardat the incident
scengo improve real time situation awareness and decision-making (Figufgak)and liquid samples
are collected and deliveretb the microfluidic platformsn demandor by a triggering signal; SERS
analysiss performed and chemicals identified rapidly; and results are fed intaveote monitoring
station equipped with fusion algorithms that provides options for resmdaction,if necessaryWe
have coined the term™” Z "] wPrepresent this new SERS based appro&hsging,Evaluating,
RespondingSecuiing).

The main objectivef the SERSIing projeistto develop and validate* } v(] ofor relevant chemical

threats, i.e. chemical warfare agents (CWAs) and toxic industrial chemicals (TICs). The Raman-SERS Ki
will be comprisedof ultrasensitive SERS LoCs configasetadyto use * -} v e for gas and liquid
sampling and detection and a customized Raman instrument equipped witHogatien and
communication technologies for the rapid screenimigthe incident scene. The Raman-SERsskit
conceivedto overcome the common operational limitatiorss first responders, compatible with
Personnel Protective Equipment PPE and respirators, easise and maintain with low cosif
consumables. Thus, SERSIng gives resgorsemeof the existing capability gaps and specific needs
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already identifiedoy ENCIRCLEEuropearCBRNnnovation for the Market Cluster projectp-funded
by the Europeanh v ] } vHlerizon 2020 work program under grant agreemblot 740450, topic SEC-
05-2016-CBRN cluster: Pa#) and IFAFRI (International Forumto Advance First Responder
Innovation)in the domainof chemical threats.

The 201 EUCBRM\ction Planso enhance preparedness agail@BRNsecurity risks (COM(2017) 610)
and support the protectiorof public spaces (COM(2017) 612) emphasizes the teetirengthen
Chemical Security with a focos preparing for, and responding chemical incidents and terrorism
attacks. The tactical importance arises from shorter response times, slwHsite assessment times,
and faster recovery and restoration times. Research and innovaiessentiatto keepingup with
evolving security needs.

Accordingo the International Forunto Advance First Responder Innovation (IFAFRI), first responders
need technologically advanced tools and equipment taeg affordable and innovativéo rapidly
identify, detect and analyse threats and hazards. These solutions mayinalsde subsequent
software or devices enabletb display data and analysis an intuitive user interface.In orderto
improve responder safety, efficiency and effectiveness, responders need the abilifyrapidly
identify hazardous agents andontaminants; ii) understand pertinent information regarding
protective actionsor treatments for these threatdo improve response situational awarenesas
incident scenes and decision-making.

The commonly used cumbersome chemical detectors are mostly basetbn mobility/mass
spectrometry techniques and their acquisition prices start from 30.000$ exdutdta libraries. More
specific detection basedn immunoassay techniques does not cover the full speofr&volving
chemical threats. Miniaturized sensoare gaining of importance but efforts on multisensor
integration and analyses are still requiredprovide with reliable measurements.

The successful project yields a rugged, dasyse, handheld Raman-SERS kit thatteanoperatedby
first responders wearing personal protective equipment, mourtedh robot/drone,or emplacedat

a networkof fixed locations. The instrument(s) can provide fast, trace-level detectionmmeguivocal
identification of a wide rangeof chemical threatsn air or liquid media encounteredn real-world
environments. The geo-located data are transmittedh smarton-line platform for rapid processing,
and the information derived from the dates immediately accessibl® authorized personnel for
decision-making and response actions/alerts. The pre-operational validafidhe prototypesby
meanson field exercisess also addressetb provide input for the iterative and continuous upgrading
of the SERSing technologies. Commercializasidacilitated by involvementof SMEs and end-users
throughout the development, implementation and outreach phasgéthe project.

The projectis coordinatedby Dr. Tomas RindzeviciagSilmecoApS,in collaboration with 8 partners
across Spain, The Netherlands, Denmark, Sweden, and tbh Republic. Partners include:

Technical Universitgf Denmark, Universitgf Zaragoza, Universitf Vigo, Universitpf Twente,

Serstech AB, Swedish Defence Research Agency (FOI), The National Institute for Nuclear, Chemical
and Biological Protection (SUJCHBO).

2.1.4.2 EURADION

1 ENCIRCLE project (¢qrv C 3Z WE}% v hv]poworkigi®gigm rnder grant agreement No. 74046pic £G05-2016-
CBRN cluster: Part.&ccessed on June”19: https://www.encircle.eu/

2dz /vs Ev 5]}v o &}Epu 5} A vviA]@EIsxX *% IVOIEQV %o i~ % JAX_" %06 Que . LB0EBEHo *
on June”19: https://www.dhs.gov/publication/dtg-international-forum-capability-gap-3-deep-dive-analysis-synopsis.
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TheEURADION projeds a joint operationof 8 European institutions with varied field$ operation
ranging from research facilities, through academic entitieggovernmental bodies. The membeark

the consortiumare focusedon developing a novel system for CBRN threat detection and elimination
thatis set outto significantly improve the capabilities and safetyhe first responders and emergency
response teams.

The development process reaps the beneditsiot only a wideange of experience and knowledgs

the consortium membershut also from a close cooperation with potential end-users voicing their
needs and suggestions during multiple workshops and consultation sefisionghout the duration

of the projectto ensurean impactful finished product with a real application.

The projectis focusedon designing and developing a fully operational system for detectiah an
identification of RNmaterials with the added valuef improved situational awareness and safety
the on-site personnel and dispatch team&t the conceptual stage, the membeds the project
consortium have established the following High-Level Objectivegsrveasa reference point for the
work carried out under the project:

High-level objective 1 To cower selected capability gapsf European first responders and CBRNe
practitioners indicatedin ENCIRCLE catalogue and IFAFRI diydgevelopment of relevant
technologies,

High-level objective 2 To enhance situational awareness first responders/CBRNe practitioners
during preparedness and response missions,

High-level objective 3 Toboost European CBRNe market innovativeness and support its
competitiveness,

High-level objective 4 Toshowcase the operation&®lURADION solutioto first responders,
CBRNEe practitioners and European stakeholderslevant conditions.

In orderto achieve that, th&2URADION consortiuima focusing its effort®n providing both hardware
and software solutions tailoretb preparedness and response actioofs practitionersin the RN
domain.

The main componentsf the systenin termsof hardware areasfollows:

a) Sensor Integration Unit(SIU) t A modular device supporting wireless connection and
comprising 3 sensors (Geiger counter, Cadmium Zinc Telluride (CZTpdeagast sensor)
allowing theSIUto identify the agent and the radiation dose rate. Each isadaptedto both
stationary and mobile (person-womr mountedon unmanned ground vehicles called UGVs)
operation, which allowsto create a tight-knit network abléo monitor any given area
thoroughly and reliablyAsa resultof a consultation with the potential-end users, each unit
will be poweredby a non-proprietary, easily replaceable power source, whichbeaeplaced
with off-the-shelf batteries.

b) UGV Swarmt Anovel solutionin termsof situational awareness a formof three unmanned
ground vehicleof which 1is controlled remotelyby a qualified operator and are moving
autonomouslyin relation to the remotely controlled one and constantly adjusting their
movementin orderto scan a larger area a much shorter time. EadhGVwill be equipped
with anSlUand a navigation unit with a positioning module, which walldw for unmanned
probing of the environment, whichis especially useful when thers a suspiciorof high
radiation dose ratef the areaof interest (AOI)/ incident zone.

c) Navigation Unitt A tracking module thas basedon both inertial and GNSS sensors developed
to allow for determining precise location and navigatiminthe on-site personnel ad EU
RADION assets. A tool that will significantly increase the real capabilitiespatch teams and
operators directly translatingp improved efficiency and safebf the operation.
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In termsof software, the main components are:

a) Unified Data Model t Developedon the solutions from theEUSENSE projeat order to
provide interoperability and scalabilibf the network system. The proposed standatlased
on XML files allowing for network configuration flexibility dadecessary for the initial setup
of the entire network.

b) Tactical Commandool (TCT} The highest layeof the system servingsan intuitive user
interface and integrating data from measurement and computational componédntsill
display a map displagf the areaof interest with georeferenced informatioaf the system
components, estimated hazard and source areas, offer medsemmandingf the system
elements along with a displayf their technical status.

c) DispersionModelling t A novel technological solution alite handle complex geometry along
with particle-inherent properties (density, spatial dimensions, static foreesprder to
perform deposition simulations beyond standard modelling totilsvill allow for improved
source estimationby application of adjoint dispersin models and the methodof
regularisation, with adaptatioof parameter selection methods not yet usidthese typeof
applications, e.g. Unbiased Predictive Risk Estimation, Generalised Cross-Vialaatio
Discrepancy Principle.

The successful developmeat the abovementioned solutions will directly translate a significant
improvementin terms of not only effective and time-efficient operatioof dispatch teams and
emergency management bodidst more importantly,it will resultin providing much safer working
conditions for the first responders aruh-site personnel.

Implementationof the EU Z /K Eresults will allow for a more thorough monitorimg the areaof
interest. The processf detection and identificatiorof dangerousCBRNmaterials vill be performed
with the useof the following sensors:

Standalone
Sensor
Nodes

Dispersion
Modelling

Person—worn
Sensors

Swarm
of UGV
units

Figure 6 Detection and ldentification - SOURCE EU-RADION

a) Stationary.
- Cadmium Zinc Telluride and gas sensors suppdoyedGeiger counter
- Implemented positioning module
- Non-proprietary batteryor ACpower supply (dependingn available infrastructure)
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Wireless communication (processed data displayedn the TCT)

Person-worn

Cadmium Zinc Telluride and gas sensors suppdiyed Geiger counter
Implemented positioning module

Non-proprietary battery

Dedicated User Interface and display

Wireless communication (processed data displayedn the TCT)
Generates alerts when close detected hazards (baseaxh threat mapin TCT)
Mobile collectionof data

UGV-mounted

Cadmium Zinc Telluride and gas sensors suppdiyed Geiger counter
Implemented positioning module

Non-proprietary battery

Wireless communication (processed dara displayedn the TCT)
Mobile collectionof data

Using a combinationf the abovementioned sensors will allder paint a full pictureof the areaof
interest and, with the usef the Dispersion Modelling software developiedthe project, determine
the exact areaf the threataswellasits source and type. Moreover, this three-way approach provides
more safetyto the on-site personnel eitheby alarming them directlpf the proximityof the threat
(alertson the person-worn sensorgy by keeping them away from the thredty sending theUGV
swarmto monitor the area instead.

With a unique combinationf multiple detection technologies, various sensor applications, avein
software, theEURADION systelis boundto revolutionise the CBRN threat detection market and
significantly improve the safety and efficiermfythe emergency operators.

2.1.5 2020 Part B Call Topics

This listof requirements was presented and agreed with the European Commission for publication
under the Part B 2020 call topicss referredto in the SE@5DRS-2019-2020: Chemical, biological,
radiological and nuclear cluster topic description. This provided the Baspreparing the research
and innovation actions (RIA) aimetl research and developmemf novel CBRN technologies and
innovation, leadingo solutions for the gaps identifidd the ENCIRCLE dynamic catalogue.

2.1.6 ENCIRCLE Project Site

The ENCIRCLE website has been developed as a place for sharing information regarding the results o
ENCIRCLE project, the activities of the ENCIRCLE consortium as well as supporting CBRIX cluster P
B projects. The ENCIRCLE website serves also as one of the measures to communicate with the CBRN

community by posting there links to ENCIRCLE surveys and questionnaires.

On the ENCIRCLE website one can find also publicly available information getfaediBRNe field,
such as information about calls, events, projects, companies, related institutions, and scedific
professional knowledge as well as EU regulations in this field.

On the ENCIRCLE website we promote also the Part b CBRN projects, which have dedicated pages

with more detailed information and a list of over 300 EU funded CBRNe projects.

The ENCIRCLE project site has been continued to be updated and can be found here: http://encircle-
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Figure 7 ENCIRCLE Project Site
2.1.7 Dynamic Catalage

Operational sincdune2017, the ENCIRCLE catalogue has publ@hétbols and has identified 302
gaps and 347 needssof August 2020.
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Figure 8 ENCIRCLE Dynamic Catalogue Status

The ENCIRCLE Network and Groups forum activities statistics are summarized belo

Figure 9 ENCIRCLE Networks and Groups Statistics
In the Network and Groups functiasf the Catalogue, a negection category® E /Z 2 e} uE -
was createdo house the ENCIRCLE project resources whichenieful for the communities.
Currently, the uploaded resources include repansFirst Market Analysis, Human factors analysis,
Business Maturity Modelnd Best Practices.

In 2019 November, the Market Plaisdaunchedon the ENCIRCLE Dynamic Catalogue. Thefdhe
marketplaceis to facilitate the direct interaction between the practitioner and tool provider
communities, allowing thento obtain relevant information basedn their search requests.For
example, the user can search for tools relatecany keyword where the search rewugive the lists

of tools and projects relatetb the search keyworih its description and titleAndtogether with these
listsof tools and projects, a listf contacts thais associated with the tools and projeétsthe search
resultsis alsobe displayed. For the practitioners, these results provide them theofistvailable
services and solutions theye looking for and their respective poiaf contacts. For the tool providers,
these results will give thermn overall outlookon the available tools and services for specific domains,
where it will be helpful for the planningf their research development direction. For the research
community, they wilbe ableto gainan insightof the available projecten specific domains and their
respective pointof contact information. Also, they wille ableto getin contact with the tools and
services providers thatre relevant for their calls for future projects.

Belowis a screenshotf the Market Place interfacim the ENCIRCLE Dynamic Catalogue.

& Market Place

Tewals List
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Figurel0 ENCIRCLE Market Place
The queried resultare displayedn 3 separate tables: Tools List, Projects List and Contacts List.

In the Market Place, the user can search for tools relatedny keyword. The search results will give
the list of tools which contains the search keywardits description and title. And together with the
list of tools, the Market Place will also display the diEprojects which contains the search keywand
its title and description, and a lisf contacts thais associated with the tools and projedtsthe search
results. In addition, the user can refine the search resblyggemoving any linesf the results through
the clickingof the blue button locatedt the rightof each result item.

To save the search, the user can generate tharRDF formatsy clickingon the red button located
at the top right (above theZ d } 4 * afid bottom right (below theZ } v § > §« STheXresultant PDFs
of the search resultare shown below.
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Figurell ENCIRCLE Market Place Outputs
Another function that was launchdd 2019 was the Innovation Watclin the Innovation Watch, the
catalogue users can obtain relevant repoois CBRN thaare collected, vetted and postelly the
ENCIRCLE consortium.June2020, 2 widgets, developday EUVRI, was addetb the Innovation
Watch sectiorof the catalogue:

x ~/vv}A &]¥vZwidget, which presents potential interesting novel innovations,
x "Z  @dget that provides a pre-analysion-goingsin the fieldof CBRN.

Tools

Compew Setpecn

Figurel2 ENCIRCLE Innovation Radar

In these widgets, the user can obtain the web littck¢he relevant articles and reports (include twitter
tweets, journal reports and news articles). The users are can also accesscalldlted articlesn the
form of a network map, which groups thaticles into categories that includes Detector, Equipment,
Repair, Training, Tool, Vehicle and WeBhis willbe further elaboratedn the following section.

2.1.8 Innovation Watch

The Innovation watch tool has continugad be evolved and improved during the project. The tool
comprises a CBRN Innovation Watch and the CBRN InnovationWRddsmantics analysis tool. Both
tools are basedn the same 3-step approach:

x Step 1: Identify and monitor novel online content for a certain ¢opi
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0 Specify the search query that defines the topidnterest which carbe narrowedor
broadened using Boolean combinations

o Every month, the tools retrieve and store relevant contents basethe users query

X Step 2: Identify potential high impact

o Evaluating the retrieved online contettt identify those texts and documents that
have the highest potential for impact with usiag unsupervised quantitative big
data analysis

X Step 3: Visualise recommendations

o Provides recommendations for new innovatidonsbe includedin the ENCIRCLE
catalogueby identifying those topics within the high-impact documents that have
the highest novelty value

An exampleof an outputis shown below

AT dpk New tracked from

P

.CBRN tnnovation Watc ™

Figure1l3 ENCIRCLE Innovation Watch Output

2.1.9 Needs and Gaps

The listof 9 topics for the lasEBRNCluster calin the H2020 Framework programm®{JDRS04-2020
CBRNCluster was finaliseith February 2020At the beginningof March 2020, this list was under the
final reviewby the European Commission. Final list was publistrearch 12, 2020 together with

the call opening.

We continueto update listof CBRN projects carried out within various European programmes (EC,
EDA, ESA etc.) and other programmes (NATO, national), athicl momentis over 300. The titles

and some additional information about all identified projects have blietiedon ENCIRCLE website.
This listof the project and information about them witle usedin the final reviewof the needs and
gaps and preparatioof the ENCIRCLE innovation roadmap.
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The workon analysisof all needs and gaps that were gatheretd EDEN and other projects has
continued. This has involved checking, comparing and refining thmtietion the clusters knowledge
experience and directly involving practitioners, and analysommercially available products.
Further review and analys@f the existing CBRNE products the market, which fill the gapsn the
ENCIRCLE list will continue together with the vaorgenerationof the ENCIRCLE innovation roadmap

2.2 ENCIRCLE WORKSHOPS AND EMEMERR 4

The following events and workshops have been suppooteairangedoy ENCIRCLE over the last
year include

2.2.1 Conferences and events

The following conferences and events were supported over the last year

X Networksof Practitioners Meeting September 2019

X IFAFRI workshop October 2019

X 21st International CBRN Symposiurid4 November 2019 (CBRN UK, BAES, FALCON)
X COU workshopt SRE2019t Helsinki, November 2019

x ENCIRCLE Workshaip21st International CBRN Symposiuri4 November 2019 (CBRN UK,
BAES, FALCON)

x NOFEAR-Stair4Security Workshop, November 2019, RqUESC, |Al, BAES)

X INCLUDING®1Workshopon the Radiological and Nuclear Traininghe EU, January 2020,
Romet (IAl, Miksei)

X DRIVER conferendeParticipatedn Conferencen Feb 2020, and DRIVE®Iloitation follow
up

x RESIST Validation Worksh@BRNraining and equipment needs assessment, February 2020,
Romet (IAl, UCSC)

x DRIVER+. Attended enflproject market related workshop/conferencekine2020
X IFAFRI workshojune2020

x FIRBNJune2020 virtual

x ENCIRCLE Catalogue Webinar, July 202CL, BAES, UNS, EU-VRI)

x ENCIRCLE/SERSing Meetings August 2020
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x SERsing Kick-Off Meeting, September 2020CL)

X Stairdsecurity, NOFEAR virtual meetings January, February, March, Mapg July,
September 2020

x DGECHO Standards discussidr&eptember 2020

2.2.2 Standards Initiatives

ENCIRCLE has contintediaise and work with the Stairdsecurity project over the last period, which
includes the agreemern principalof ENCIRCLE Dynamic catalogue information being inciadeel
Stair4Security platform.

2.2.3 Other dissemination activities

In November 2019 ENCIRLE issued thedtionof the ENCIRCLE magazine, detailing updatésis
project, the Part b projects COSMEL}Sense and TERRIFRKIyellasthe eNOTICE Project.

In February 2020 ENCIRCLE also issued‘tieifion of the electronic newsletter, this again detailed
ENCIRCLE project updasssvell as containing a success story from omiethe consortium members
PIAP, and informatioan various practitioner le@Cprojects.

T~
_—

EuropeaN Cbrn Innovation
for the maRket CLustEr

Consortium member Falcon Communications also contribwedarticle to the DG Home CBRN
Newsletter lookingt the workthe EGs doingto deliver a holistic structurt shelter European citizens
and responders, and how ENCRICLIEnftts that vision.
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- DO MIORATION AND HOME
At ’ ATFAIRT (DG HOME)
CERN NEWSLETTER SRET 0.3 COUMTER STAROREIN

ENCIRCLE conducted a webinaluly 202@o practitioners and membersf the commissiotio give a
presentation and demonstrationf the ENCIRCLE dynamic catalogue and the ENCIRCLE innovation
watch and preliminary market analysis results.

2.3 MARKET AND BUSINESS SUPPORT

2.3.1 Market analysis

Building upon the 2018 Market Analysis Report, a nunolbeolls have been conducted primarily using
the SLIDO platform. These polls were availaline English, French, Italian and German languages
and were targetedht the industrial and practitioner and technological communities.

Aswas the case with the polling conducted for the 2018,dbe numberof responses garnered for
these latest polls were natswidespreadaswould have been ideal and the abilitybe ableto get a
large response clearly remaias issue going forward. The reasons for the difficitypeing ableo
achieve a large uptake can ortg speculatedat but undoubtedly the scarcitgf first responder
practitioner timeto participatein such exercises especially against the COVIDbackgroundt must
be a key and relatively constant factdrshouldbe noted that there was a conscious decistorkeep
a coreof the most recent polling questions substantially either the samnelosely relatedo the
guestions usedh the 2018 polin orderto try and better identify any linear trends.

The resultof this latest pollingare being made available separatétyan updated ENCIRCLE market
analysis report which wille accessible via the ENCIRCLE Networks & Groups Forum, under Resources.
A high-level summargf someof the findingsare asfollows:

- Manyof the attitudes toward the market identifieth the 2018 Market Analysis Report remain
valid, including, for example, the slightly anachronistic attitude tow&stsndards where
similar number®f respondents identified that they believetiandardsto be helpfulin terms
of encouraging innovation and new market entraist these wereZ o v-}( (Be the
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number of respondents who thought that the Standards applicaibl€€BRNwvere outdated

and of little use. A similarly consistent theme emerged with respictthe perceived
importance giverto the need for PPE (and improvements thereto) and the need for better
CBRNnformation Management/Situational Awareness systems {dr, EV&WE %} E®]VP _
NATO military language), particularly for systems that ctaldised for civilian response,
which in turn both creates and sharpens the implications around the need for better
interoperability, both between military and civilian response anaagst the different civilian
response organisations; thisf course then raises further implicationis such areasas
Standardisation, Communication Protocols/Interfaces and terminology. ThetBssection,
Identification & Monitoring (DIM) was also a consistent area where technological
improvementsare perceivedo be needed;

- It was not entirely cleaat what point per respondent the effectsf the COVIO9 situation
manifested themselves artd what degreeof depth (the 2020 Poll closed 31.7.20B0t many
of the responses were received well priorthis dak), sufficeto say that a clear consequence
was that biologically based threats had significantly mawedrom the 2018 survey rankings
and were now seen, along with th2 v Adtegoryof ~ Z C hteats introduced for the first
timein the 2020 poll, as the major threat souroghe coming 5t 10 year periodin the coming
12 -24 monthsit will be interestingto see what the longer term consequenagsCOVIDE9
will be:it maybe that the financial consequences the widespread lockdowr® individual
national economies wibbe boundto resultin less funding being available than might normally
have been expected, and/ogs happened with Ebolan 2014,it may that there has been a
Z ]+ }vvin thke mindsof people within governmentsf a pandemiavith CBRN (wherin
fact, manyof the containment and response lessons were already well knaw@BRN
professionalaspartof Z v} E GBRMisciplines). Suffide say thain a post COVIL9world
manyof the survey responses and views which ENCIRBHBthers) have garnered over the
last two years might webe changed with consequent impaats the market and technology
supply base which mighue difficult or impossibleto predict currently.

2.3.2 Business Models and Plans

The business plan maturity model whiishbeing usedo monitor TERRIFFIELJSENSE and COSMIC
has been reviewed and updated during the last period. ENCIRCLE and TER&tBF&Boratingon
a market analysis study.

2.4 INTEGRATION AND TECHNICAL SUPPORT

2.4.1 Standards and Interfaces

The work to update the lisif CBRN standardsstill in progress ands aboutto end.
We received several lotsf feedback from the Encircle forum, and through specific contatthe
CBRNMNhetwork, about existing standards and potentially useful standards.
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Starting from these inputs, Tecnoalimerare currently workingto integrate the seven listef
standards dividedby category: (1) Search and detection identification and monitoring, r(g&tion,
(3) Information management, (4) Hazard source neutralizasioreduction, (5) Decontamination and
depollution, (6) Medical countermeasures, (7) Communication.

In this step, particular attentiofis paidto the standards not yet officiddut in processof publication
and to the gaps, thatis the standards considered potentially usefult not yet existing (for this
purpose, a specification has been addedhe cataloguing matrito indicate the esired status)
Moreover, comparedo the previous versionf the listof standards, the standardso longeradive

have been removed

Standards Organisation Participation

ENCIRCLE partners are providing participation into the following specific CWAsavieabeen
activated:

X CWAon Interoperability (CWA Intf ADSCBRNUK

x CWAoLN Trial Guidance MethodologyTCA and ADS CBBKI

X CWA Simulated Environment (CWA StrADSCBRNJK

In addition ENCIRCLE teen collaborating with StairdSecurity

2.4.2 Integration Platforms

The ENCIRCLE Project has generated a guidance docomidret subjectof *"Wo S(MEUWP E S]}v_U
which provides a comprehensive description and definitddrthe term "Wo S(MBE uUP E i8Jd v _
CBRNE related context. The exist@BRNintegration applications, their requirements, and main
standardsare also introducedn the document. Within the ENCIRCLE Projectshise basis for the
preparationof the Research and Innovation Actions (RIA) aiatedsearch and developmenf novel
CBRNechnologies ad innovations providing solutions for the gaps and needs idetifi the security
marketby end-users. The documeirgbasedon CBRMpplicationson the market andn the use, not
forgetting innovation and under development CBRN integration applicatidihe document also
provides guidancéo innovatorson what considerations shouloe consideredo allow cost effective
integrationof their solutions with systems and platforms. The latest versfadocument carbe found

in the ENCIRCLE the repository.

2.4.3 Human Factors

Human Factors and ergonomics have the objectivagduce human errors, increase safety, comfort
and productivity considering the interaction between the user and the object.

In ENCIRClME have dedicated a task farthat is led by Universita Cattolica del Sacro Cuore (UCSC)
together with ] BadawczaB pl ] AW E 1 u C drsshyAuT Automatyki i Pomiar6w-BIAP).
AsHuman Factor Taske are at disposabf all Part B projectto assist themin the developmenf
their solutions andwve collaboratedin the definitionof Part B topics together with the resf the
ENCIRCLE projeYe produced two non-deliverable documents, namély E /Z Buman Factors
Questionnairet v oCe3dnd » E /Z PPE Human Factors linkéml COVIDid _Bor the first
documentwe started from a literature search, theme drafted a questionnaire that focusexh 4 main
areas (PPE, Detector, Dmwand Robot) and disseminated it. The questionnaire, publisthredtU
Survey platform received answers from very skilled personnel (average expdoieingef 11,5 years)
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and was analyzeth the document already mentioned. The conclusions were really interesting and
include:

X PPEs: without taking into account the various lefgbrotection, responders have suggested
the following areassa priority: Ergonomy; Thermal burden; Possibibitgasily communicate
with colleagues; Versatility (use for chemical, biological, radiologic&giion). Responders
expressed their concerran gloves thickness, the height difference between old and young
soldiers and ballistic protection (suits and plates) for women.

x Detectors: responders assignad high priorityto the User-friendliness/intuitivenessf usage
and Presencef alarm items. For this last item they would appreciatdave a detector that,
when the alarmson displays information, has a flashing light and vibrates. Theytwishve
Buttonsor switches to control detectors while dressing PPE.

x UAVsor drones: responders have suggested the following arassa priority: User-
friendliness/intuitivenesof usage; Modularity; Interoperability; Fast deployment; Ability
operatein various weather conditions. The word most associdigdesponders with their
attitude towards the UAVS Trust. Mosbf the responders use UAVs rarely.

X UGVs: responders assigned a high priddtthe following areas: Abilitip operatein various
weather conditions; Use with other devices (controllers, displays, audjp,Controller's
usability; Possibilitpf decontamination. The words most associalsdesponders with their
attitude towards theUGVare Trust, Efficiency, Simplicity.

OnMarch,13 the headof World Health Organization (WHO) reported that Europe was becoming the
new epicenterf the COVIOY pandemic andis Taskwe felt the needto give our contributiorto the
discussion. The non-deliverable document was desidoediscuss somef the considerations that
were already madéy different entities (i.e. Royal CollegéNursing) ando organize thenin a useful
way for stakeholderdWe considered PPE availability, problems associated with PPE, I@uiyRPE
and the procedures that the Healthcare workers are askeperform while dressing PRES well as
other factors implicated. The document has not the objectivde exhaustive and comprehensive
since the COVID9 pandemids still ongoing andve expect many contributionsn this. To conclude,
the scopeof the FPEisto provide protection but, thanktd new materials and know-howye might
expectanimprovementof ergonomics, helping HCWscarry out their activitiegn an easier way. The
processof PPEe-design should involve all the actors, from end-ugdersnanufacturers, taking into
accountu e+ edds and new technologies that mag useful.

All the documents are availabten ENCIRCLE Forum, accessible upon registration.

2.4.4 Impact Policy and Exploitation

In order to examine the potential improvements for the procurement process organisatki
documents have been identified. These mainly national level documents (e.g. Public Procurement
Law),but also documenten European level (which apply EUMember States). Dum the amount
and volumeof the documents, the analysis has been focusedone country t Poland. Almos20
documents regarding security and defence procurement have been identified. The aoélisd
recordsis currently finishing. When finished, the summary, presenting the most impbisaues along
with some comments, wilbe prepared.

Basedon the log data from%. (E } i cafdlegue and forum, the analysithe user activities has been
carried out. The summanf the analysiss being preparedit will show,n form of graphs andshumbers,
how users use and update the catalogue and forum and wbkahe impactof }ve}ES]JHu[e
dissemination activitiesn the usageof the catalogue and forurhy their users.
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ENCIRCLi&cooperating with iPROCURENET andtevasipport their workshop before cancellede
to COVID travel restriction,

A key activity over the next period will concern the sustainahilftghe cluster and networks and
discussionio dateon this are presenteéh section 2.5

2.5 ENCIRCLE SUSTAINABILITY

In the last quarterof 2019 ENCIRCLE startedlook at sustainability options, the following text
summarises the latest discussions and thoughtthe area whichare still under development. The
consortium would welcome commenis this area:

2.5.1 ENCIRCLE Catalogue

The ENCIRCLE cataloguehwilimaintainedin its current formby UNS for a periodf two years after
the project completest the endof August 2021. Before the emd the ENCIRCLE project the intention
isto getin place a newneutral management board and this wilk a primary activity over the next
nine months. The intentiofs to close the Networks and Forum facilday the endof the ENCIRCLE
project, a new repository wibe investigatedo host the ENCIRCLE resources.

2.5.2 DRS04 Part B Project Support

Aspartof the supportof the DRS04 projects, for when the ENCIRCLE project finishes, aisdmkig
preparedof the ENCIRCLE resourtessupport these projects. This toolkit wile availablein the
Network and forum resources folder whilst the projés active, and movéo a new repository when
the project completes.

2.5.3 ENCIRCLE Cluster

A numberof optionsare being explored concerning the sustainabitifithe cluster. These include the
potential progressiof ENCIRCLE into a new CBRNe thematic working aspapt of the Community
of UsersAspartof this activity the following processinspiredby discussions witbGHOMEon how

a practical implementatiomf a Capability Based Approaiththe field of security andn supportto
security researh planning could look likdt shouldbe noted that the following approach does not
reflect any actuabr planned implementationbut is just a conceptual model that could seras a
reference for a potential future workflowo be supportedby the Commurty of Users. The following
diagram fromDG HOME illustrates a high level capability based research cycle procegteand
subsequent sections which ENCIRCLE has developed ftotipeovide. The ENCIRCLE consortium
would welcome inputs from interested pags on this process and the evolutioof the ENCIRCLE
Cluster. Please contact the consortiwfiiyouare interestedin this process
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Figurel4 Capability Planning Model (SOURCE DG HOME)

The individual process stepsthen illustrated further with a high level description

2.5.3.1 Identify Needs

This process step takes into account policy priorities, and the future theedstape and conducts a
capability assessmei define capability gaps and a capability development plan.

As part of the capability assessment there are a numbérconstraints that are taken into account.
These include whether the solution assessethe Assess Options stage has resuitea solution that
is not value for money, and the result§ the operational reviewsf deployed capability.

Aspart of the capability plan developmeiats well asthe capability gapto be closed, and additional
input concerns whether there are any European sovereign capability needsoastraints for the
developmentof such capability.
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Figurel5 Identification of Needs

2.5.3.2 Assess Options

The assess options process stage includes astdbe art assessment and prioritisation process and
then an assessmemn whether the solutionis affordable.
X The Statef the Art assessment takesits inputs:
0 The capability plan from the Assess Needs process
0 The outputsof the innovation watch activity
0 The outputsof other mission area®r domains which may have sovereignty
constraintson technology deployment, operation and maintenance
0 The outputof the process stefs
f A prioritised lisof potential solutions and requiremenis termsof
X Criticality
x Urgency
X Maturity
X Resources
X AndSovereign constraints
f A value for money assessmasthen conducted whiclf successful will then

enter the implementation stage
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Figurel6 Assess Options

2.5.3.3 Implement Solutions

This process step takes the outputs from the Assess options stage, and then checksrapme tiok
constraints whether solutionare availablein the market, couldbe developed with Statef the art
technologyor whether a research and innovation programmeequired. Dependingn the answers
to these questions the development and integration processwitiated, and then acquisition and
deployment. As a final stepan operational reviewis conductedon the deployed solution which
provides feedback back into the Needs process

D4-4 ENCIRCLE Cluster Discussions 35

This documenis produced under thECGrant Agreemeniio 74045Q It is the propertyof the ENCIRCLE consortianal
shall notbe modifiedor used without the formal approvaf the ENCIRCLE Project Coordinator.
Unrestricted PUBLIC AccesEUproject



Horizon 2020 SE@5-DRS-2016 ENCIRCLE
ENCIRCLE-WP4-BAES: V1-0

Figurel7 Implement solutions

2.5.3.4 CBRNexpert group

The final diagram summarises where a new CBRN Thematic working @rexpert group could
providean input into the overall capability research process. ENCIRCLie Witikingat optionson
how this group couldbe introduced once the formal ENCIRCLE project completes, and wolaloime
inputsin this area.
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Figure18 CBRN Thematic working Group

2.5.4 ENCIRCLE Impact

The following table summarises the impaftthe ENCIRCLE projectdateto shorten the timeto
market for novelCBRNechnologies and innovations against the project objectives

Impact

Status

a | Provide an early identificatio
of needs and markets for ne
innovations

The needs and gaps from the EDEN project have

updated and relationships are in place with t
practitioner networks. These needs and gaps have b
prioritised for the DRS calls in collaboration with {
practitioner and technological communities and I
HOME. The ENCIRCLE market surveys have provi
early indication in the change of needs such as

increased emphasis on the biological threat and

improvements required for information manageme
and DIM

b | Provide early identification o
new products and innovations

The ENCIRCLE Dynamic Catalogue has 287 regi
organisations and contains 277 tools. The innovat
watch resource is operational and includes
~vv}iA 8]}v Asz_ Al PSS Az] z ¢
interes3]vP Vv}A o Jvv}A §]}ve v ¢
provides a pre-analysis on on-going developments in
field of CBRN

c | Support better exploitation o
previous and curren
innovation projects, including

orphan results, through

Links to financial instruments to support innovations

available on the ENCIRCLE project site. ENCIRCI
been working with TERRIFICC, COSMIS and EU-SE
supporting their innovations and tool kits are being pu

D4-4 ENCIRCLE Cluster Discussions 37

This documenis produced under thECGrant Agreemeniio 74045Q It is the propertyof the ENCIRCLE consortianal
shall notbe modifiedor used without the formal approvaf the ENCIRCLE Project Coordinator.

Unrestricted PUBLIC AccesEUproject



Horizon 2020 SE@5-DRS-2016 ENCIRCLE
ENCIRCLE-WP4-BAES: V1-0

identification and facilitation of place to support the 2019 and 2020 projects when
the most appropriate financia ENCIRCLE project finishes. As part of the project suj
instruments, IPR assessments and business maturity assessments
been made to start to support their needs
d | Provide recommendations t The recommendations for the topics to be included in
fill/meet  important  gaps 2017, 2019 and 2020 DRS Call were succes
through the Part b calls, completed. This included a lessons learnt exercise §

the 2017 call for the 2019 and 2020 calls.
e | Provide improved and easig An integration report has been produced and an

integration and interfaces interface and standards collection and assessn
between research results an exercise has been conducted. Within the ENCIR
products and existing Resources on the network and forum Resource site
practitioner and user system latest integration report and standards database can

by sharing commercial effort found.
and access to market betwee A Market analysis was conducted and is also posted if
SME and large industrig ENCIRCLE Dynamic Catalogue Network and groups
cooperating in the clust in the resources folder. In 2020 an updated mar
analysis has been conducted which considers Needs
gaps, standards, procurement, policy and the market
this will be available October 2020 in the same reposit

f | Speed up the European CBI Interfaces to allow better integration of CBRN solutic
innovation capacity by its oper were collected and workshops conducted in 20
standardised interfaces and i Recommendations have been made for standardi
portal facilities (catalogue communication protocols and for Civil Protecti
community network, markel symbology.
place) The ENCIRCLE Dynamic catalogue includes functio

the catalogue, community and market place.
g | propose innovation topics tha The 2017, 2019 and 2020 calls have all been succes
will meet the significant marke completed
current and forthcoming need
for the Part b call

h | speed up the Europea Interface and standard information have been collect
innovation capacity in CBR policy, procurement and market analysis surveys hav
through the use of been conducted and analyses and the results preser
standardised interfaces. Th § §Z Kh[e Vv } pu vS§ ]v §Z E
integration of new knowledgge Analysis reports.
will be included in the Porta
(catalogue, expert network an
market)

2.6 ENCIRCLE REQUEST FOR INPUT

The consortium welcomes views and inputs concerning all the sustainabilipnsmliscusseih the
preceding sections these include:
x Creationof the new management board manage the ENCIRCLE catalagjier August 2021
x Transitionof the ENCIRCLE Cluster into a @®RNexperts group
x Transitionof ENCIRCLE resourt@s new repository
Please contact the ENCIRCld®rdinator and Technicalo-ordinators directly with your inputs before
the endof November 2020.
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