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Executive Summary

The main goabf the ENCIRCLE Projextio strengthen the European industty help create
the tools and strategies needdd consolidate theEU CBRN communitiesf suppliers and
practitionersin order to strengthen the fieldof CBRN safety, security and defencehe

European Union.

The purposef this Deliverabld5-4 isto summarise the discussido dateon the ENCIRCLE
Projectcovering the period March 202t March 2021 and presents the latest information

concerning:
X Innovation Developments
x Status update®n the projects TERRIFFEL}SENSE, COSMIC, SERSINE&nd
RADION
x Developmenton the ENCIRCLE Catalogue
x Developmenton the ENCIRCLE innovation watch and CBRN needs and gaps
x Workshops and Events conductegd ENCIRCIlik year 4
x Market and Business support developments includingipdated market analysis
X Integration and technical support concerning standards dgwalent and Huran
Factors
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1 Introduction

The main goabf the ENCIRCLE projéexto strengthen the European industtg help create
the tools and strategies needdd consolidate theEU CBRN communitiesf suppliers and
practitionersin order to strengthen the fieldof CBRN safety, security and defeneehe

European Union.

In orderto achieve this goagn innovative approach was proposed. Basedive objectives,
it aimsat prompting the innovation and business development, and dilimarket gaps witim
the project timeframe. The project objectives include:

x Createan open and neutraEUCBRN cluster

x Provide a sustainable and flexible vision and roadmap Herdevelopmentof the
European CBRN market and innovations

x Provide integration with platforms (systems, tools, serviggsducts)by proposing
standardized interfaces and futuieUstandardgo integrate CBRN technologies and
innovations developed from the Part b projects

X Support CBRN safety, security and defence commercial and marketes
x Improve and facilitate European CBRN dissemination and exipboit

The purposeof this documents to summarise theZ | u %.of e ENCIRCLE Projextdate,
covering the period from March 2026 March2021.
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2 ENCIRCLE Impact

The ENCIRCLE project has been running sincedth®larch 2017 and the following sections
summarise the impadb date over the period March 2026 March 2021.

2.1 INNOVATION PLAN AND DISSEMINATION

2.1.1 Part B Call Topics

The starting point for ENCIRCLE catalogues wa tis¢ technologies which were originally
identified asgapsin certain functions (basedn the STACCATO function$fhe main phases
inthe CBRN Security Cycle (Prevention, Preparedness, Response, Retdkergndof the
EDEN project. This catalogue was updated basethe careful evaluatiorf its contentas
well as other contributions including workshops 2017.In the second yeaof project
realisationwe have continued worlon evaluationof the gapsn the catalogue and focused
on their prioritisation. During our workve were supportedby practitioners who, during
events suclas Bio-Garden exercise organiskey H2020 project eNOTICE and ESA project B-
LIFE, have reviewed full list needs and gaps. Our efforts have teddevelopmentof the
draft of the topics catalogue. This catalogue was further externggddditionof comments
regarding market pull, standardization and lirtksEU CBRN Action Plan. The catalogiie
needs and gaps has been refined and updated since the pitgsctommencedsfollows:

x D3.9 Part B 2017 Call Topiteecommended for the 2017 call, issuedMay 2017t

three selected projectg 2017 call included COSMIC, TERRIFFIELEBENSE.

x D3.10 Refined future Part B Call Topiasa resultof the ENCIRCLE workshogNov
2018.

x D3.11 Part b 2019 Call Topics - before publishingtlealllist of the topic was
additionally reviewedby the ECand suggested changes and additions have been made.
Two selected projectism 2019 call included SERSing &wRADION.

In February 202@ve have finalised lisbf the 9 topics for the last CBRN Cluster wathe
H2020 Framework programm8UDRS04-2020 CBRN Cluster, which was openddarch
12,2020.At the beginningf March 2020, this list underwent the final reviéythe European
Commissionln our workon preparationof the list of the topicswe have again reviewed
carefully listof the needs and gaps and analysethking into consideration potential needs
fulfilment and gaps closurby the developmentsf the CBRN-related projects carried out
within H2020 Programme. The It preselected8 topics was then evaluated and prioritised
during consultation process and survey with practitioners

The survey was conducted using the online survey $DO, via contact witbhe E 3$]S]}v E |
networks, viaon-line communications, and presentatiord the 21st International CBRN
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Symposium 2019 CBRN Internal symposatim Farnborough anlO-FEAR demonstrations
in Romein May 2019. The survey included responses from the prawtti and technological
community from Law enforcement, Fire service, Medical servidégakyi, Government/public
institution, Industry and Academia. Tharvey was conductedsa multiple choice asking for
the participantgo respondio what they consideretb be the two most important needs that
needto be addressedby research and development for implementationthe next five years
(the survey received 55 responses). The resufithe survey were describei the report
N E Z 2020 Topic Prioritisation Summaigf Survey Z < o Beasetion the resultsof
surveylltopics with high priority have been identified.

Taking into consideration results the survey and after a few rounas$ the corrections and
modifications basedn the comments obtained froGHOMEPGECHO and REA the bt
the topics was reducetb 9. The topics have been clearly linkiedEUCBRN Action Plan and
were assignedo certain phasesn security cycleas well as the threat (CBRNe) they are
responding to.

Asa resultof 2020 CBRN Cluster Part B call European Commission sdlgotpdojects for
funding, HoloZcan (Deep Learning Powered Holographic Mimpgsfor Biothreat Detection
on Field) and NEST (An interoperable multi-domain CBRN system).

By the endof the ENCIRCLE project duration a final rexaéthe needs and gaps list wile
performed. The needs wille linkedto EUCBRN Action Plan, assigneccertain phases
security cycleaswell asthe threat (CBRNe) they are respondingltoaddition, EUprojects
addressing certain needs wlile identified and listed. The final list the needs and gaps will
be postedin the ENCIRCLE Dynamic Catalogue.

In addition, the innovation roadmaps for CBRN Cluster®arbjects wilbe created Bythese
roadmapswe will attemptto find pathto the future and path for exploitation for projects
selected for fundingn CBRN Cluster Part B call.

2.1.2 ENCIRCLE Dynamic Catalogue

The workon further developmentof the catalogue has continued. Work carried out during
fourth yearof project realization included:
{ Improvements being mad® the catalogue basedn user feedbacks.
{ The marketplace function has been revised with the follgxhanges:
i. Tools List:

- The search scope and results now include the TRL afyp8RNe threats,
keyword that are associatetd the tools.

- The resultof the tools list will only include Technology ReadinesgIL@RLHf
7 and above.

ii. Projects List:
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- The search scope and results now include the ©fp@BRNe threats that are
associatedo the tools.

{ InJuly 2020, 2 widget tools, developbd EUVRI, were incorporated into the Innovation
Watch sectiorof the catalogue. They are thé/vv}A &]¥vZ widget, which presents
potential interesting novel innovations, and tfeZ  @dget that provides a pre-analysis
of on-goingsn the fieldof CBRNINn these widgets, the user can obtain the web litdkshe
relevant articles and reports (include twitter tweets, jourmaports and news articles).

{ ENCIRCLE has activated a cooperation with STAIR4SEGURIT¥(-stairdsecurity.e) andNO-
FEAR Hitp://no-fearproject.eu). Fa this cooperation, ENCIRCLE together v FEAR have
shared essential metadata from their respective catalogues with Stairs4Seclingy.shared
metadata includes informatin from tools, projects, needs and gaps that were collected, collated
and uploadedy both ENCIRCLE aN®FEAR community. Once the shared ENCIRCLE metadata
made available from the Stair4Security platform, discussions and reviélivgontinue with
Stair4Securityo agreeon the frequency for updatef this information.

{ The ENCIRCLE project will officially fimislSeptember2021. However, the ENCIRCLE Dynamic
Catalogue will stibbe fully operational for the next three years ink®24. Andit will be maintained
by Universitéde Nice-Sophia Antipolis (UNS)

Currently the catalogueontains.

Dynamic Catalogue by the Numbers - 2021

ymersiis | ENCIRCLE Network and Group | 279

S

Inaluestry

EEI - Fﬂ :
250 "\, 348 posts 4 ’
m reanisations %, | 109 mpi“ﬂ 'ﬁ l:
207 members . \TOOLS

_| Gathered so far in the
catalogue including

COWFIDENTIAL ealy for members aff the cansartivin (incleding the Commiiiion Services] — LU praject

............................................. :
1172%4 3
.é. c P /ﬁnishad and Running CERNe Projects Li:tad\\ '
R on the ENCIRCLE Website : 144 “ &.
4 B o - 301 1 i
I i [E] - - .‘ - a8a :138 *‘ ..t".r'-n.?:-
Y R I [S]
- ] i
E 39 COSMIC, EU-SENSE
. c Projects TERRIFIC, SERSing, || 1 70 " 4@ @
wr N in the ENCIRCLE EU-RADION I
T | Signed agreements 1
g E 1\_ Catalogue with ENCIRCLE _,/‘ : 63na
L s :
This doacumeat & prodeced ender the EC Grant Agreement No F40450, i i the property af the ENCIRCLE consortium
- and shall not be céetributed or reproduced without the farmal approval af e ENCIRCLE Project Coandimator,

Figure 1Catalogue contents
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2.1.3 ENCIRCLE Dissemination activities

The ENCIRCLE dissemination activities, coordirmt&alcon Communications, are based
the 2020 communication and dissemination plan for PedicAllldissemination activities were
actively supportedy the whole consortium. The dissemination activitiesudeld:

X

X

X

Sharing information about ENCIRCLE activities throughobiseocial media,
ENCIRCLE website and websileENCIRCLE partners.

Disseminated stakeholder surveyune 2020

Produced articlon CBRN Challenges disseminaiethe COUt June 2020
Disseminated ENCIRCLE survéyly 2020

Releasef ENCIRCLE Magazine issueséptember 2020.

Disseminatiorof Y4discussions repodn CORDIS for commeniOctober 2020.

Dissemination of: ENCIRCLE, Human FaPteEand COVID document - October
2020

Promotionof the Part b call topics
Articleon ENCIRCIifEleading CBRN magazinendof February 2021
Releasef ENCIRCLE Newsletter issueDRue March 2021

Production and releasef ENCIRCLE animatio®ue March 2021

Dueto the challengesf COVID, ENCIRCLE was nottalg@rticipatein asmany eventsas
preceding yearsWe have however triedo promote the ENCIRCLE projbegtpresentingt
and also supporting other projects muchaspossiblen the virtual forum.

X

X

X

X

Driver+ endof project workshopt May 2020
EUHYBNET meetingMay 2020
ERNCIRNmeeting t May 2020

IFARI meeting June 2020

First responder training June 2020

FIRBN annual meetingt June 2020

COU Meetingt September 2020

SERSING kick off meetih@eptember 2020
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x CEPOL 71/2020 trainingOctober 2020

ENCIRCLE Dynamic CatalogWwebinar

Tocontinue engagemerdt a time when physical meetings were not possiblejuly ¥, 2020
ENCIRCLE held th& ®pen house webinato disseminate information about the Dynamic
Catalogue. During the webinar there were demonstratiohshe functionality, properties,
and benefits the Dynamic Catalogue can provide wells as information on the latest
additions and updates mad® the catalogue. There was also information providedthe
ENCIRCLE Innovation Watch: Radar algoriféwse and updates.

Partof the webinar was set aside disseminate the resultsf the recent ENCIRCLE SLIDO
polls results, andb hold a Q&A and discussion about the catalogue a8disein the future.
Towind up the event Philippe QuevauvillelbG HOME, ENCIRCLE Project, held a discussion
about future plans and activities. This webinar was attendetl and promoted discussion
between attendeesn the comments section during the event.

2.1.4 Innovation Watch

In orderto monitor different media streams (social networks, news feeds) f&ir content
from the main CBRN solution providers, main associatortusters thaimaybe of interest,
the ideaof web semantics and NSA-like methods has been further developkdumtomized
for the CBRN topic since the beginnofghe project. The dedicated user interface has been
further developed since February 2019 and the BETA veosite tool.In particular, a* Z } A

§ } (indicatedin a menuasa ~'u] v has been developetb guide the users through the
different functionalities.

The tool*Z]+1Z h&R been customised for the CBRN domain iaraVailableto monitor
differentresource streams for content from the main solution prarsi main associatiors
clusters that mighbe of interest. The tool provides the results2 forms: A dynamic network
clustering the topics and a lisf articles (with links). The Innovation Watch aka Risk Radar
available for ENCIRCLE partners testaihdittps://e2r2.risk-technologies.con(username:
encircle, password: encircle)Selected results are presentdd the dedicated spacen
ENCIRCLE Dynamic Catalogue.
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D E E risk-tech NOS0QIes. Com . '&

Risk Radar

4y Login

N Sign in wilh Linkedin

L
-1
& | Fargot my password | want 1o register

The Innovation Watch usenay first read the introductiorto The CBRN Innovation Watch
ENCIRCLE, which provides descrippicthe tool and rationale behind it.

The 3-step approach of ENCIRCLE uskuhovation Watch includes:

Stepl: Identify and monitor novel online content for a certaapic

Step 2: Identify potential high impact trends - evaluating the reted online contento
identify those texts and documents that have the highest patdrior impact with usingn
unsupervised, quantitative big data analysis

Step3: Visualize recommendations - providing recommendationsnéw innovationdo be
included in the ENCIRCLE cataloglwe identifying those topics within the high-impact
documents that have the highest novelty value

Figure 2. RiskRadar
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€« c @ 0@ PV p— i nDe =
Risk Radar &5
L
@) taax
E: '
European CBRN Innovation for the Market Cluster
A B P D W@
Chremical 'M Radiological~ Nociear  @xplosives
s -
el dhs |
Knowing what's new at the CBRN market: The CBRN Innovation Watch of
ENCIRCLE
Introduction

Figure 3. Encircle Catalogue

In orderto make easier the usef Innovation Watch tool the®'u] v section has been
prepared and additionally the parts that were superfluous haeen removed. The airof
Guidance sectioms to give the necessary informatian howto use the innovations watch
online toolsto identify potential new innovations. The print screehthe partof Guidance
sectionis shownin image below.

i 2w O o EEEEEREEITI vy « B ~@gia O ® E
Risk Radar —
i i
" B The menu
The e of the ncl propeam. ' T Aemes
& s
-
f o ]
B sy
o s
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e vl a e ) A b Edy oy [l hids P nifemslirmm WElEh snd The Pesoeniliin dile’| sl sapkelf o a Douphe of fepem 1e et odoedgly Delbend
drerwevabiorms racar ru whiers He bae tah s oosec
Guidamrs proveivn T bey foi Tt 10 aegale a0 s Be o
indary R B " missn

Ui s e v pou 1

Figure 4. Guidance section

Finally, a five pages article dedicated the innovation watch has been written for the 2
ENCIRCLE newsletter published in May 2019.
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Since 2019 the tool has been made available online, so that thiegrarhave been able to
test it and provide new relevant sources to feed the tool angrove the results.

In addition, the consolidated list of sources monitoredthg tool as recommended at the
General Assembly has been provided. The online tool has betrefuteveloped, so that it
delivers automatically the updated results in the format loé tcatalogue periodically (e.g.:
currently every month) also used to update the catalogue. Thengsind evaluation of the
tool by the ENCIRCLE partners has been started, with theimeo involve all the members
of ENCIRCLE communities.

2.2 ENCIRCLE COMMUNITIES

2.2.1 ENCIRCLE practitioner and technological communities.
The activities dedicatedo developmentof ENCIRCL%. E S ] S FpmnErjity included:

x Practitioners, are professionals that are well positionted serve as influential
members of the first responders and playingn important role in public health
responseo CBRN incident3.ofulfil this task, particularly during the difficutioment
we have been facing and are stWe enhanced our contact with practitionetsy
keeping them informed about:

Many online workshops and web conferences

sharing our last published newsletters

Questionnaires from our part B project partners and atso
Questionnairedo refine the communication

o O O ©O

X A mailing campaigto all the Practitioners and Customers community was doye
both IAI and UCL, sharing the last ENCIRCLE Newsletter ing ifnemto visit the
Cataloguein orderto "remember" about ENCIRCLE amline with the actions agreed
during the last ENCIRCLE meeting about keeping the ComnalinéyJune 2019)

X The Romanian PROECO CBRNe Cluster was ibyitedl to join the ENCIRCLE
Community and Catalogue. IAl also invited the Romanian ClustaioRaCulate the
invitation among its networlof practitioners (July 2019)

X A mailing campaigto the Italian CBRIR3 Cluster was conductebly 1Al sharing the
last ENCIRCLE Newsletter and invitiogregisterto ENCIRCLE communities and
Catalogue andb share the invitation with the potential interested staketiets. This
action was deemed useful since the Clusteigrowing and there are recent new
members which cabe potentially interestedn joining (July 2019)
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x All the INCLUDING project participants were invited twaeccess the ENCIRCLE
Dynamic Catalogue (November 2019 and March 2020)

X Survey Launch through Network of Practitioners and also conuvatedto the COU
06/2020

X Invitationto participateto the Scientific International CBRN Conference (SICC) Series
Web Conference « Emergency management, operative steps and sudigmepare
to a new normality » (April 2020)

x Circulationof FIRHN project Newsletter regarding COVID-best practices and
guidelines from European Fire and Rescue serviégsil 2020)

x Circulationof ENCIRCLE Market Surt@ytalian Cluster CBRRBand RESIST project

x Invitationto participateto ENCIRCLE Dynamic Catalogue Webinaohétd July 2020
sentto coordinatorsof INCLUDING and RESIST projects (July 2020)

X invitation to joint webinar on Justin-time training (methodologies, best practicés
the medical, flood response and CBRN fields)prganizedby 5 EU networks of
practitioners t eNOTICE, FIRE-ND FEAR, DAREnet and MEDEA, the welsraar
online event,t will take placeon Junel8, 2020at 10.00-12.00 CET.

x Distributionof Encircle Newsletter Issue4 (02/2021)

X 1Al conducted a survey with the amhgathering feedbacks from the Practitioners and
Customers Communityn the Dynamic Catalogue. The survey consigtea serieof
guestions pertainingto the § 0} P pupefulness, easeof use, potential
improvements. A written summary providiren overview of the main comments
received from the Communitig available (September, October and November 2020)

x Promotionto the practitioner ad technological communities for e-Conferenca
May 18,2021 ~ , } Acould CBRNE R&I benefit from the calfderisis

The activities dedicatedo developmentof ENCIRCLE Technological and Industrial
Community:

The activity concerning the technological and industrimhcwinity development during this
Year 4 was orientetb direct mailingto the community members. The fate-face meetings
with industrial suppliers initially planned during pro$e&mal events has been postponed
relation the pandemic situation.
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x Consultationof the technological communitgn its approval for opening some
meta dataof the catalogueon public platformto enlarge tools and projects
exposure.March and April 2020

x Translation and disseminatiai the Slido® Z Btakeholder Suk  Gn May 2020
X Mailingto remind the Encircle market surveyJune 2020 and July 2020
x Share the call for expedf TRANSTUN projeict July 2020

x Disseminatiorof the final ENCIRCLE sureepthe future developmenbf a CBRN
cluster post ENCIRCLE (02/2D2

X Industrial community informatiorby emailingon the 4th ENCIRCLE magazine.
November2020

x E mailing campaignt encourage the Industrial communityp finalize their
registration process and ensure optimal identificatairtheir tools foran effective
communication with the future CBRN cluster.

X Mailing in February 202%0 catalogue companiet participateto the virtual
exhibition space during the CoU CBRN Statee Art conferencen May 2021.

2.3 MARKET AND BUSINESS SUPPORT

2.3.1 Market analysis

Building upon the 2018 Market Analysis Report, a nundfepolls have been conducted
primarily using the SLIDO platform. These polls were availalthee English, French, Italian
and German languages and were targeté¢dhe industrial and practitioner and technological
communities.

As was the case with the polling conducted for tB618 poll, the numberof responses
garnered for these latest polls were nas widespreadas would have been ideal and the
ability to be ableto get a large response clearly remaarsissue going forward. The reasons
for the difficulty in being ableto achieve a large uptake can orid¢ speculatedat but
undoubtedly the scarcitgf first responder practitioner timéo participatein such exercises
especially against the COVIB-backgraind t mustbe a key and relatively constant factd.
shouldbe noted that there was a conscious decistorkeep a coref the most recent polling
guestions substantially either the sanoe closely relatedo the questions useth the 2018
poll in orderto try and better identify any linear trends. A separate joint kedranalysis
exercise was also conducted with the TERRIFFIC project.
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The result=of this latest polling have been made availalriean updated ENCIRCLE market
analysis report which wilde accessible via the ENCIRCLE Networks & Groups Foruen, und
Resources. A high-level summafysomeof the findings aresfollows:

X Many of the attitudes toward the market identifieth the 2018 Market Analysis Report
remain valid, including, for example, the slightly anacrsboiattitude towards Standards
where similar numberof respondents identified that they believed Standartdsbe
helpful in terms of encouraging innovation and new market entrarst these were
Z o0 V-}((dethe numberof respondents who thought that the Standards applicable
to CBRN were outdated amaf little use. A similarly consistent theme emerged with
respectto the perceived importance giveto the need forPPE(and improvements
thereto) and the need for better CBRN Information Managemeniéibnal Awareness
systems (or"t EVI& E %o } & 51)]NATO military language), particularly for systems
that could be used for civilian response, whiah turn both creates and sharpens the
implications around the need for better interoperability, thobetween military and
civilian response and amongst the different civilian reg@arganisations; thisf course
then raises further implicationsn such areasas Standardisation, Communication
Protocols/Interfaces and terminology. The aaDetection, Identification & Monitoring
(DIM) was also a consistent area where technological improvenaetperceivedo be
needed,;

X It was not entirely cleaat what point per respondent the effectd the COVIO9 situation
manifested themselves ard what degreeof depth (the2020Poll closed 31.7.2020ut
many of the responses were received well prior this date) , sufficéo say that a clear
consequence was that biologically based threats had signifiy movedup from the 2018
survey rankings and were now seen, along with the Adtegoryof ~Z C Chyeats
introduced for the first timan the 2020 pollasthe major threat sourcén the coming 5t
10 year periodln the comingl2 -24 monthsit will be interestingto see what the longer
term consequencesf COVIDE9 will be:it maybe that the financial consequences the
widespread lockdowns$o individual national economies witle boundto resultin less
funding being available than might normally have been expeaad/or; as happered
with Ebolain 2014,it maythat there has been & ]+ } v vin th¢ mindsof people within
governmentsof a pandemic with CBRN (whein, fact, manyof the containment and
response lessons were already well knaerCBRN professionaspartof Zv } E GB&N
disciplines). Suffice say thatin a post COVIDOL9 world manyof the survey responses
and views which ENCIRCLE (and others) have garnered ovasttiveol years might well
be changed with consequent impaat® the market and technology supphase which
might be difficult or impossibleo predict currently.
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2.3.2 Business Models and Plans and Financial Instruments

A listof financial instrumentsas been includedn the ENCIRCLE project webs#adin the
forum. However, the European Commission site already @esvithis functiod and the
project has been directing projects this site rather than duplicate effort.

In addition, thereis an opportunity for small and medium size companies via teev rEIC
accelerator which was previously the SME instrument. The foairsof the EIC acceleratdr

ison market-creating innovations.

During the last year the business maturity model has beereldged further and usedo
baseline and monitor TERRIFHGSENSE and COSMIC and virtual meetings have been held
to baseline thetwo new projectsEURADION and SERSING. The purpbdge modelis to
identify the gaps that will need developmetat improve the business succesfsthe projects.

Initial discussion®n plans for exploitation have also been conductdithough mostof the

areas support required from the projects has been aroursgenination and awareness and
standards. ENCIRCLE and TERRIFFIC have also jointly collaincaatedket analysis study.

On the standards area, ENCIRG3.BEctively collaborating with Stair4Security and a pilot
exerciseis being conductedo provide a copyf someof the elementsof the ENCIRCLE
platform onto the Stair4Security platform.

2.4 INTEGRATION AND TECHNICAL SUPPORT

2.4.1 Standards and Interfaces

During the reporting period, there was further developmenfnthe standards and interfaces
database through consultation with the practitioner netwgrtojects t NO-FEAR, INCLUDING
and FIREN and from the resultef the ENCIRCLE survdpsaddition, collaboration has been
madein this period with the Stair4Security project concerning standatdvelopment. A final
standards and interfaces databasssvailableasan ENCIRCLE resource and has been shared
with the other projects ENCIRCLE has also noted the referetwsetandardsn the recently
publishedEU action planon synergies between civil, defence and space industriesimand
particular ACTIOBL (} @e endof 2022, the Commissioim close cooperation with other
key stakeholders, will present a plao promote the useof existing hybrid civil/defence

1 http://encircle-cbrn.eu/resources/funding-instruments/

2 https://europa.eu/youreurope/business/finance-funding/getting-funding/accessfice/index _en.htm
3 https://ec.europa.eu/easme/en/section/sme-instrument/eic-accelerator-fuma-

opportunities
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standards and the developmeat new } v « Xhe ENCIRCLE ¢itstandards already contains
civil and defence (NATO) standards

2.4.2 Integration Platforms

During the reporting period, Miksei continued suppogiENCIRCLE surveys and workshops
conducted concerning integration issues around standartimatinterfaces, and civil
protection symbology. Meanwhile cooperation and commentinghwother tasks and
collaboration between Part B projects have continued. TWas done via iwmoting data
interchange between part B projects and other European CBRNEnunities. Also, more
Finnish NCPs are informed about Encircle project and itdtsedliksei has been organizing
and finalizing this D5.4 Impact Rep¥#too.

2.4.3 Impact Policy and Exploitation

The impactbof the developmentf the ENCIRCLE consortium has been measaorseveral
ways t they are presentedh a report thatis not a public deliverable, and whose front cover
being the annexo this Deliverable (ENCIRCLE Cluster Impd&nnex 2 Resultsf the

E /Z >dgvelopments impact analysis). The first measurement was foaus#ee impact
of }ve} S ]disspmination activitie®n the numberof registrationsin the E /Z > [e
online catalogue and forum, containing solutionsr fcounter-CBRNE response and a
networking spaceas well as on introducing new and updating existing entri@s the
catalogue. Accordintp the analysis, therés a slight correlation, despite the natudd the
activity (newsletter/conference/webinar/etg.In some cases$ where the activity was focused
on promoting the online solutions, the correlati@more visible. Other typesf the activities

] v[Belp in attracting so many new usergo the catalogueor encouraged themo
upload/update more information. A resulting guidelineuts be the organisationof the
dissemination events focusexh the particular aspeatf the project t like the announcement
of the webinaron the catalogue pulled many users before the evekd.the analysis was
planned during the second haif the project, thereis no available datan the detailsof the
dissemination activities suds numberof handed out project flyersr business cards that
may be supportiveto more detailed analysi$n caseof any future project willingo measure
its impactin the end the consortium partners should consider staytthe analysisat the
beginningof the project. This would allowo gather data starting from the early phasgtthe
project which will provide more useful and valuable imfationin the broader context. The

E /Z > ifpact analysis also included only dissemination activitegsonted in Work
package3, so there areno results coming from other/minor activities, sues personal
meetingsor activities carried out during events other projects and initiatives.
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The second measuremermtf the impact was focusedn the analysiof the usageof the
catalogue and foruniby the users. This analysis operatead raw data from the server logs,
which were not designedo provide detaiéd data at the beginning. The most important
message thatis provided in the analysisis the fact, that many potential users, which
abandoned the registration process, are marked wild o ( Astqtus, which does not allow
them to access the online servieeThismay be causedoy various reasondyut some cases
can be explainedby the complex processf the registration, whichjn the first version,
required a support letter from the employer. The other pibss reasonmay be that the
registration hasto be approvedby E /Z > rgpresentativessoin caseof the delayin
approval potential user could lost interest logging. The lesson from thsto provide the
registration processs easyas possible, with respedio security issues as the catalogue
provides detailed information about the special products alct contact detaildo the
producers,t shallbe protected from inappropriate use.

In order to make the entry point for new technical suppliers easier, #malysisof the
documents from European level and from selected Member Statsecurity and defence
procurement has been preparet.is availablein the form of report beingan annexto this
Deliverable (ENCIRCLE Cluster ImpakcAnnex 1 - Resultsf the analysisof the legal
documents concerning security and defence procurement).

The report contains the ligif the most important, difficult, and tricky obligationthat must
be fulfilled by the suppliers and points some areas, that cdokdchangedto make a more
supplier-friendly environment. The analysis has shown thppkersof security and defence
agencies are burdened with various organisational requiremehtt have been introduced
e.g.,to provide safety for the whole chawf deliveryof productsas well as the producers,
their facilities and end-users. Due the fact, that special products care used alsaby
unauthorized peopler criminals/terrorists, great focuis set over the production, storage,
transfer and trading processes. This generates additional relpgints tobe fulfilled.

Although there are only a few European level documents thatipeo detailson these
processes, the necessity implement them into national law (transposition) and podgibi
to introduce additional ruleby Member States has resulted in a high numbedocuments,
with whom the supplieof special products neede understand. For exampla Poland there
is a numberof documents that presents rules conducting business activities (sofethem
are mentionedn the oneof WP5 reports)but there arean additional numbenf documents
with more rules that need® be analysedy the supplietto have a full picturef obligations.
The situationis even more complein caseof procurement carried ouby the Ministry of
Defence, which hasog its own documents, and are further adjustiethe wayto protect the
essential securitpf the State. Thus, the supplier himsassess a large amouot documents
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in orderto fully understand the process and not oroitsimplify too much something thas
important,astheremaybe penalties. The varietyf documents also contains many references
to other ones (and required considerable effort for this analysihis createsn environment
whereit is easyto forget something important and where tletry pointis sometimes hidden
behind huge organisational and financial investments, whichdrteebe coveredby the
suppliers.

The main conclusion coming from this analysithe necessityof creationof some kindof
manualor at least a lisof the security and defence documerasthe governmental level (and
by governmental agency). Whilst the general instructions for ¢e@ducting business are
available they still } v [6ontain all the information and theres a lackof instructions for
security anddefence procurement. Such a compilation would help intrcatiee ruleso new
suppliers, andn particular for *D [ decreasing the probabilitgf making a big mistake.
Another problem that shoulde solvedis the needto monitor the changes that are being
introducedto particular documentdy legal processes. Such updates often referesroeven
change additional documents relatéd the topic. Dudo the fact that security and defence
procurement requires knowledgef such a high numbeof documents, trackingf their
changesds very hard and the supplier nee¢d monitor consistently for any changd$there
was a complied informatioon the topic (e.g. mentioned earlier ligif documentsor a
manual)it wouldbe easier and fastetio find necessary information.

2.4.4 Human Factors

On 13.03.2020 the headf World Health Organization (WHO) reported that Europe was
becoming the new epicentref the COVIO-9 pandemic ands Taskwe felt the needto give

our contributionto the discussion. The non-deliverable docurnhevas designedo discuss
someof the considerations that were already malbgdifferent entities (i.e. Royal Collegé
Nursing) andto organize themin a useful way for stakeholderdVe consideredPPE
availability, problems associated with PPE, bdidting PPEand the procedures that the
Healthcare workers are askew perform while dressing?PEas well as other factors
implicated. The document has not the objectiicebe exhaustive and comprehensive since
the COVIX9 pandemicis still ongoing andve expect many contribution®n this. To
conclude, the scopef the PPHEsto provide protection but, thank® new materials and know-
how, we might expectan improvementof ergonomics, helping HCWs (Health Care workers)
to carry out their activitiegn an easier way. The proces§PPHe-design should more involve
all the actors, from end-usete manufacturers, taking into account thes dBedds and new
technologies.
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Thanksto the invitation received together with many other H2020 praégefor contributng
to European COVIDB Data Platforr the authors, together with the coordinators decidtd
make the researclon Human Factors associated wiBPEfor Healthcare workers freely
availableon the ENCIRCLE website; Moreover, a short summfAtpe conclusias was
included in the Issue 4of the ENCIRCLE Magazine. The anatfsthe Human Factor
guestionnaire, producet 2019,is available onlyn the portal.

2.5 FEEDBAGBNPART B RESEARCH AND DEVELOPMENT ACTIVITIES
2.5.1 TERRIFE

The first hoursof responseto a CBRNe incident, and especially a radiological event, are
particularly criticalto contain the most severe consequences, stop the ongoimgirgal or
terrorist threat, save victims, manage the crime scene amgdoisean effective responséy

all concerned stakeholders t firefighters, health responders, forensics, police,
decontamination units. They are also the riskiest moments for tinet and second
responders,as the nature, extent and intensitpf the contaminationis still unknown and
other booby traps and contaminated objectsay still be present.

The solutions providelly the TERRIFFIC project are tailaethe needsof practitioners and
will allow for less human intervention the operation, dudgo a higher numbeof automated
processes and impred and extended mobile detection capabilitiesthe ZZJ§v [ X

Improved situational awareness and the delivefynear real-time data within the TERRIFFIC
System will resultin a better Common Operational Picture. This will enable incident
commanders to gain a better comprehensiofhthe nature and scopef the threats and
therefore make better-informed decisions.

4 https://www.covid19dataportal.org/
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2.5.1.1 Objectivesof the TERRIFFIC Project

Objective 1Deepen the shared understanding between practitioners and (teldgical)
solution providerson the needs/requirements during the* (] &-}3u GOt response and
technological possibilities and features matching them

Objective 2Create the open architecturef the TERRIFFIC System, which promotes (future)
integration of (existing) solutions and developn innovative user interface enabling
practitionersto easily deploy the system during immediate response

Objective 3Adapt promising existing solutions from previous resedrttiatives, convert
them into TERRIFFIC core components and integrate thernthef®ERRIFFIC System

Objective 4Develop novel solutionsn mobile sensing, measurement devices and dispersion
models and integrate therascore components into the TERRIFFIC System

Objective 5Successfully test the TERRIFFIC System and its core conspamesttdemanding
lab conditions and within field triate demonstrate the reductioof response time within the
AN (] @& ¢ f GBfea RNe incident

We can report that Objectives, 2, 3 and 4 have been achieved and significant progress has
been madeon Objective5, the only limiting factor being the impaof the travel and meeting
restrictions causedby the national Covid:9 lockdowns. These have meant that although a
faceto-face integration meeting was hedd Arktis Radiation § S} @erphisesn Zurichon
07-09 September 2020, a final physical integration meeting, scleelfol November, hado

be postponed.

Once this (post-lockdown) integration and testing meetiag heen held, thewe will be able

to test the TERRIFFIC System with practitioners inothtabletop exercisén Slovakia and
operationallyin the Final Trialn France. Dates for these events Wi scheduledas soonas

the respective governments have confirmed the timing for theirgaef lockdownin each

country.

The delays causeby the Covidi9 restrictions have meant thatve arein the processof
submitting a requesto the Project Officer for a six month extensionthe projectto allowus
to complete all the tasks and requiremer$ the Descriptionof Action. If approved the
project will run until the enaf October 2021.

2.5.1.2 Updates from Technical Partners

Bruhn NewTech
- Developmenbf established incident management software that can accept and
share data from various external tools and solutions uidiclg detectors, sensors,
cameras, plume modelling and mixed reality, providing impdosituational
awarenessn a user-friendly format
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- Planto extend mapping engin® support3D visualisation and the latest NATO
standard for Warning and Reporting.

Ecole Centralele Lyon

- Sensor that detects the location, type and sifea radiation source and plume
modelling

- Developmentof the plume software which aim® characterise the RNe source
(position, release rate, nuclide type) and estimate the agdged safety zone. This
softwareis composedf two complementary main building blocks: a direct model and
aninverse model.

- The direct model, composeaf an atmospheric dispersion model called SLAM (Safety
Lagrangian Atmospheric Model) and a gamma radiation model namedBViARUdel
for Atmospheric Radiation Indoor i& Environment), allow the use¢o estimate and
forecast the fluence/dose rate field, inducday an RNe source(sh a complicated
urban environment. Conversely, the inverse model, called ReWanhs to
characterise a RNe source basetfluence/dose rates measurday sensors.

Luxembourg Instituteof Science and Technology
- Developmentof an augmented reality system that displays cordons and real-time
information from UAVSs, UGVs and hand-held sendbadso supports annotations and
whatis displayed cabe adapted dependingn the roleor security leel of the user.

The French Alternative Energies and Atomic Energy Cassiomn (CEA)

- Developmenbf the A} E snjallest Nanopix gamma camensits advanced version
that weighs around 300g, whigk importantsoit canbe mounted onto light UAVs /
UGVs and includes automation capabilities and ctosgensor intelligence.

- New hand-held beta contamination probe that allows beta eomination to be
detected in a high and fluctuating gamma background without interfesnc
Enhanced electronics are alite provide GNSS location information and conrteca
wireless infrastructure for mappingf contamination levels.

AERACCESS

- Adaptionof the Hawker Q800X, a ruggedised UAV, which camtilgher winds (70kph
with gustsup to 90kph), rain and other adverse weather conditiotws,take the
Nanopix gamma camera and the high sensitivity SiPR gamma dessadditional
payloads and feed data back into the incident management systantessfully used
in trials integrated with Bruhn NewTech incident management esysand Ecole
Centralede Lyon plume modelling software,

- Smaller NanoHawk UAYV flovimtests inside a building with a camera and located a
radiation source; larger drone usedd relay communicationso NervaXXUGV and
extend its mission range

Nexter Robotics
- Adaption of the NervaXXUGVto take the Gamma camera and Gamma detector,
providing more accurate data and imagery from inside theZurte
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ARKTIS Radiation Detectors
- Successful integratioof the TERRIFFIC System inside the MODES mobile detector van
- High sensitivity SIPR Gamma detector developed and testétAV and UGV

2.5.1.3 Benefitsof the Projectt a step-changen first responder efficiency

The TERRIFFIC System consista setof complementary, interconnected and modular
software and hardware components, which represent bothelaevelopment®f innovative
technologiesaswellasenhancements and optimisatios$ existing solutions.

The TERRIFFIC System and its core components are highlg amabilillbe able to be
deployed quickly. The tactatincident management system installed the mobile van will
be initiated whilsten route. The van will aldze equipped with easto setup ground detectors
for immediate deploymenbn-site, as well as having handheld detectors for use once the
initial assessmemf the risks has been completed.

Specialist UAVs, able fly in rain and gustsf up to 90kph, with the A } E snjallest gamma
cameras and new sensors attached, cenoperational within minutes and wible usedto
visualise and identify the location, size and tyfehe source. They will aldme ableto spot
potential victims and communicate visual data about damage@auple needing assistance.

UGVs with sensors and cameras barsentin to obtain further data from closer up. The data
that these sensors provide are ustalcreate a plume modelling forecast, which will give a
more accurate and dynamically updated determinatmithe contaminated area and the
control area. The plume modelling algorithms have been $ipally designed for usen
complicated urban environments and take into account the windather and surrounding
buildings, which will all affect the radiation dispersal.

All of these tools send informatiomo the augmented reality solution and the incident
management software concurrently. This greater knowledge tegsula reduced risk profile
and a higher levedf safety for first responders.

It has never before been possible for a CBRNe incident commémdéberableto accesso
much datain near real-time. The TERRIFFIC System has the poteritale a significant and
genuine impacbn howan RNe incidenis managedy first responders and more importantly
to save lives botbf practitioners and membersf the public.

2.5.1.4 Main Dissemination and Exploitation Achievements

Frost & Sullivan was commissiontedprepare a market analysis repatthe CBRNe market,
as part of the workin Task 7.6t leadingto the completed deliverablé®7.4 Exploitation
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Strategy and Business PlansEntitled Growth Opportunities of Emerging Technologies
Impacting CBRNE Applications - Sensors, Drones, Robotics, andrales Drive
Opportunitiesin the CBRNE Industryhis initiative was jointly funded with ENCIRCLE and the
report has been shared with both} v « } & $arfrers. Whilsit did provide some useful and
informative qualitative data for ust did not include anyn-depth financial insights into the
value and volume potentiah the market for the SME partner§o provide this additionain-
depth analysis would have been financially restrictive antfelt to be a valuable usef
budget.

Threeof the consortium partners havso far signed contracts and are already working
exploit their components jointlyo their existing and prospective customers, both during and
after the project. Very positive discussions are movorgvardin particular with Armasuisse,
which has expressed interest the general project and for certain specific components
drone detector assemblies and the gamma camera. Other partners areratiiscussion
regarding the opportunitieto exploit the %o (E } i R&spits, although they have not yet signed
formal contracts.

The planned Semi-Public Workshop was held virtwallg1®" December with ove#40 CBRNe
practitioners, experts, consortium members and representativ@® other research projects
participating in this one day online event. Consortium partners reportau the current
progressof each elemenof the project and the feedback received after the Workshopdibs
been very positiveSeveral options had previously been explored for a physieating, with
meeting rooms reserveth hotels, but the Covid9 restrictions made this option unfeasible.

A social media communications campaign was run from SeptetobBecemberon both
LinkedIn and Twitter, which received 28,806 views and 17imMp8essions respectively. This
covered the integration and testing week and the buifaito the Semi-Public Workshop. This
campaign disseminated the Results and also raised awareness abd ti } i overfadl work
to a wider CBRNe audiend&’e now have builup a communityof 829 CBRNe professionals
on LinkedInto whomwe will continueto disseminate the work and inform them about the
resultsof the field exercise, Final Trial and the final Public Waofs

Two articles will shortlyoe publishedn the International Firefighter and NCT magazines, both
leading specialist media. A press rele@sbeing distributedto all contactsin the specialist
media during week commencir&® February. The focus both the release and the IFF article
is on the potential benefitsof the TERRIFFIC Systémn critical national infrastructure
operators, agencies and organisations.

2.5.1.5 Contact Information

If you would likeo know more about the TERRIFFIC project, please visirtect website
at www.terriffic.euor contactus by email:
Project Coordinatort Ulisse Gendotti, ARKTIS Radiation Detectors
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gendotti@arktis-detectors.com

Project Communication and Media ContattRob Munro, ARTTI@:rriffic-
arttic@eurtd.com

2.5.2 EUSENSE

Chemical Agents have been usedwarfare against military personnel for almosto
centuries, however, with increased terrorist activityrecent decades, the scomé defence
effort has broadenedo include the more significant threat poséal civilians. Both military
and civil defence require fast and reliable methods for detectigentsat levels that pose a
health risk for accurate assessmauit severity and extenof hazard and efficient usef
countermeasures. Civic defence resourdesaddition, face the threaof industrial incidents
resultingin dangerous contaminatioaf environment.

The consortiumcomposing theEUSENSE project toan developing a novel networkf
sensors capablef detecting a large spectruof chemical agents. The objectivathe project
are primarily:

- To contribute to better situational awareness of the CBRNe fi@aers through the
development of a novel network of chemical sensors, which widvide a
technological solution to relevant gaps presented in the ROCE catalogue of
technologies

- To improve the detection capabilities of the novel network atfemical sensors
through the use of machine learning algorithms to reduce theaiabpf environmental
noise and the application of contaminant dispersion models

- Toshowcase the usabiligf the EUSENSE netwotk CBRNe practitioners orderto
validate the system antb maximize its exploitation potential. The objective also
entails the preparationof training sessions with CBRNe practition@rsrelevant
conditions.

The technical concepqif the projectis basedon three layers. The first - the network layer -
consistsof heterogeneous sensor nodes that combine detecting capabibfiésur different
detectors, including Proengin AP4C (Flame Photometric Detectorgn8&@sGDA-P (Gas
Detector Arrayt Personal) detector (IMS with Electrochemical Cell), AirsebgeSdetector
(IMS with Photon lonisation Detector, and TNO Metal Oxide deteAdditionally, each node
hasan integrated GPS module for node positioning purposessé@ls@nsors are integrated
through the Networkof Sensors Controller and visualisadituational Awareness Tool

The second - computational layers-constructedin compliance with the systerof-system
approach through the usef independent tools:
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- Source Location Estimation Toblruns a dispersion engin® assess location and
strengthofthe Z 1 Esdgurce

- Hazard Prediction Todl performs dispersion calculatian predict the behaviouof
the incident

- Environmental Noise Learning Tobltilizes machine learningp minimize the false
alarm rate.

The final layers the situational awareness layer consistwigthe main user access poitd
the - the Situational Awareness Tool, with the graphictdrface that renders visualisation
and control functionalitiest aswellasintegrated training module.

Figure 7. The four sensors of the EU-SENSE sensor Bodece: EU-SENSE

The projecis currentlyin advanced stagef development. The recent months concluded work
onthe third (and final) generatioof the sensor node. The hardware prototype was also tested
in a measurement session that relied exposing the integrated nodee simulants suclas
Ammonia and TEP (triethyl phosphate). The design and developmemirogressing for the
Hazard Prediction Tool and the Source Location Estimatioh, @savell as Situational
Awareness Tool. The consortium partners are currently workimgn improving the
computational tools and integrating them with the developi@gaphical User Interface (GUI).
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Figure 8. The EU-SENSE Graphic User Interface (inopevent)

Despite the immediate impacbf the pandemic outbrealon the project, there was a
significant impacton progresson the dissemination efforts within the project. The main
affected area was the field measurements necessary for the machinanggorogressn the
Environmental Noise Learning Tool. The planned conferencesablitations, however,
were made possible through the effart their respective organisations, like the International
Society for Optics and Photonics, organisdrSPIE Defence + Commalt8ensing, where ITTI
presented the projectaswell as published extensive papen the systems architecture and
ambition.

If you would liketo know more about theeUSENSE project, please visit the project website
at https://eu-sense.eu/.

2.5.3 COSMIC
2.5.3.1 Objectives and concepif the project COSMIC

Modern customs deal daily with tenthsf thousandsof containers, potentially containing
CBRN threats. They currently open some containers foeoism them, sometimes basing
on the manifest of the cargo and some additional knowledge from the custom
administrations. H2020 Profile projéds currently workingon the automatic analysis and
incorporation of data from different sources, resultingp an improved selectionof the
containgsto inspect.

5 https://www.profile-project.eu/
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But even with this automatic profilingf the cargos there are still several challengeface:
X Manual inspectionof the containers remains very expensiireterms of both of
devoted resources and consumed time

X Smugglers and terrorishay still succeedn hiding their threating contenin the cargo

Hencejt isnecessaryo equip the custom offices with technologigsdetect the threats more
effectively andan inspection mechanism thas much more cost effective than the current
one. Accordingly, COSMIC consortium has rethought fromtcdcithe whole operatiorin
customs and proposes the following procedscontainersin the customsas a three phases
procedure:

X Atany time, the custom operatoanaydecideto take any container directly for manual
inspection;

x Inafirst phase, custom operators will run a first sciegmf each container with low-
cost sensors with average precision and fast response timegtectif there is any
potential threatof the main types (explosive, chemicalaadiological). From this, the
many containers thadlo not trigger any alarm are released with very little cost;

x Ina second phase, containers that triggesgdalarm proceedo a second row (letting
the restof containersto continue its process) anare screened with more accurate
sensorsat the costof being more expensive and taking more titnoeperform their
calculus, butas they are applied onlyo the second row, they will not cause any
significant delayn the processingf the whole processing chaili.the sensor®f the
second phase detect any threat, the container procetedshe third phase for manual
inspection; and

X In a manual inspection phase, the containers dlopenedto physically locate and
isolate the threat, andio further clarify the naturef the threatin the caseof biological
threats.

However, detecting threats from sensors still have theofeihg challenges:
x X-rayis limitedin its capabilities
X Radiation detection resultsf RNthreat materialis matrix dependent
X Shielding / masking seen across the organic-inorganic-metal material spectrum

Additionally, thereis no 100% accurate sensor, especially because the attackerdontieir
bestto hide the threatening materials from them. Thus, sensorsnadly produce detection
probabilities, using probability thresholds for triggey the alarms. Besides collecting the
measures taken from the sensdrseach phase, COSMIC combines those measures with the
manifeststo execute automatically the profiling that was performed manuaylyhe customs
authorities, refining the probability obtained from sems while still using the knowledgs

the customs authorities.

This optimized process requires a graphical toolet customs operators follow the whole
process and assess thekfor each container. COSMIC has develogeddvanced and user-
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friendly graphical tool that allows customs operataoseasily follow the progressf each
container, its measurements, possible threats detected andutaw through the process.

2.5.3.2 Progressipto date

2.5.3.2.1 Data sensing capabilities

Explosives detection

An explosive vapour detector has been developed which includies dapabilityto be
considered bothas primary inspection and secondary inspection system depenoimthe
internal configuration of the system. The proposed detecteties on the DMAMS
(Differential Mobility Analyzert Mass Spectrometer) technologs it canbe seenin the
following picture. Vapours retaineih the filter are insertedn the thermal desorber where
they are liberatel, and subsequently ionized the SESI ionization source. After that, ions are
filtered in the DMADy their electrical mobility and thenn the MSby their molecular mass.

o I e

|

Figure 9 Explosive vapour detector. SOURCE COSMIC

The primary inspection system offers a high throughputacéty (one analysis per minuta)
the expenseof a little reductionin the detection capabilities (detection rated false alarm).
This elevated levelf inspectionis achieved thanki the fast mobility tuningn the DMA.On
the other hand, the secondary inspection system has a kigfly detection rate (0.01 ppgs)
and very low false alarm ratio (<1%Jt the required analysis timis in the orderof some
minutes since a more precise mobility analysigequired, which includes the analysikthe
complete spectra, including potential interferents (moleculeshvgidme molecular mass and
similar electrical mobility).

The next relevant steps are the validatiohthe systenin field tests.

Nuclear and Radiological (NR) detection

For the primary phaséyRdetection relieson an already existing device, the RPM (Radiation
Portal Monitor) and High Energy X-Ray.

For the secondary phase, the X-Ray imagebeifinalysed for High Z objeats High density
alarm, producing alarms inspectég the muon scanner, generating3d matrixof the sensed
densities, which wilbe displayed latem the graphical tool for the users.
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Figure10. RN Detection using muon scanned. SOURCE COSMIC

The pilotof the muon scanner wible in Haifa seaporin 2021. The structuref the muon
scanner piloiis shownin Figure 8. The scannisrbasedon two layersof muon detectors
above the truck andwo detectors layers below the truck.

]

5

Figurell. Pilot RN Detection using muon scanner. SOURCE GOSM
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Chemical and biological detection

DMSMS:For primary phase a sensing unit basedGNPs chemoresistors sensor ansy
developedto provide initial alarm. The headspace taken from samplebeilhtroducedto
the array and data classification basadlpattern recognition will allow alexn potential
chemical\biological threatFor secondary same system Wi used together with specific
calibration curve that wilbe doneto evaluate specific chemicals. Concept operatson
illustratedin figure below.

Figurel2. Nanose illustrative chemical and biological detemti concept, (a)(b) selected sensor response in
lab to Diethyl malonate, Soman simulant, Source COSMI
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On the other hand, the propose@®MAMS instrument for explosive detection has been
appliedto the caseof bacteria and chemical agents. The same vapour detection proe@du
in the caseof explosives has been applied, however the bacteria detectaes chot relyon
the identificationof an unique substanceyut in the detectionof a specific pattermf volatile
compoundsn very specific concentratioregsit canbe seenin the following figure where two
typesof bacteria have been unequivocally identified

Figurel3. DMA-MS applied for bacteria detection: Source COSMI

Improved DMA: COSMIC projeat, collaboration with Yale University, has providad
improvedDMA labelled provisionallgs *W @& | he project has addressed some issues
from previous versions and implemented solutions, improvithg resolution of the
instrument achieving a resolutioof 4,37% (22,9) using the Israeli Acute Paralysis Virus (25
nm) as the following figure represents. This improved resolatioomparedto typical
instrumentation (GEMMA) also allowed the study different techniquesof sample
preparation.An iteration proces®f 3 stepf dialization provided the maximum reduction
background signal.
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Figurel4. Detection of the Acute Israeli paralysis virus withaéhincreased resolution and 3 step iteration of
dialysis. SOURCE COSMIC

The consortium has developedrew versionof the instrument with improved resolution
(=50, which improves the abilityf the instrumentto discern a virus from anothef similar
size) and size range increasguito 400 nm.t is capableto analyse the SARS-CoV-2 (100nm),
allowingto further improve the current sample preparation techniquiegeto its unparalleled
resolution and also can aets a standalone detector capablef precisely discerning the
presenceof the virus particles.

PDA detection BGU (Ben-Gurion University) focussed the developmentof PDA

configurations capableof detection of biological targets (bacteriain varied settings,

examination re. detection thresholds and required detection tim@ptimizationof sensing

parameters and improving the integrated polymer/PDA platformsamds achieving higher
performance ledo constructionof PDA prototypes.

By addingan amphiphilic dendrimer W300@® TRCDAwe have a systenin hand thatis
sensitive towards bacterial growth over timéle found that the optimal sensor fatetecting
the two bacterial strains studied was obtainbg mixing 5:1 weight ratiosf dendrimer and
TRCDA. The solution was spin coateddrop casted onto a Perspex disc, dried dud
irradiatedat 254 nm for 1 minto obtain the blue phase (polymeris&), which has a shelf-
life of at least 2 months, when placed a well-plate with a lid. Bacterat 2x dilution (OD 1
after overnight culture), when addet the system, cabe detected after 2 h and 6 h fd.
coli and B. subtilisrespectively. The colour change from blgered is visible and carbe
guantified withUV-Vis spectroscopy.

For the remainderof the project BGU will carry out analysek sensor specificationm
laboratory settings/ field trial simulations the lab with different bacteriatrains, creating a
database comprising targets studied and concentration leveleaeti
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Figurel5. BGU PDA bacteria detection SOURCE COSMIC

2.5.3.2.2 Data fusion for combined sensor-profiling detection

Additionallyto the physicakensors providedn the system, the project has developed the
ability to provide logical sensors, which are software elementsiwbhombine the information
of physical sensors, either with each otlwewith other source®f information,to produce a
result that takes into account more information than the oangedin a single sensor. More
specifically, COSMi€ableto combine the data from the sensors with the informatiand
the manifest and the experienas the systemnto refine the data from the physical sensors,
resultingin refined detection.

For achieving this, COSMIC provides a neural network that cestiie probability produced
by each typeof sensor with its nature and some specific fiebdishe manifest, resultingn a
refined probabilityof detection.
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Figurel6. ATOS data fusion of sensor and manifest data SCEIROSMIC

2.5.3.2.3 Graphical tool for the users

COSMIC provides a graphical tool that alltaveasily perform the following operations:
x Access the summanf the manifestof each cargo for evaluating the riskeach container
x Graphically access the progresfseach containein the system and the alarms produced
them including:
o Current stage that the containés passing through
o Icons that graphically depict the status for each kifithreat
o Detailof all measurements taken for each container
X Manually inputin the system the data for those sensors tlate to their low-cost conception
are not meantto send their data electronicaltp the system
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Figurel7. Screenshots of the COSMIC graphical tool (SOURCE CPSMI

2.5.3.3 Benefits for the practitioners

Now practitioners can open those containers that triggeralarm from the sensors jointly
with their profile and devote their scarce resources tggact only the most dangerous
containers, resultingn an improvementin the smooth continuityof the releaseof containers
from the customs.As suspect containers page different phases, letting the custonts
continue the processingf the vastmajority of containers, the new procedure should
significantly contributeto avoid the congestiorof the customs operation resulting from
opening many suspicious containers.

2.5.3.4 Exploitation

Exploitation plans from the project and especially frora frartnersare constrained and for
that reason cannobe published. However, some things che revealed because they are
public, such as:
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X Industry partners have already contacted specific customnessi linesto start
marketing and promotion activities, resultingn contacts with several customs
administrationsn the European Union

X Active attendancéo networking events, sudiis SRBr info-daygo prospect potential
stakeholders.

X Active collaboration with the ENCIRCLE projecgain visibility both among the
reseach community and the potential customers.

X Inclusionin several solution databases related with CBRN deteditioicustoms,
including:

0 ENCIRCLE Catalogi€eBRNE solutionit{p://encircle-cbrn.eu/catalogue)
0 PENCEPcatalogueof customs solutionshftps://www.pen-cp.net))

If you would likeco know more about the COSMIC project, please visit thgeptavebsiteat
https://www.cosmic-cbrne.ew/

2.5.4 EURADION

The EURADION projeds a joint operationof 8 European institutions with varied fields$
operation ranging from research facilities, through academigiestto governmental bodies.
The memberf the consortium ardocusedon developing a novel system for CBRN threat
detection and elimination thais set outto significantly improve the capabilities and safety
the first responders and emergency response teams.

The development process reaps the benebfsnot only a wide rangef experience and
knowledgeof the consortium members, but also from a close cooperatvith potential end-

users voicing their needs and suggestions during multiptekshops and consultation
sessions throughout the duraticof the projectto ensurean impactful finished product with
a real application.

The projectis focusedon designing and developing a fully operational system foecksin
and identificationof RN materials with the added valuef improved situational awareness
and safetyof the on-site personnel and dispatch tean#s.the conceptual stage, the members
of the project consortium have established the followinghdLevel Objectivet® serveasa
reference point for the work carried out under the project:

High-level objective T To cover selected capability gap$ European first responders and
CBRNe practitioners indicated ENCIRCLE catalogue and IFAFRI byudgvelopmentof
relevant technologies,

High-level objective 2- To enhance situational awarenessf first responders/CBRNe
practitioners during preparedness and response missions,

High-level objective 3 Toboost European CBRNe market innovativeness and support its
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competitiveness,

High-level objective 4 Toshowcase the operation®lURADION solutioto first responders,
CBRNe practitioners and European stakeholderslevant conditions.

In orderto achieve that, theeURADION consortiuiis focusing its effort®n providing both
hardware and software solutions tailoretb preparedness and response action$

practitionersin the RNdomain.

The main componentsf the systemin termsof hardware areasfollows:

a) Sensor Integration Uni{SIU)t A modular device supporting wireless connection and
comprising 3 sensors (Geiger counter, Cadmium Zinc Tell(@d& detector, gas
sensor) allowing the Sitd identify the agent and the radiation dose rate. Each imit
adaptedto both stationary and mobile (person-womr mounted on unmanned
ground vehicles called UGVs) operation, which allawsreate a tight-knit netwik
ableto monitor any given area thoroughly and reliabs a resultof a consultation
with the potential-end users, each unit wile poweredby a non-proprietary, easily
replaceable power source, which cbereplaced with off-the-shelf batteries.

b) UGV Swarmt A novel solutionn termsof situational awarenesm a formof three
unmanned ground vehiclesf which lis controlled remotelyby a qualified operator
and 2 are moving autonomousiy relation to the remotely controlled one and
constantly adjustig their movementin orderto scan a larger areia a much shorter
time. Each UGV wille equipped withan SIU and a navigation unit with a positioning
module, which would allow for unmanned probireg the environment, whichis
especially useful when thetig a suspiciorof high radiation dose rateis the areaof
interest (AOIl)/ incident zone.

¢) Navigation Unitt A tracking module tha basedon both inertial and GNSS sensors
developedto allow for determining precise location and navigatioihthe on-site
personnel andEURADION assets. A tool that will significantly increase ridal
capabilitiesof dispatch teams and operators directly translatiogmproved efficiency
and safetyof the operation.

In termsof software, the main components are:

a) Unified DataModel t Developedn the solutions from th&eUSENSE projett order
to provide interoperability and scalabilitgf the network system. The proposed
standardis basedon XML files allowing for network configuration flexibilayd is
necessary fothe initial setupof the entire network.

b) Tactical Commandool (TCT) The highest layesf the system servingsan intuitive
user interface and integrating data from measurement and compontai
components.t will display amap displayof the areaof interest with georeferenced
information of the system components, estimated hazard and source areas, offer
meansof commandingpf the system elements along with a displafytheir technical
status.

c) Dispersion Modelling t A novel technological solution able handle complex
geometry along with particle-inherent properties (density, sphtlimensions, static
forces)in orderto perform deposition simulations beyond standard modeltiogis. It
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will allow for improved source estimatidyy applicationof adjoint dispersion models
and the methodof regularisation, with adaptatioaf parameter selection methods not
yet usedin these typesof applications, e.g. Unbiased Predictive Risk Estimation,
Generalised Cross-Validation and Discrepancy Principle.

The succesaf developmentof the abovementioned solutions will directly translate a
significant improvemenin termsof not only effective and time-efficient operatiaf dispatch
teams and emergency management bodiest more importantly,it will resultin providing
much safer working conditions for the first respondersl an-site personnel.
Implementationof the EU Z  / K Eresults will allow for a more thorough monitorid the
areaof interest. The processf detection and identificatiomf dangerous CBRN materials will
be performed with the usef the following sensors:

Figurel8. Detection and Identification - SOURCE EU-RADION

a) Stationary.

- Cadmium Zinc Telluride and gas sensors suppdoyelGeiger counter
Implemented positioning module
Non-proprietary battery or AC power supply (dependingon available
infrastructure)
Wireless communication (processed data are displagede TCT)
b) Person-worn

- Cadmium Zinc Telluride and gas sensors suppdoyel Geiger counter

- Implemented positioning module

- Non-proprietary battery

- Dedicated User Interface and display

- Wireless communication (processed data are displagede TCT)

- Generates alerts when close detected hazards (basexh threatmapin TCT)
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- Mobile collectionof data
¢) UGV-mounted
- Cadmium Zinc Telluride and gas sensors suppdoyed Geiger counter
- Implemented positioning module
- Non-proprietary battery
- Wireless communication (processed data are displagede TCT)
- Mobile collectionof data

Using a combinationf the abovementioned sensors will allde paint a full pictureof the
areaof interest and, with the usef the Dispersion Modelling software developedthe
project, determine the exact areaf the threataswellasits source and type. Moreover, this
three-way approach provides more safdtythe on-site personnel eitheby alarming them
directly of the proximityof the threat (alertson the person-worn sensorgy by keeping them
away from the threaby sending the UGV swarta monitor the area instead.

With a unique combinatiof multiple detection technologies, various sensor applications
and novel software, theEURADION systerns bound to revolutionise the CBRN threat
detection market and significantly improve the safety and efficyenf the emergency
operators.

2.5.5 SERSING

Despite sustained efforts over the past decamlemore, there has yeto be developed
effective instrumentation for detecting and guiding responsesCBRN threatén public
spaces. The SERSING (Exploiting Surface Enhanced Raman Spectrds8ppy{Skivanced
Algorithms for Guiding Responsde Potential Chemical Threats) project entails the
developmentof novel handheldr robot-mounted instrumentation for near-real-timar on-
demand detection/identificatiorof chemical threats coupled with advanced algorithimsid
responders and incident commandenshazard assessment and decision-making. The SERSing
conceptis illustrated below. The handheld Raman spectromateequipped with surface
enhanced Raman spectroscopy (SERS) add-ons that enable detdatisemical threatsn
gas and/or liquid phase. A more complex sample pre-treatment gdeahtification of
hazardous substances can albe performed on-site using e.g. disposable centrifugal
microfluidic disc add-ons. The Raman-SERS devices can @lbtbstmountedon a robot for
remote sampling and detection. The measurement results are teportedto an incident
commander and displayeah a threat map.
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Figurel9. SERSING Concept: SOURCE SERSING

The SERSIng project involves a tedifiour leading European academic groupsy high-tech
companies (SME) with demonstrated expertiseadvanced sensing and lal-chip (LoC)
technologies,as well as two stakeholders (end users) responsible for CBRN and civil
protection.

The vision and the overall gaafl the project encompass a novel claggobust, lightweight,
miniaturized, simplg¢o use and cost-effectivé %o apdP%. 0 ngcrofluidic surface enhanced
Raman spectroscopy (SERS) platforms, which upon interrogagiam adapted handheld
Raman spectrometer are alle provide a timely comprehensive pictuoé chemical hazards
at the incident scen¢o improve real time situation awareness and decision-making @&igur
1). Gas and liquid samples are collected and delivdmedhe microfluidic platformson
demandor by a triggering signal; SERS analggierformed and chemicals identified rapidly;
and results are fed into a remote monitoring station equedpwith fusion algorithms that
provides options for response/actioif, necessaryWe have coined the term™ " Z"]JwoP _
represent this new SERS based appro&hding Evaluating,Responding Securing).

The main objectivef the SERSIing projeistto develop and validate® } v(] ofor relevant
chemical threats, i.e. chemical warfare agents (CWAs) and talistrial chemicals (TICs).
The Raman-SERS Kit dlcomprisedof ultrasensitive SERS LoCs configaeeadyto use
N -}ve for gas and liquid sampling and detection and a customized Ramsgmment
equipped with @o-location and communication technologies for the rapid soreg of the
incident scene. The Raman-SERsikitonceivedto overcome the common operational
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limitations of first responders, compatible with Personnel Protectivaiipopent PPEand
respirators, easyo use and maintain with low cosif consumables. Thus, SERSing gives
responseto someof the existing capability gaps and specific needs alreadytifeiehby
ENCIRCEEEuropean CBRN Innovation for the Market Cluster projefunded by the
Europeanh v ] } vHerizon 2020 work program under grant agreement No. 740dific SEC-
05-2016-CBRN cluster: Patand IFAFR(International Forunto Advance First Responder
Innovation)in the domainof chemical threats.

The 2017EU CBRN Action Plarte enhance preparedness against CBRN security risks
(COM(2017) 610) and support the protectiohpublic spaces (COM(2017) 612) emphasizes
the needto strengthen Chemical Security with a foarspreparing for, and responding
chemical incidents and terrorism attacks. The tactical importancdees from shorter
response times, shortesn-site assessment times, and faster recovery and restoration times.
Research and innovatias essentiato keepingup with evolving security needs.

Accordingto the Internatioral Forumto Advance First Responder Innovation (IFAFRI), first
responders need technologically advanced tools and equipment d@nataffordable and
innovativeto rapidly identify, detect and analyse threats and hazards. Teekdgionsmay
also include subsequent softwa@ devices enabledo display data and analysan an
intuitive user interface.In orderto improve responder safety, efficiency and effectiveness,
responders need the abilityo i) rapidly identify hazardous agents and contaminants; ii)
understand pertinent information regarding protective actsmr treatments for these threats

to improve response situational awarenegdncident scenes and decision-making.

The commonly used cumbersome chemical detectors are mostly s mobility/mass
spectrometry techniques and their acquisition prices start fr@m000$ excluding data
libraries. More specific detection baset immunoassay techniques does not cover the full
spectraof evolving chemical threats. Miniaturized sensors are gainingnportance but
efforts on multi-sensor integration and analyses are still requitedprovide with reliable
measurements.

The successful project yields a rugged, dasyse, handheld Raman-SERS kit that loan
operated by first responders wearing personal protective equipment, umied on a
robot/drone, or emplacedat a networkof fixed locations. The instrument(s) can provide fast,
trace-level detection and unequivocal identificatioha wide rangef chemical threatsn air

or liguid media encounteredin real-world environments. The geo-located data are
transmitted to a smart,on-line platform for rapid processing, and the informatiderived
from the datais immediately accessiblo authorized personnel for decision-making and
response actions/alest The pre-operational validatioof the prototypesby meanson field
exercisess also addressetb provide input for the iterative and continuous upgragbf the
SERSIng technologies. Commercializasdacilitatedby involvementof SMEs and end-users
throughout the development, implementation and outreach phaséthe project.

6 ENCIRCLE project (cotXQGHG E\ WKH (XURSHDQ 8QL RN PRUQGRIQY JU DARN ND,Bogit HFOHR W 1R
2016CBRN cluster: Part apccessed on June’19: https://www.encircle.eu/

"7KH ,QWHUQDWLRQDO JRUXP WROGRYDWERQLBDWDEHOERQGBS QR'SMLY 'LEHEWHFPEHWLY 6)
Accessed on June’19: https://www.dhs.gov/publicdsisrg-international-forum-capability-gap-3-deep-dive-aneys/nopsis.

5-4 ENCIRCLE Impact 45

This documenis produced under thECGrant Agreemenilo 740450 It is the propertyof the ENCIRCLE consortiama
shall notbe modifiedor used without the formal approvaf the ENCIRCLE Project Coordinator.
Unrestricted PUBLIC AccesEU project




Horizon 2020 SE@5-DRS-2016 ENCIRCLE

Project Updatev March 2021 (Month 9)

The SERSing consortium met virtualySeptember 9 to officially kick-off the projectThey
focused initial effortson finalizing important ethics documentation and establishing a
thorough data management plan. A project website and socialiamaccounts have been set
up for external project communicatioto stakeholders and the public.

WP 1: Operational reviewin chemical threats DIM, SERS technology verification & pafof
concept demonstrations (FOI)

FOI and SJUCHBO are worlangletailing the overarching requirements the device and
creating scenario-driven reporte drive developmen FOI has heloh-person meetings with
End User groupsas well as EU project RADIONto elicit feedbackon the design and
implementationof their end-product. They strongly emphasized that the fpralduct must
be very easyto use. At the sceneof incident, the operators often wearing protection
equipment, cloths and gloves, and they are (almost) always workiagr time pressurelt
canbe difficult to handle small objects and complicated instrumenrits.highlight this issue
they suggested &} v button ]v e« S (E p Uthasof course alsas very robust and reliable).
Though they understand is very difficultto realize a one button instrument. Howevérjs
important for the SERSing consortiumkeep thisin mind during the projecin the striveto
develop useful sensor devices aimed for the end usersit ireustbe easyto-use. Field tests
are plannedn CA/DoW for April-June 2023 and Sep-Dec 2023.

WP2: Plasmonic substrates for SERS detection (UNIZAR)

The objectiveof WP2is to develop outperforming SERS substrates fgfv(] o Raman
detection of chemical warfare agents and toxic industrial compounds.i®dat efforts are
devotedto improve limitof detection, signal uniformity and response time when dealwity
chemical threatsn gas phase. A new PhD student (MSc. Kissia Batista) has joingabtipe

on Feb 21o workin this WP. Regular meetings between Unizar-UVigo, and Unizar-Ug\went
SIL are being held.

Unizar is synthesizing and characterizing different plasmonic nanogegi and their
deposition onto solid supports. The strategy considtshe combinationof adsorptive and
molecular sieving propertieof porous materials and plasmonic metais a single
nanoparticle. This will resulin an increaseof selectivity and sensitivity. The detection
capabilitiesof the fabricated SERS substraiesur lab andy Silmeco and UTwente are been
characterized usings probe moleculeDMMP (dimethyl methylphosphonate) and CERS
chloroethyl sulphide), simulantsf gas sarin and mustard, respectively.

Onthe other hand, numerical simulations basmuthe Finite-Difference Time-Domain (FDTD)
method have been conductedf the SERS responsé microsize pyramids fabricateboly
UTwente and optically characterized INMA. We found that structures with around one
micron size are better for SERS applications. First catmsab figure out the optimal
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configuration (pyramid size, pitch, metal thickness...) Has®en done, which show interesting
benefitsin the SERS enhancement process from both |l@thiasmonic resonances and
surface plasmonic resonances.

During these months, UVigo has been workimghe synthesiof plasmonic nanoparticles
mainly AuAgor core-shell Au@Ag with tailored optical properties for thbricationof high
efficient sensig platforms. Thuswe have developed a novel green stratetgy obtain Au
nanostars (very efficient for SERS). Besides, employing a strafggyyed previoushby our
group we have prepared core-siieAu@Ag nanorods coated within a ZIF-8 shell (sieving
properties)to text their sensing capabilities. Experiments perfanriquid phaseaswellasin

gas phase (performetty UNIZAR) have demonstrated their good performance for SERS
detection of DMMP (dimethyl methylphosphonate) and CEEZchloroethyl sulphide),
simulantsof gas sarin and mustard, respectively.

Moreover, we have performed computational calculations (semiempirical and DFT)
calculationsto investigate different aspectsf the DMMP diffusion and trapping inside the
ZIF-8 celds well as the typeof interactions occurring betweeDMMP and metal surfacet

will be crucialto understand the trapping effeaf ZIF-8aswellasto analyse the SERS signals
obtained.

SIL has been further developing surface-enhanced Raman scatte#RS)Ssubstrate
nanofabrication procedures. The focus high-performanceAu or Ag coated silicon (Si)
nanopillar SERS substrates that could potentlalynass producedt low cost. The goasto
address common SERS substrate performance reproducibiligsissu improve shelve life.
The current strategy involves focusing producing SERS substratas 0 Siwafers, which
would lower the substrate fabrication costs. The apptoaouldbe further extendedo 6 Si
wafers. At this point, the results show thad Siwafers yield a usable SERS-active afea
approximately75cn?. The next stefsto reduce the SERS signal intensity variation across the
wafer and reduce the background signal, whislmportant for reliable detectiorof target
moleculesat extremely low concentrations.

WP 3: Microfluidic SERS units for DIbf chemical threatsn gasand liquids (DTU)

Basedon the input from WP1, DTi$ looking into different approaches when designing and
fabricating microfluidic SERS modules. The End-user feedbdektedby FOI outlines the
need for easeof use, simplicity and automation. DTU currently verifying the
electrochemically assisted SERS-based detecfitarget molecule# liquids t a method that

is simple, couldbe automated and miniaturized for integration with hand-held Raman
spectrometers providedby Serstech ABBy applying a potential (approx. -0.40.4V)on gold

or silver coated silicon nanopillar SERS substrates, target megecarbe attracted towards
the metal film, and the SERS signal intensity significanthgases. Electrochemically assisted
SERS detectidaa viable pathway thatve continueto explore.
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WPA4: Artificial intelligence for DIMof chemical threats (DTU)

ThisWPinvolves close collaboration between DTU Compute and &dr#AB. Currently, the
effort is focusedon programming languages and typalscommunication. DTU Compute has
assigned a PhD student (Botbi)work on the WP who s investigating data analysis options,
theoretical considerations and requirements within theld. A plan for information sharing
and training with the SERSTEGIRaman instrument has been created. Decision®glation

to handsen training at SERSTEQ#8I pending dueto travel restrictions. Discussions and
information sharingon algorithms has been initiated. Regular meetings are being held
between SERSTECH and DTU.

WP5: SERSIng detection tools for first responders (SERSTECH)
A plan for assigning internal resources has been made.

WPG6: Project Management & Dissemination (SILMECO)
In additionto the project kick-off meeting, the SERSing consortium mgearterly via
teleconferenceo connect and discuss project progress.

Information about the SERSIing project and updateshesiound at sersing.euFollowuson
twitter for the latest newsi@SERSing _H2020

The projectis coordinatedby Dr. Tomas RindzeviciaéSilmeco Ap3n collaboration with 8
partners across Spain, The Netherlands, Denmark, Sweden, anddble Republic. Partners
include: Technical Universiof Denmark, Universitgf Zaragoza, Universitf Vigo,
Universityof Twente, Serstech AB, Swedish Defence Research Agency (FOI), Tre Nation
Institute for Nuclear, Chemical and Biological Protectiod (3{BO).

2.5.6 Other Projects and Initiatives

Physical collaborative efforts with other projects and atities has been disrupted over the
last period dueto the COVID crisis, but the following table highligbtene of the virtual
activities

Project Progress

CcouU Supported workshops and meetings for the development of the
new COU including the COU in September 2020 and the DRS
scoping meeting November 2020

eNOTICE Market analysis questionnaires

FIREN Market analysis questionnaires and standards initiatives, and F
IN virtual meeting June 2020
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EXCERTER Virtual meeting November 2020

NO-FEAR Market analysis questionnaires and standards initiativ
collaboration with Stair4Security

EU HYBNET Project cooperation meeting May 2020

IFAFRI Attendance of IFAFRI meeting June 2020

ILEA-NET Innovation meetings November 2020

Network of | Market analysis questionnaires, virtual updates of ENCIRCLiRea

practitioners Part B projects. ENCIRCLE webinar on the dynamic catalogy
2020

STAIR4SECURITY | Virtual meetings on the Stair4security platform, and staadar

STRATEGY Strategy workshop Nov 2020

Figure20. Collaborative projects list

2.5.7 Listof ENCIRCLE Resources

Resources Include:

Public deliverables

Resource Description Location
Part B 2019 Call Topics ENCIRCLE Project CORDIS
D4.1 ENCIRCLE Cluster Discussion{ ENCIRCLE Project CORDIS
D4.2 ENCIRCLE Cluster Discussion{ ENCIRCLE Project CORDIS
D4.3 ENCIRCLE Cluster Discussion{ ENCIRCLE Project CORDIS
D4.4 ENCIRCLE Cluster Discussionj ENCIRCLE Project CORDIS
D5.1 ENCIRCLE Cluster Impact Y1 | ENCIRCLE Project CORDIS
D5.2 ENCIRCLE Cluster Impact Y2 | ENCIRCLE Project CORDIS
D5.3 ENCIRCLE Cluster Impact Y3 | ENCIRCLE Project CORDIS

ENCIRCLE Cluster Catalogue | ENCIRCLE Project CORDIS
ENCIRCLE Cluster Catalogue | ENCIRCLE Project CORDIS
ENCIRCLE Cluster Catalogue { ENCIRCLE Project CORDIS
ENCIRCLE Cluster Catalogue { ENCIRCLE Project CORDIS
ENCIRCLE Cluster Catalogue { ENCIRCLE Project CORDIS

Part B 2017 Call Topics ENCIRCLE Project CORDIS
Part B 2018 Call Topics ENCIRCLE Project CORDIS
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Part B 2019 Call Topics

ENCIRCLE Project CORDIS

Newsletters and Magazines

Resource Description Location
Magazines ENCIRCLE Issue 1, 2, 3, 4 ENCIRCLE Website
Newsletter ENCIRCLE Newsletter 1,2,3 | ENCIRCLE Website

Information available in the ENCIRCLE Catalogietworks and Groups Forum

Resource

Description

Location

Business Maturity
Model Template

Template for business modellin

ENCIRCLE Resources Folder

Market Analysis | Market analysis reports and ENCIRCLE Resources Folder
surveys

ENCIRCLE ENCIRCLE Discussions report{ ENCIRCLE Resources Folder

Discussion

Toolkit Draft toolkit to support SME led ENCIRCLE Resources Folder

projects

2020 Needs and

Consolidated Unclassified CBR

ENCIRCLE Resources Folder

Gaps List Needs and Gaps - draft
Human Factors | Summary of the Human Factor] ENCIRCLE Resources Folder
Analysis and guestionnaire Analysis and
Reports individual reports, including

COVID
Integration Integration guidelines report ENCIRCLE Resources Folder
Standards CBRN consolidated standards | ENCIRCLE Resources Folder

worksheet

Figure2l. Encircle resources

2.6 PLANNED ACTIVITIER021

Planned activitiesn 2021 include

Event

Activity Type

When/Where

DRS COU on CBRN

Virtual Meeting or workshoy

May 19" 2021

iProcureNet workshop

Virtual

March 9" 2021
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Stair4Security workshop | Virtual May 2021
Project Completes September 2021
New Cluster September 2021

2.7 ENCIRCLE SUSTAINABILITY

The following text summarises the latest discussions aonddhtsin the area which are still
under development and reflects feedback receivediate:

2.7.1 ENCIRCLE Website

The ENCIRCLE website, which also providegdild\NCIRCLE Dynamic Catalogue,bwill
maintained in its current formby WAT for a perioaf at leasttwo years after the project
completesat the endof August 2021. Before the emd the ENCIRCLE project website bell
updated with the information regarding ENCIRCLE results amhievements and other
information including updatesn new projects and other R&D activitisBCBRNe field.

2.7.2 ENCIRCLE Catalogue

The ENCIRCLE catalogueheithaintainedn its current formby UNS for a periodf two years
after the project completeat the endof August 2021. Before the emdthe ENCIRCLE project
the intentionisto getin place a new neutral management boandplaceby August 2021.

The Networks and Forum facilityENCIRCLE vin#é closedat the endof the ENCIRCLE project,
and the ENCIRCLE resourcesbhegippublished and availablen CORDIBy project end.

2.7.3 Innovation Watch

The Innovation Watch wille maintainedin its current formby EUVRI and wilbe supported
until March31, 2023.

2.7.4 DRS04 Part B Project Support

Aspartof the supportof the DRS04 projects, for when the ENCIRCLE project firgstueskit
is being preparedf the ENCIRCLE resourtessupport these projects. This toolkit wile
availablein the Network and forum resources folder whilst the prajecactive, and movéo
CORIBwhen the project completes.
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2.7.5 ENCIRCLE Cluster

A number of options are being explored concerning the soatality of the cluster. These
include the potential progression of ENCIRCLE into a iBRNE thematic working group as
part of the future Community of European Research and Innondtr Security (CERIS).

As part of this activity the following process is insgiby discussions with DG HOME on how

a practical implementation of a Capability Based Approach infitdé of security and in

support to security research planning could look likee Técently published EU action plan

on synergies between civil, defence and space industdes® specifies a capability driven
%% E} Z (}E + PE]ISC » d/KE iWiU GZE Bwu]ev]}nesdiido %o

proposal to strengthen the forward-looking and early idéaodtion of needs and solutions in

the field of internal security and law enforcement by fosteroapability-driven approaches

across security sectors, building on best practices from thge v VvV *%o e S}E-_

It should be noted that the following approach does notleet any actual or planned
implementation, but is just a conceptual model that coudave as a reference for a potential
future workflow that could be supported by CERIS. Thieviing diagram from DG HOME
illustrates a high level capability based research cycle pramedghe subsequent sections
described how the ENCIRCLE Cluster could evolve to pravidi@uation of the existing
capabilities. This will be further refined during the iper to August 2021 including
consideration of how pop up threats/fast track innovatistsould be included.

8 https://ec.europa.eu/info/sites/info/files/action_plan synergies_design_v9_en.pdf
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Figure22. Capability Planning Model (SOURCE DG HOME)

The three individual process steps (Identify Needs, AS3ptiens, Implement Solutions) are
illustrated further with a high-level descriptiaf the activity and the process steps

2.7.5.1 ldentify Needs

T This process step takes into account policy priorities, theduture threat landscape
and conducts a capability assessmeat define capability gaps and a capability
development plan.

T Aspartof the capability assessment there are a numbgconstraints that are taken
into account. These include whether the solution assegs#te Assess Options stage
has resultedn a solution thais not value for money, and the resultéthe operational
reviewsof deployed capability.

T Aspartof the capability plan developmeiais well asthe capability gaps be closed,
and additional input concerns whether thereeaany European sovereign capability
needs and constraints for the developmeftsuch capability.
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Figure23. Identification of Needs

Policy
Priorities

Scenarios

Future
Threats

Capability
Goals

Capability
Assessment

Capability
Gaps

Sovereign
capability

needs and
constraints

Policy priorities for CBRN sucl
asthe CBRN Action plan

Scenario®f the typesof tasks
expectedto be undertaken

Anupto date assessmenof
the future threat landscape

Whatare the capability goals
to meet the policy priorities
and scenarios

Anassessmenf the
capability goalso be
addressed against the future
threat landscape and current
operational capabilities that
have been deployed

Identificationof capability gaps
that needto be addressed

A consideratioron whether
there needgo be anyEU
Sovereign capability
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Input: Policy requirements
Output: Any policy priorities against time

Input: Real time/generic scenarios, policy
priorities Output: Prioritised scenarios

Input: Threat Intelligence
Output: Rated Threats against time

Input: Scenarios, Policy priorities
Output: Prioritised capability goals

Inputs, Capability goals, Future threats,
whether solutionsare value for money and
the resultsof the operational vievof
deployed solutions.

Output: Capability Assessment

Inputs: Resultsf capability assessment
Outputs: Gaps thateedto be met over time

Input: Capability Assessment
Output: EUsovereign capability constraints
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constraints for developmendr

acquisition
Capability The generatiorof a capability  Input: Capability gaps and sovereign
Development development plan against time capability constraints
Plan Output: Capability Development Plan

2.7.5.2 Assess Options

The assess options process stage includes a state-arth@ssessment and prioritisation
process and thean assessmendn whether the solutions affordable.
X The Stateof the Art assessment takesits inputs:

0 The capability plan from the Assess Needs process
0 The outputsof the innovation watch activity

0 The outputsof other mission area®r domains whichmay have sovereignty
constraintson technology deployment, operation and maintenance

X The outputof the process stefs
0 A prioritised lisof potential solutions and requiremenis termsof
o Criticality
o Urgency
0 Maturity
o0 Resources
0 And Sovereign constraints

o A value for money assessmeasthen conducted whicif successful will then enter
the implementation stage
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Figure24. Assess Options
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Input:
Output: Up to date catalogueof potential
solutions (Technological and Non-technologice

Input: Constraints from other domains an
directorates

Output: Relevant constraint®n cross-cutting
technologies and process solutions,

Input: Capability plan, constrains from othe
directorates and domains and potential solutiol
Output: A prioritised lisbf potential solutiondn

terms of: Criticality, Urgency, Maturity
Resources and Sovereign constraints
Output: The priority list
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Is Sdution Conducting a value fol Input: Prioritised list

value for money assessment, if Output: Yesor no decisionto implement the
money successful then solutior solution with a number of options and
can enter the constraints, or go back to the capability

implementation stage anc assessment
capability plans updated,

if not backio the capability

assessment

2.7.5.3 Implement Solutions

This process step takes the outputs from the Assess Gpsitage and assesses whether.

T the identified solutions arén the market.

T couldbe developed from state{-the-art innovations.

T orwhether a new research and innovation projectequired.
Dependingon the answerdo these questions the development and integration processs
initiated, and then acquisition and deployment.
As a final stepan operational reviews conductedon the deployed solution which provides
feedback back into the Needs process.

Figure25. Implement solutions.
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Is the identified
solution available
in the market

Is the identified
solution an
innovation >TRL6

Is the identified
solution an R&l
solution

Research and
Innovation Process

Success

Development and
integration
process

Aaqquisition
process

Deployment
process

Operational
Review

A checko seeif the solution
is availablaen the market

A checkto seeif a solution
has a maturity greater thar
TRL6

A checkto seeif Research
and Innovatioris required

The research and innovatio
process to mature the
solution or a maturity level
of TRL7Ths should undergo
stage gate review® ensure
the developmenis viable

A checkso seeif the project
has met the needs

Maturationto TRL 9

Acquire the solution

The solution is fully
deployed, including suppor
and training

Assessmenbn whether the
deployed solution met the
need

2.7.5.4 ENCIRCLE Cluster evolution

ENCIRCLE

Input: Options and constraints

Output: Yes acquire, No check whether
solution can be developed with SOZ
technology

Input: No solution availablen the market
Output: If Ygo forward with development
and integrationjf No solution required R&I

Input: aNo from no solutionin marketor
innovation available

Output: Yt enter research and innovatiol
process,

Input: Capability needs and requiremen
including policy, standards and integratic
and interoperability requirements anc
constraints.

Output: Result®f R&I projecat TRL 7

Input: Outputof Research and Innovatio
process

Output: Yes proceedo develop, No t
Assess options

Input: TRL6 solution Output: TRL 9 solulti

Input: TRLY solution, Output, Solutic
acquired

Input: acquired Solution, Output, capabilit
deployed

Input: Operational feedback, Output
Assessmenton whether the deployed
solution met the need

The final diagram summarises how the ENCIRCLE Clusteecolvieto support a capabtly
planning process and support a new versmithe Communityof Usersby evolving the
capabilities intawo working groups.
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Figure26. CBRN Thematic working Group
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3 ENCIRCLE IMPACT

The following table summarises the impadtthe ENCIRCLE projéotdateto shorten the

time to market for novel CBRN technologies and innovations againgirtect objectives.

Impact Status

a | Provide an early The needs and gaps from the EDEN project K
identification of needs anc been updated and relationships are in place with {
markets for new innovations practitioner networks. These needs and gaps h

been prioritised for the DRS calls in collaborat
with the practitioner and technological communitig
and DG HOME. The ENCIRCLE market surveys
provide an early indication in the change of ne¢
such as the increased emphasis on the biolog
threat and the improvements required fq
information management and DIM

b | Provide early identificatior The ENCIRCLE Dynamic Catalogue contains T
of new products ang 250 registered organisations and nearly 300 tog
innovations The innovation watch resource is operational g

]Jvop « v ~Jvv}A §]}v A 3§ Z_
presents potential interesting novel innovations a

AE & _ Adt Roddés a pre-analysis on o
going developments in the field of CBR
Recommendations for future portals are contain
in the Impact Y4 Annex 22 spoSe }( SZ B
developments impact analysis.

Cc | Support better exploitation Links to financial instruments to support innovatio|
of previous and curren are available on the ENCIRCLE project site. ENC
innovation projects, has been working with TERRIFFIC, COSMIC an
including orphan results SENSE in supporting their innovations and tool
through identification and are being put in place to support the 2019 and 2(
facilitation of the most projects when the ENCIRCLE project finishes.
appropriate financia
instruments, As part of the project support IPR assessments

business maturity assessments have been mad
start to support their needs
A number of discussions have also been condu
with ENCIRCLE partners and two SME Part E
potential future cooperation

d | Provide recommendation The recommendations for the topics to be includ
to fill/meet important gaps in the 2017, 2019 and 2020 DRS Call w
through the Part b calls, successfully completed. This included a less
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ENCIRCLE

learnt exercise after the 2017 call for the 2019 g
2020 calls.

Provide improved and easig
integration and interfaceg
between research result
and products and existin
practitioner and  usel
systems, by sharin
commercial efforts ang
access to market betwee
SME and large industrie
cooperating in the cluster

An integration report has been produced and

interface and standards collection and assessm
exercise has been conducted. Within the ENCIR
Resources on the network and forum Resource

the latest integration report and standards databa
can be found.

A Market analysis was conducted and is also poj
in the ENCIRCLE Dynamic Catalogue Network
groups forum in the resources folder.

In 2020 an updated market analysis has bg¢
conducted which considers Needs and gd
standards, procurement, policy and the market a
this will be available October 2020 in the sa
repository.

Speed up the Europea
CBRN innovation capacity |

its open, standardise(
interfaces and its porta
facilities (catalogue

community network, market
place)

Interfaces to allow better integration of CBH
solutions were collected and workshops conduct
in 2019. Recommendations have been made
more standardised communication protocols and
Civil Protection symbology to aid integration a
interoperability.

The ENCIRCLE Dynamic catalogue includes fung
for the catalogue, community and market place.

propose innovation topics
that will meet the significant
market current and
forthcoming needs for the
Part b call

The 2017, 2019 and 2020 calls have all b
successfully completed

speed up the Europea
innovation capacity in CBR
through the use of
standardised interfaces. Th
integration of new
knowledge will be include(
in the Portal (catalogue
expert network and market

Interface and standard information have be(
collected, policy, procurement and market analy
surveys have all been conducted and analyses
§Z & *p0oSe % E  vS§ § §Z K
in the ENCIRCLE Market Analysis reports.
Deliverable (ENCIRCLE Cluster Impact Y4 Antig
provides the results of the analysis of the le
documents concerning security and defen
procurement and provides recommendations.

Figure27. ENCIRCLE -Impact Summary
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4 ANNEX 1 SECURITY AND DEFENCE PROCUREMENT ANALYSIS

ENCIRCLE
EuropeaN Cbrn Innovation for the maRket CLuUstEr

D5.4 ENCIRCLE Cluster ImpétAnnex 1 - Resultsf
the analysisof the legal documents concerning
security and defence procurement

This publication only reflects the vievf the ENCIRCLE Consortianselected participants thereof.
Whilst the ENCIRCLE Consortium has taken gtemssure that this informatiofs accuratejt maybe
out of dateor incomplete, therefore, neither the ENCIRCLE Consortium partisipanthe European
Communityare liable for any use that maye madeof the information contained herein.

This documents publishedin the interestof the exchangeof information andit maybe copiedin
wholeor in part providing that this disclaimésincludedn every reproductioror part thereofassome
of the technologies and concepts predictedthis document maye subjectto protectionby patent,
design righor other application for protection, and all the righa§the ownersare reserved.

The information containeth this document may ndie modifiedor used for any commercial purpose
without prior written permissiorof the owners and any request for such additional permissions should
be addressedo the ENCIRCLE coordinator.

© Copyright2021 t All Rights Reserved

Dissemination level

PU Unrestricted PUBLIC AccesBU project X
PP Project Private, restricted to other programme participants (includirgg th
Commission Service$)EU project

RE RESTRICTED, Restricted to a group specified by the consortiumr{inthedi
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Commission Service$)EU project
(6{0) Confidential, only for members of the consortium (including@@nmission
Services)t EU project
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EXECUTIVE SUMMARY

This document presents the resutibthe analysi®f the legal documents concerning security
and defence procuremerdt European and Member State level. The main gb#iis analysis
wasto indicate the amounof obligations, that havéo be fulfilled by the technical supplieof
governmental agencies, who provides technology, products andicgsrfor police and
military purposego governmental agencies responsible for public and nationalrggcufire
service, police, border guards, armed forces. This repa@sgnts the most important and
difficult obligations, that havéo be fulfilled.

The supplier, who want® be part of security and defence procurements, dependorgthe
nature of the product/service, haso be acknowledged not only with general rules
conducting business activities with localforeign clientsput also with the rulesn internal
control system, export control systean protectionof classified information and has apply
for a special permissioto even offer*« % ]<p] % u wBen being only a broker. These
many rules are separated onto numbef legal documents. Twenty five documents from
European and national (Poland) level have been identified aatys@&d. Parof them are the
Directive and Regulations issukgthe Europeanh v ] } vijadies. They present the rules and
obligations for the authoritiesr agencies carrying out purchasers for end-user supendged
Ministry of Internal Affairsor Ministry of Defence. Somef these rules are huge burden for
the supplierashe hasto createor adjust its busines® meet several requirements from fields
like internal control system, classified informationexport control. Somef them are quite
easto fulfil, but some requires making investmemtsapply for documents with a long period
of waiting for granting. All these rules hateebe fulfilled asthe State can apply a penalty over
not correctly carried out processes.
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Al Introduction

Technologies for the security and defence areas are specipbparproducts, usedty
agencies and forces superviseglEUMember * S S Mihistriesof Defence and Ministriesf
Internal Affairst fire service, police, border guards and armed forces. fOu#e fact, that
these agencies and forces serve the public and country ysatfle¢ir equipment shouldbe
characterized mainliy reliability and durability. This the reasorof putting such a focusn
securing appropriate quality and safety the production. Inevitable risk related with such
equipmentis its possible usagay unauthorized personner criminals and terrorists. For that
reason, the special equipmersta subjecto tight control, usually during its whole lifecycle.

Production, trade, storage and transpat special-purpose products and technologies
have been controlletty governmental bodies supportday legal regulations defining general
principles of these processes. General rules are provitlydEuropean level documents,
usuallyin form of Directives. Accordin@ rules from the Directives they should have bdwen
implementedin Member * S S lay. Some Member States have also introduced additional
rules to tighten the control over the most specialized technologiest could be usedas
weapons against the societyr the environment. Dudo the fact that payments for such
technologies are usually conductbyg governmental agencies/bodies payimgublic money,
they fall under the rulesf public procurement lawer tin some casesf the procurement for
armed forcest under special procedures concerning essential inteoéshe safetyof the
country.

This analysis provides the basic éthe European documentsoncerning production,
storage, transport and procuremenf technologies for security and defendealso discusses
some particular rules, that are very importamt couldbe not obvious for the company new
in such area. Having mentioned that thdassalso lawon national level, this analysis lists the
document from selected Member StatePolandt and, similarlyto European documents,
points out the most important and intricateules. This analysis discusses documents
concerning security and defence procurememit only mentions someof the general
documents, that shalbe known for every enterprise conducting economic activitye Th
recipientsof security and defence technology are usually state units gsgnting formations
like police, fire service, boed guard,but also armed forces. The contractartechnology
provider t canbe either private busineser companies ownedy governmental bodies.
Analysed documents present rights and obligations for botessidl the contract,to be fair
for the contractor ando assure fulfillingf technical, safety and confidential requiremeinofs
the recipient.Asthis } pu v &mhain goalsto help technology provider® introduce their
productsto the market, the analysis discusses only their obligatensrights.

All analysed documents have been accedsedarious partof 2018, 2019 and 2028p the
analysigs valid for the momenof acquisitiorof the documents. Somef analysed documents
canbe outdated t in these cases is mentionedin the descriptionWhen using this analysis
for business purposes one should confront its timelgegth the currently applicable law.
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A2 The analysi®f the legal documents

A2.1General documents concerning procurement

Ruleson commercial activities, that concern procurement, are presemtedgocuments
at both European and national levels. These documents desaritducting business civil
area with governmental agenciesy every company ha® know their contenin orderto be
compliant with the existing law.

European level main documents are:

x Directive 2014/23/EWf the European Parliament araf the Councibf 26 February
20140n the awardof concession contracts

x Directive 2014/24/EWf the European Parliament araf the Councibf 26 February
20140n public procurement ad repealing Directive 2004/18/EC

x Directive 2014/25/EWf the European Parliament araf the Councibf 26 February
20140n procurementby entities operatingn the water, energy, transport and postal
services sectors and repealing Directive 2004/1¥EC

Some documentat national levein Poland are:

X N vv}iuv u of the Marshalof the Sejmof the Republiof Polandof October3,

20180on the publicatiorof the consolidated texof the Act - Public Procurement A2

(new versiorof this document wilbe availablen 2021),

N vvipv  u of the Marshalof the Sejmof the Republiof Polandof September

16, 20200n the publicationof the uniform textof the Act - Civil } 13,

~d ZActof May 28, 2020 Amending the Public Financ&?!4,

N vv}iuv u of the Marshalof the Sejmof the Republiof Polandof October8,

2020 on the publication of the uniform text of the Act on combating unfair
Ju% S$]383}v_

NZ P uo o ferMinisterof Developmenof 26 July 201@®n the typesof documents

that the contracting authority may request from a contracin a contract award

% E} PE _

x

xX X

x

9 Available at https://eur-lex.europa.eu/eli/dir/2014/23/ajltiple languages, access:Dec 2020

10 Available at https://eur-lex.europa.eu/eli/dir/2014/24/ajltiple languages, accessDec 2020

11 Available at http://data.europa.eu/eli/dir/2014/25/0j,tipld languages, accessDec 2020

12 Available at_https://www.uzp.gov.pl/ __data/assets/pdfOl&9/40177/Public_Procurement_Law_ 2018 consolidated.pdf
ENG, access: 5Jan 2019

13 Available at https://dziennikustaw.gov.pl/DU/rok/2020/poziicj4Q PL, access: f1Dec 2020

14 Available at https://isap.sejm.gov.pl/isap.nsf/Docllstxsp?id=WDU20200001175, PL, access® Dec 2020

15 Available at https://dziennikustaw.gov.pl/DU/2020/1913, &icess: 1% Dec 2020

16 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20160001126, PL, access? Déc 2020
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X ™ vv}ipv uofthe Marshabf the Sejnof the Republiof Polandof 11 June 2019
on the publicatiorof the consolidated texaf the Act - Entrepreneurss A7,

x " d ZActof 6 March2018 - Regulations introducing the Act - Entrepreneurs' aad
other acts relatedo business $]A}EC _

Similar acts cahe foundin other Member” §  § lays.Asmentionedin the introduction, this
listis not full and somef the documents could havaeen updated since the creatioof this
analysis.

A2.2Documents concerning conducting business activitieshe field of
production and tradeof products for security and defence

In Poland, there are some documergsnational level, that present rulesn conducting
business activities, that cover production, storage anditrgof special products. The most
importantis A~ 8f 13 June 201®%n conducting business activiti@sthe fieldof production
and tradeof explosives, weapons, ammunitias wellasproducts and technology for military
or police %o 4 @E %%« »

Accordingo this documentijt is necessaryo apply for the concession for the production
and tradeof explosives, weapons, ammunition and other technologies fititary of police
purposes (art7.1). Granting a concessias paid by the supplier (art. 20). The lisf these
products and technologieis announcedoy the Councibf Ministersin a regulation (art. 7.3).
The newest versionof this list has been published ‘Regulationof the Council of Ministers
of 17 September 201%n classificationof typesof explosives, weapons, ammunition and
products and technologies for militagr police purposes, the productioor trade of which
requires a }v ««]FIt contains namesr general descriptions of:

X explosives,
weapons,
ammunition,
chemical and biological warfare,
fire control equipment with its accessories,
special ground vehicles,
warships and their parts,
manned and unmanned air vehicles with their accessories,

X X X X X X X

17 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20190001292, PL, access? Déc 2020
18 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20180000650, PL, access? Déc 2020
19 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20190001214, PL, access? Déc 2020
20 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20190001888, PL, access® Déc 2020
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X other special purpose electronic devices not mentioriadprevious partsof the
documents,

training equipment for militaryr police use,

recording devices and detectors,

direct energy weapon systems and their accessories,

equipment using cryogenmr superconductivity phenomenon,

products relatedo securityof classified information,

armoured equipment and constructions and their components,

equipment and technologies for manufacturiafyspecial products,

other products for military and police use, not coverby previous partof the
document.

X X X X X X X X

The list shalbe analysedas a whole, because particular device damentioned indirectly.
For example, chemical detectors are mentioned diredily, the last partof the document
mentions devices for detection and identificatiohchemical warfare agents. This list contains
products, that are presenin ~ }uu} Wilitary Listof The Europearh v]} ¥, but is less
detailed. One can expect that the national list Wil updated when the new European list
published.

The Act presents some agon granting the concession. For example, the concession
canbe grantedto a supplier, whas ableto fulfil technical and organisational requirememds
run weapons registration system (art. 10.2).

There are also some personnel-related rules. For example, emplageeledin
productionor trading explosives and other technologies and productg@itice and military
use haveo have necessary medical and psychological examinationsl@airt. 28 and art.
29). First examinations are paigt the employee, another onesby the employer (art. 32)f
the supplieris a natural persore should have Polisbr Swiss citizenshigr of foreign country
from EUor EFTAr other country, when permanent residenoy long-termEUresidency has
been granted (art. 10.1.1.a). ArLl states, that such supplier hds pass the training,
mentioned in art. 10.1.1.d. Detail®f such training are presentesh ‘Regulationof the
Minister of Economyof 25 September 2002n training confirming professional preparation
to perform or manage a businessa the field of manufacturing and tradingn explosives,
weapons, ammunition and products for militasy police purposes, and trading technology
for this %o u E %.}2 8of this Regulation informs that the trainingpaid.

The Act puts some commitments for the supplier. For example, thern obligationto
implement a system for evaluatiasf production quality (art. 41.1). This system shallater
evaluatedby designated institutions (art. 41.3), but such evaluatgpaid (art. 41.5). Another
obligationis describedin art. 63, which states that the information about tradiof some
products shalbe sentto appropriate authorities. The storagé the special products cdne
carried outin designated facilitieg appropriate conditions (art. 33.1), describmdart 33.2.

21 Newest version available at https://eur-lex.europagalcontent/EN/TXT/?uri=0J:JOC 2019 095 _R_0001, multiple
languages, access:3an 2021
22 pvailable at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20021731415, PL, access® Déc 2020
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Detailed requirements for the facilities are describadhe particular regulation (art. 33.4).
Applicable regulations called ‘Regulatiorof the Ministerof Economyof 27 October 201®n
storage rooms and facilities for the storagieexplosives, weapons, ammunition and products
for military or police purposeg®. Accordingo art. 47 and art.59 the supplieris obligedto
keep record®f produced special products and carried out trades. Detéilsis processes are
describedn ‘Regulatiorof the Ministerof the Interior and Administrationf October30,2019

on the recordingof explosives, weapons, ammunition, products and technologiemilitary

or police purposesas well as trade and brokerageransactions intended for trading and
accepted for storagerin juu]ee]}VvivP _

The Act also regulates transfafspecial products - they cée sold only to: contractors
having suitable concession, national authorities from fieéd of security anddefence and
other contractors with suitable permissions (art. 61.8 and 61.10).t is not allowedto lend
explosives, weaponer products and technology for militayr police purposes (art. 68.1),
except for test purposes, exhibitions aad a temporal replacement for particular entities
(art. 68.2-3).

A2.3Documents concerning security and defence procurement

Dependingon the receiver, the deliveriesf products for security area (usually agencies
under ministryof internal affairs: police, fire service, border guard) aefedce area (under
ministry of defence) carbe describedin different documents. There are some general
documents concerning tradingf special productdyut when the procuremenis carried out
by army, additional documents, issubeg ministryof defence apply. Such situation has been
noticedin few Member” S S lays.

The most important documerat European leveis the ‘Directive 2009/81/E®f the
European Parliament armaf the Councibf 13 July20090n the coordinatiorof procedures for
the awardof certain works contracts, supply contracts and serviceraots by contracting
authorities or entities in the fields of defence and security, and amending Directives
2004/17/EC andiiidlid | 25 The rules from this Directive have been implemented into
national Public Procurement Law. The Directive received several eharigfinancial

23 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20102221451, PL, access® Déc 2020

24 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20190002235, PL, acces&" Dec 2020

25 Available at_https://eur-lex.europa.eu/eli/dir/2009/81/ajltiple languages, access"?Pec 2020, new version available at
https://eur-lex.europa.eu/eli/dir/2009/81/2020-01-01, multiplguages, access:®Dec 2020
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thresholds, above which the Directivis applied (Commission Delegated Regulations:
1177/2009%, 1251/201 %7, 1336/20138 2015/234G°, 2017/2367°, 2019/18334).

The rules of the Directive mainly applyo deliveriesof military products, sensitive
equipment, works, supplies and services connected with the meeatigroducts, works and
services for special military purposes sensitive works and services (art. 2), when
% E} pE valuesg equalof higher than EUR 420.000 net for supplies and services and
EUR 5.548.000 net for construction works (accordingart. 8 updatedby Regulation
2019/1830). Although artl1l says thatit is prohibited to use treaties, procedures,
programmes, etcto omit the rulesof the Directive, articled2 and 13 present some rules
when the Directive does not apply. Worth mentionisg@rt. 13.a, which says that the Directive
does not apply when procurements following the rules dodisclosure information about
essential securitpf the Member Staté’. This exemptioiis a repetition from the art346 of
the “Yreaty on the Functioningof the Europeanhv]}v3. Some other important and
interesting rulesof the Directive came divided into following categories:

x classified information, internal control systéfn
0 during gathering offersor granting the contract, purchasemay require
solution aimedat protection of classified information when necessary, both
from the contractor and its subcontractors (art. 7),
0 necessityof assurancef the protectionof classified informatioif the contacts
involvesit (art. 22),
o for the securityof the supply, the contracting entitynay require certain
documents, like certificatesr other documents, supporting e.g. fulfiimeaot
the requirementsof internal control system (art. 23),
X subcontracting:
0 contracting entitymay require information about the potential subcontractors
from the tenderer (art. 21.2),
0 proposition of subcontracting carme rejectedby contracting entity withan
explanation (art. 21.5),
X publicationof offers:
o the order cannobe partitionedto avoid applyingf the Directive (art. 9.3),
0 purchasemay not be announced when products are bougbih particularly
advantageous terms, e.g. from the companylosing period (art. 23.3.c),

26 Available at https://eur-lex.europa.eu/eli/req/2009/117ajtiple languages, access"2Pec 2020

27 Available at https://eur-lex.europa.eu/eli/req/2011/125dajtiple languages, access"?Dec 2020

28 Available at https://eur-lex.europa.eu/eli/req/2013/1336dajtiple languages, access"?Dec 2020

29 Available at https://eur-lex.europa.eu/eli/req/2015/234@dajtiple languages, access"?Pec 2020

30 Available at https://eur-lex.europa.eu/eli/req/2017/236Wajtiple languages, access"?Pec 2020

31 Available at https://eur-lex.europa.eu/eli/req_del/2019/18301ojtiple languages, access"®Rec 2020

32 This case will be explained in the further part of #malysis

33 Available at https://eur-lex.europa.eu/eliftreaty/tfeu_2016346/0j, multiple languages, access®@ec 2020
34 Internal control system is described in further parhisf document
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(0]

whole purchase notices publishedn one language selectdyy the contracting
entity. A summaryf the most important element®f each notice shalbe

publishedin the other official languages (art. 32.4),

contacting entitymay limit the numberof participantsin some procedureso

minimum 3 (art. 38.3), but establishing the final numbeéparticipantss based
on undefined subjective opinioof contracting entity,

X submissiorof offers:

(0]
(0]

(0]

offers shalbe preparedin particular language (or languages) (art. 34.5.b-c),
submission deadline for offers cdn@ shortened when certain conditions are
fulfilled (art. 33.3-33.5, 33.7),

submission deadline for offers céme extended when the offers are based
a visitor on-site document inspection performeuay the supplier (art. 33.6),
as a proofof technical capabilities, a listf supplies, construction worksr
services performedh the arbitrarily defined periodf the last 5 yearsnaybe
required (art. 42.1.a),

contractor can apply for including the companythe official listoof approved
economic operators, which relieves the obligatidn present certain
documents when submitting offers (art. 46),

X selecting the offer:

(0]

(0]

(0]

offers thatdo not comply with the technical specificatiscannotbe rejected
if the supplier will prove that the solution meets thequirements definedy
the technical specifications the equivalent way (art. 18.4),

there is no defined deadline for publishingf the resultsof the tenderby the
contracting agency (art. 35.1),

when the offeris abnormally low, the contracting entitynay request the
explanationof the detailsof the offer (art. 49.1),

X granting contracts:

(0]

(0]

during granting contracts the contracting entities follmational regulations
compliant with this Directive (art. 25),

for technical reasonsr reasons connected with the protectiasf exclusive
rights, the contractmay be awarded onlyto one particular contractor (art.
28.1.e),

granting a contract cafe made only after rejected candidates have been
noticedof rejectionof their offer (art. 57.2),

in caseof notification of the rejectionof the offer using electronic means,
notification deadlineis minimum 10 calendar days (15 for other means) (art.
59).

In Poland, descriptionf the security and defence procuremeistincludedin ~  &f
29 January 2004 Public Procurement A° which presents rules for applicatior this Act
to operations, that are excluded from public procurement whertection of essential

35 Available at https://www.uzp.gov.pl/en, ENG, accedsJan 2021; new consolidated version in Polish will be asailim

2021
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security interesof the Stateis required (art. 4.5.b, ardc and art. 5g). Procurements carried
out by the Ministry of Defence under art346 of TFEU are describad the documents
providedby the Ministerof Defence and wilbe presentedn the further partof this analysis.
A MBlic Procurement> Apresents procedures, that have be followed, among othershy
the public agenciesr other institutions while buying goods/services wthblic funds. Details
are presentedn art. 3. Art. 4 contains the lisbf exclusion®f applicationof this Act.Asthe
Actis mostlyon general rule®f public procurements, only the part applicalidesecurity and
defence area has been analysed.

In general, tenders are available for suppliers fr&id Member States, European
Economic Area (EEAj countries with which Polandr EU has procurement agreements.
Suppliers from other countries care allowed when tender stateso (art. 131d). For the
securityof the supply, the contracting authorityjay determine some commitments for the
supplier (art. 131g.2), for example: delivafydocuments confirming fulfilling requirements
concerning exportation, transfesr transit of goods for security and defence procurement
(art. 131g.2.1) or/and definitioof restrictions concerning transfer usageof the products
and services (and their results) being the subjettexportation or security control (art
1319.2.2).

The Act presents some facilitations (for the supptieprocedure itself), for example:

x if it won't affect competitivenesst is allowedto provide (if requested) documentsf
fulfiling the tender requirementson the products, from certification entities,
accredited otherwise than stateid art 30b.2 (art. 1319.6),

X some typesof procurement allow the purchaseéo carry out procuremenis phases,
during which the best offers witle selected for the following phase (art. 131h.4).

There are also some limitations, for example:
X when less than three offers have been submittedhe bid purchaser can suspend
cancel the bid (art. 131)),

X the maximum amounbf subcontractings 30%of the offer (art. 131m.3).

There are also some rules tenders involving classified information. Supplier mustvpde
warrantyon safetyof classified information, when its transfismecessary for carrying out the
procurement process (art. 131f). The same appiethe subcontractors (art. 131g.4dj.the
supplier } v [lFave the special office for processing classified inforomatihe classified
information carnbe sharedn the reading roonof confidential officeof purchaseion condition
that the < 1 %0 %0 odpra@sgmtatives possess a security clearance accotdimyovisionson
protectionof classified information (art. 131v.3).

Another important documentat European levels the » JE 2DA9/43/ECof the
Europan Parliament andf the Councibf 6 May2009 simplifying terms and conditiorsf
transfersof defence-related products within the} u u p v ] 8CThis Directive presents rules

36 Available at_http:/data.europa.eu/eli/dir/2009/43/0j, tiplé languages, access:"LBDec 2020, new version available at
http://data.europa.eu/eli/dir/2009/43/2019-07-26, multiple languagesss: 14 Dec 2020
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on intra-EUtransferof defence related products, which are listed ] E § Jakingx, which
contains:

X

X X X X X

X X X

X X X X X X X X X X X

x

weapons, their accessories and parts,

ammunition and its components,

bombs, missiles, explosives and related equipment,

weapon control systems and their accessories,

land vehicles and their components,

chemicalor biological toxic agents (e.g. warfare agents), radioactive nadserelated
equipment (e.g. personal protective equipmenntdetectors) and materials,
high-energy materials,

warships, special maritime equipment and other special maritimearnyliéquipment,
manned andunmanned air vehicles, their equipment and components, related
airborne equipment,

special electronic equipment,

Kinetic weapon systems, related equipment and components,

armoured and defence equipment, constructions and their comptsien

special training and simulation equipment,

military-grade electromagnetic detection devices,

semi-finished products for the equipment mentionigdthis list,

other special equipment and materials (e.g. protection equipmestipts),

devices for manufacturingf the products mentionedh this list,

direct energy weapons, their accessories and related equipment,

cryogenic and superconductive equipment and its components,

specialized software (e.g. for simulatiohweapons),

specialized technology (e.g. for productiohweapons.

This list corresponds with thé } u u } WMiilitary Listof the Europeanh v ]} vwHith future
updates will update the ligh the Directivet accordingo art. 13.1.

The Directive presents rules mairdy granting licences for transfaf defence-related
products,but also some obligations for the suppliers and authoritistransferof defence-
related products, mentionedn the annex, haveo be authorizedby a Member State
representativeslf there is no conflict with the rulesof public safetyno other licences are
necessary (art. 4.1). Authorisatiohtransfersis carried out using licences, that caagranted
to suppliers (art. 4.4). There are three typddicences:

X

general licencet for transferof products, specifiedn the licenceto a categoryor
categoriesof recipients locatedn other Member State (art. 5.1)t canbe grantedin
the following cases (art. 5.2-3):
o the recipientis armed forcer has got a certificate mentioned art. 9,
o the transfer is made for the purposesf demonstration, evaluationor
exhibition,
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o the transferis made for the purpose®f maintenance and repainf the
recipientis the originating supplier,
0 Member States participaten intergovernmental cooperation programmnen
developmentof new products.
The supplier shall inform Member Staiéthe intentionto use the general licence for
the first time,

X global licencet for transferof productsto recipientsin one or more other Member
States (art. 6.1). For each transfer, Member States shall determinertucts Or
categoriesf products) and authorized recipients. Global liceisaalid for three years
and carnbe renewed (art. 6.2),

x individual licencet for one transferof a specified quantitpf specified productso be
transferredin oneor several shipments to one recipieintthe following cases (art. 7):

o the request for licences limited to one transfer,

0 protectionof essential security interestf Member State,

o compliance with international obligations and commitment$ Member
States,

o suspiciorof not fulfilling the conditionsof global licencéy the supplier.

The terms, conditions and typef licence for particular products are determindy the
Member States (art. 4.4-7). Yet, there dam situations, when Member States can exempt
some transfers fronthe obligationof prior application for a permiin particular cases, e.g.
when transfer is related to humanitarian aidor crisis situation, technical servicer
demonstrationsof products (art. 4.2). Also, Member States can block the feairnd products

in cases like:

X protection of essential security interestf Member Stateor public security andsa
result of non-compliance with terms and conditioms licence. Thisnay result in
withdrawal, suspensioor limitation of licence (art. 4.9),

X relevant information was not taken into account when grantimgence or since
grantingof the licence the circumstances has changed significartlgniay resultin
suspensiorof transfer process foup to 30 working days (art. 11.2),

X the recipient certified accordidg to art. 9 will not comply with the conditions
attachedto general licencer the public policy, public securitf essential security
interestsmay be affected. Thignay resultin suspensiorof the effectsof particular
licenceto such recipients (art. 15),

X the recipientis not satisfying the criteriaf the certificateof reliability. Thisnay result
in revocationof this certificate (art. 9.7).

The certificate, mentioned few times earliés,documentof reliability of the recipient, who
shall comply with several criteria (art. 9.2), e.g.:
X proven experiencan defence activities, taking into account e.g. compliance with
export restrictions, commercialisatiaf defence-related products, etc.

X appointmentof senior executive responsible for transfers and export,
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X signing commitment about undertaking stefmsenforce specific conditions related
end-useof the product,
X implementationof internal programmeor transfer management system.

The certificates can contain information about the terofstheir suspensioror revocation
(art. 9.4).In orderto fasten the business activities, Member States shall publishigteeof
certified recipients (art. 9.8).

Beside the main obligatioof applying for the licence, the Directive mentions some othe

ones that shalbe undertakenby the supplier and the recipient:

x supplier shall inform recipientsf the terms and conditionsf the licence, including
limitations (art. 8.1),

x supplier shall inform Member State, from whose territoryettransfer will start,of
intention to use a general licence for the first time (art. 8.2),

x supplier shall keep detailed and complete recoadsthe transfers for appropriate
periodof time (art. 8.3-4),

X recipientsof products, when exporting these products, shall infahmir authorities,
that they are complied with export limitationsf the %. E} cosiftryof origin (art.
10),

x supplier shall deliver a proaff having export licence the customs office (art. 11.1).

Other rules worth mentioning include obligations for the MemB¢ateso implement the
]E §]ragylations into national law (arL8) along with the penalties for violatioof the
]E §]ragylations, especially those art. 8.1 and art10 (art. 16).
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A2.4Documents concerning security and defence procurement carmed by
the Ministry of Defence (in Poland)

Dueto the specific purposef the products, the purchasesf equipment for the army
are carried outin a strictly defined manner. Basexh the *Z P po &f]the Councilof
Ministers of 9" July 1996on detailed scopeof operationof Ministry of ( v _irUthe
A ]e]PpVthe Ministerof Defenceno 458/MONof 8 December 2010n giving detailed
scopeof operationsof the Armament/v % $}{hé Ministerof Defence defined the
military body, that wilbe responsible for carried out the procurement processescldures
for carrying out purchases are describdadther documents, presented below.

The document that describes procurements for MioQeneralis the ‘Decisionof the
Minister of Defenceno 141/MON of 5 July 2017%n the systemof acquisition, use and
decommissioningf military equipmentof the Armed Forcesf the Republioof W}o .
Althoughi,it is the setof rules for the military institutionsn carrying out particular processes
relatedto the lifecycleof their equipment, some rules indirectly present obligations tfoe
supplier. They are mainly related deliveryof some documents and participatiostestsof
proposed equipment. Such obligations can occur even beforengighe dealt the supplier
canbe requestedto submit its equipment under the verificatiaf critical parametergs 69,
detailsin 8 70-73),to checkf they meet the%o. u E Z requitdments. Late@t the realisation
phaseof the contract,if the purchases basedon adjustmentof the equipment, the supplier
may be obligedby the agreemento prepare preliminary design - a subject &or approval
(pts 7-8of Annex 4). Also, new equipment cha put through the seftof verification testto
check the tactical and technicpbrametersof the solution. The sebf requirementsto be
tested shalbe definedin technical specificatio(8 74-77 andpt 13of Annex 4). This technical
specification and other rulesf checking%. (E} caiiformityis describedn the »  §f 17
November 200®n the systenof assessing the conformibf products intended for the needs
of national defence and  p E3Pstat willbe presentedn the further partof this chapter.

In orderto rationalize the budget for the conceptual phasdéshe developmenbf new
equipment, 830 of the Decision allow$o exploit the resultsof national and international
research project®r strategic research programmes and development work, even caofied
outside MoD,but with D} [supervision. This allows the Mab cooperate with external
supplier/developers. Annex 3 presents detailsthe executionof development work and
cooperation between MoD and developess mentionedin points11 and 28 of the Annex,
some work, suclas preparationof the conceptual desigar the productionof the prototype
can be deliveredby the supplier chosen accordingly the law. Sometimes the resultsf
development work with MoD calpe a subjecto security evaluationf needed, carried ouby
the Internal Security Agency and the Military Counterirgellice Servicdf the productis

37 Available at_https://archiwum2019-bip.mon.gov.pl/prawo/artidkaiennik-urzedowy-mon/rok-2010-103246/, PL, access:
14" Dec 2020

38 Available at _http://www.dz.urz.mon.gov.pl/dziennik/poaydecyzja-149-decyzja-nr-141mon-z-dnia-5-lipca-2017-r-w-
sprawie-systemu-pozyskiwania-eksploatacji-i-wycofywaspezetu-wojskowego-silzbrojnych-rzeczypo/, PL, access® 14
Dec 2020

39 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20180000114, PL, access® Déc 2020
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mentioned for the protectiorof classified informatiornt shall have appropriate certificates,
given by governmental agencies (@7 of Annex 3). The finislof every stageof the
development work (task, workpackage, the esfdvork) requires the preparatioof handover
protocol, signedy representative®f the purchaser and supplier. Only the protocol accepted
by the chiefof armaments inspectorate allows the supplier prepare the invoice for the
purchaser (pt63 of Annex 3). The final repodf the work shalbe also preparedit should
contain e.g. descriptionf the results, calculatioof costs, lisbf bought and produced assets,
IPR regulations concerning the results, propositbthe managemenof the assets (p64 of
Annex 3)Pt4 of Annex 5 allows for temporary storagéassetsat * L %o %o prEnises.

In its last paragraphs, the Decision presents the possiliditget familiar with a new
equipment provideddy the industry (8 93, detail® §94-96). Thisis a big opportunity for the
suppliersto interest the MoD with their newest creations, despite ttaet, that they haveo
pay for these tests (86).

The supportive documertb above Decisiois mentioned earlier’Act of 17 November
20060n the systenof assessing the conformitf products intended for the needs national
defence and+ & ]$Hgs d¥cument describes the processe$ the evaluationof the
products for military purposes and rules accreditation and supervision over certification
entities. Evaluation cabe carried outas(art. 6.1):

X evaluation activities performely the supplier,

X testing performedby a research institution,

x certification performedby a certification institution.

Besides ammunition, weapons, explosiyehicles and other typical military equipment, the
following products shalbe tested (art. 6.2):

x devices for police and military purposes, used for detecéind identificatiorof highly
toxic chemical substances, biological agents, nuclear weagnvell as their
countermeasures,

x devices and measures for individual and collective protection,

X systems, subsystems and components for mentioned equipment.

No matter the typeof evaluation activitiesit is up to the supplierto organize the whole
process.In the simplest case, the supplier performs testing activities @nesents the
declarationof conformity (art. 7)If the test areto be performedby either research institution
or certification institution,it isup to the supplierto select the institutio, submit the request
for the tests and deliver the equipment along with accompanyloguments, e.g. manuals,
technical specifications (art. 8-9). Basmtuthe received reports and certificates, the supplier
prepares the declaratiorof conformity (art. 8.12 and 9.12). All documents used for
preparationof the declaratiorof conformity shalbe storedby the supplier forlO years after
stoppingof the productionof the product (art. 13). Accordirtg art. 20.3 the product cannot
be used without the declaration, that the produdt as declared, basean granting the
supplier a positive assessmewit conformity (art.18) and other control activities, thanay
include monitoring and evaluationf processes carried ouby the supplieras well as
evaluationof the < [ %o %o @ialiey[ management system for conformity with appropriate

5-4 ENCIRCLE Impact 78

This documenis produced under thECGrant Agreemenilo 740450 It is the propertyof the ENCIRCLE consortiama
shall notbe modifiedor used without the formal approvaf the ENCIRCLE Project Coordinator.
Unrestricted PUBLIC AccesEU project



Horizon 2020 SE@5-DRS-2016 ENCIRCLE

international standarder E d Ki{equirementst for the deliveryof a mass product (art. 19).
All testsat researclor certification institutions are paidy the supplier (art. 26).

Documents described above present the MoD procurement proceduregeneral.
Yet, there are cases, that shiaél carried outin a different way. According the article 346
of the "d @& o&Ghe Functioningof the Europeanhv]}v Member Statemay take
appropriate measure$o ensure the protectiorof the essential security interests when the
caseis connected with the productioor trade of arms, ammunition and war material. Thus,
some purchases for the armed forces de@rexempt from the pattof public procurement and
then canbe carried out accordinglio the procedures announceal the Ministryof Defence.

In Poland, such cases are regulatgdthe ~Z P po o the Councibf Ministersof 12
February 2013n the procedureto be followed in assessinghe existenceof an essential
security ] vS @E0.Fhis document present the guidelines for the purchaset haveto be
followed during preparatiomf the requestof the assessmertf the existencef an essential
security interest. Such request shall incly8et.1.2):

X pointing out the particular security interest,

X a cause-and-effect premise connecting the product and therdgdaterest,

x explanation, that such proceduré } v [fve negative impaain the competitiveness

on internal marketin relation to products, that are not mentioned for military
purposes.

The assessmerns to be donein 30-day-periodby appropriate Minister (supervisaf the

purchaser)r central government administration body (self-procureme(@p).

The assessment and required request are relaiedlefence area, for which Ministrgf

Defenceis responsible. Thus, the preparatiari the requests liesn D} [«<ompetencies.
Detailed instructioron preparationof the requesis presentedn the ‘Decisiorof the Minister
of Defenceno 92/MONof 21 March 2014on the detailed procedure for the qualificatiawf

contracts and assessmeaot the existenceof the basic state securityv s @E'.«Bespite the
necessityto include the descriptionf so-far suppliersor supply chain (pt 3.6.c)hé Decision

} v [iplyany burdens for these (or future) suppliers.

The detailsof procurements exempted from public proceeding are preserntethe
‘Decisionof the Ministerof Defenceno 367/MONof 14 September 201%n the rules and
mode of granting contractst the MoD regarding essential security interesfgdhe «§ &2
The document describes procedurespurchasing equipment; soma& them imply various
obligations for supplier. Dut the necessityof protection of security interesbof the State,
the supplier haso meet several requirements, relatéd protectionof classified information.
If the supplieris a foreign institution its permissions and certificatess/ato be checkedoy

40 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20130000233, PL, access? Déc 2020

41 Available at _http://www.dz.urz.mon.gov.pl/dziennik/pozydicyzja-101-decyzja-nr-92mon-z-dnia-21-marca-2014-r-w-
sprawie-szczegolowego-trybu-postepowania-w-zakresie-kkadifizamowien-i-oceny-wystepowania-p/, PL, access? 14

Dec 2020

42 Available at_http://www.dz.urz.mon.gov.pl/dziennik/pozydidyzja-265-decyzja-nr-367mon-z-dnia-14-wrzesnia-2015-r-
w-sprawie-zasad-i-trybu-udzielania-w-resorcie-obrony-nasej@amowien-o-podstawowym-znaczeni/, PL, accessh 14
Dec 2020
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Internal Security Agenay cooperation with Military Counterintelligence Serv(&10.6.1.h).
If at any stagef procurement the classified informatiaa shared, the supplier hae deliver
appropriate certificateg819.1.1.c). Also, concession licenceor permit are required for
particular productsor typesof products(§ 19.1.1.b). Asthe subcontractings allowed when
agreed with the purchaser, the subcontractors hawéulfil the same safety requiremengs
the supplier(§ 17-18).

Another important rulesmay imply deliveryof some documents/informatiorby the
supplieron demandof the purchaser during procurement preparation phase. Soifhese
documents are:

X information about ¢ 1 %0 %o @Xpde¢mce: lisbf previous contracts from the last 5

years, including: prices, products, datégleliveries and receiving parti€s19.1.2.a),

X information about qualityof production: documents confirming the implementation
of quality management systems) particular NATO AQAR0O0 contract series type
(819.1.3.0),

x financial information: financial report for the last 3 yegrank's information about the
possessed financial resources credits, the proofof having liability insurance
(§19.1.5),

X technical information: documentsr samplesr declarations about the fulfillingf the
requirementsby offered goodsor services(8 19.6).

Dependingon the numberof offers meeting the requirementsf protection of essential
security interest, the purchaser can choose the tgbg@urchaset negotiations with oneor
multiple suppliers(§ 25.1 and § 26.1)n caseof negotiatilms with multiple suppliers, the
purchaser can introduce a necessity submissionof depositin the amountof 0,53%
estimated contract valu€8 28.1 and 28.3)n justified cases (but they are not presented), the
purchaser can select only one supplier further negotiations(g 25.21). 830 presents the
rulesof excludingof suppliers, who had previously beegnconflict with lawin the past.

Another document that regulates the procurement processes, exengwh fpublic
proceeding basedn art. 3460f TFEUis the » ®f 26 June 20140n some agreements
concluded in connection with the implementationof product orders with essential
importanceto state « &S Accordingto art. 7.40f the Actit is necessaryo justify the
offset with the protection of the essential security intere§the Act presents rights and
obligations for both partieof the agreements (State Treasury and a foreign supplier) for
deliveryof products, which implementation requires the offset (art. The offsets described
astransferof the technologyr know-howtogether with intellectual property rights, enabling
the State Treasuryo be independent from the foreign suppliefart. 2.2). The receivenf
offset in Poland carbe a company mentionedn art. 7.1of the » ®f 13 June 201%n
conducting business activities the field of production and tradeof explosives, weapons,
ammunitionaswellas products and technology for militayr police %o 1 (E %do(hist. 2.4)t it
shall have a concession for tradiafjcertain products. Neitheof parties can withdraw from

43 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20140000932, PL, access® Déc 2020
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the offset agreement (art. 3.2). The offset agreememade after the negotiations with a
foreign supplier after presentingn offerin Polish language (art. 7.1 and art. 12.1). The foreign
supplier shall submit the offset offeo the MoD not later than the delivery offelo a
purchaser (art. 8.5)f the « 1 %0 %o dgliv@&y offeris selectedby the purchaser (rating includes
the ratingof the offset offer), the Ministeof Defence starts the negotiatioren the offset
offer (art. 8.6-8). The MoD can reject the propositminthe offset offer and continue the
process with the another offset offer, which delivery agalent has been highly rankégy the
purchaser (art. 8.12-13). Upon signing the offset agreementfdreign supplier shall deliver
a financial proobf securing the proper implementatiaof the offset agreement (art. 20).

The foreign supplier implementing the offset agreemendbligedto submit a report
on the realisatiorof the agreement annuallgt the endof the first quarteror at any request
of the MoD (art. 16). MoD can carry out the contobkthe correctnes®f the implementation
of offset obligationsby the purchaser (art. 17.1). The foreign suppigalso warnedf the
potential financial penalties for failure fulfilling the offset obligations (art. 232).

A2.5Documents concerning Internal Control System

Some products for security and defence, their elements, relaechrologies and
chemical substances cdre classifiedas dual-use products. Due® the importanceof such
products, a sebf procedures concerning export, transfer, brokering and sreof dual-use
products has been introducebly the » } uv Regulation (EQYo 428/20090f 5 May 2009
settingup a Community regime for the controf exports, transfer, brokering and transit
dual-use] § u#.Exportisrecognizedy art. 161of the * } v Regulation (EESp 2913/92
of 12 October 1992 establishing the Community Customs Cddmnsolidated versidfias
transferof productsbeyond customs areaf UE transitis recognizedastransferof products
from andto non-EU country through customs areaf EU This sebf proceduresis called
Internal Control System.

Accordingo the definition from the Regulation:
Z use ]S u shall mean items, including softwaaed technology, which cahe
used for both civiind military purposesand shall include all goods which caeused
for both non-explosive usemd assistingin any way in the manufactureof nuclear
weaponsor other nuclear explosive devices.
The Regulation lists these produgighe AnneX. The Regulation have been modified multiple
times by other documents since its publishiig 2009. The listof products was updateth
2019bythe » } uu] e «]delegated regulation (EU) 2019/218B17 October 2019 amending
Council Regulation (EG)o 428/2009 settingup a Community regime for the contralf
exports, transfer, brokering and transif dual-use]$§ u®, This was possible accorditm
art. 15.1, saying that listf dualuse products carbe updated, basedan obligationsof the
Member States.

44 Available at https://eur-lex.europa.eu/eli/req/2009/428/201911 2nultiple languages, access"Dec 2020
45 Available at http://data.europa.eu/eli/reg/1992/2913/2m1t@41, multiple languages, access " Tec 2020
46 Available at https://eur-lex.europa.eu/eli/req_del/2019/21981oftiple languages, accessM@ec 2020
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The Regulation introduced various kinofspermit, whichis a document grantedby
the local authorities for a contractor willintg relocate the products. Exporters are obliged
keep recordsof their export and brokerage transactions (art. 20). A pernsitequired for
export and brokeragef the dual-use products, mentionad Annex | (art. 3.1, 4.1 and 5.1),
but it may alsobe required for export, brokerage and transit some dual-ge products not
mentionedin Annex | (art. 4.2, 4.3, 5.2 and 6.3). The temptHtéhe international general
permit for some typesf export was introduceth Annexl (art. 9.1) and other typesf permit
are grantedby authorities from countryof contractor's residence (art. 9.2). Applications for
transfer permit shoulde submittedin the country from which dual-use products viié# sent
(art. 23.3). A permitsto be shownto customs office (art. 16.1). All typegpermits are valid
within EU(art. 9.2) but national general permit not valid for some products (art. 9.4.a and
9.4.c).

The Regulation also warns, thatsome casedueto security reasons transiir export
of dual-use productamaybe prohibited (art. 6.1 and art. 8), once granted permit ba&rmade
invalid, suspended, modifieal revoked (art. 13.1) and some situatiangy cause suspending
of the exportof certain dual-use products for a periofltime (art. 16.3).

Besides the Regulation 428/2009, additionahational rulest may apply. Polish
’Announcemenbf the Marshabf the Sejnof the Republiof Polandof 25 April 201%n the
publicationof the uniform textof the Acton foreign tradein goods, technologies and services
of strategic importance for state securitgs well as for the maintenanceof international
peace ande P E¥3Mplements general rules from Regulation 248/20b8t add some
rules concerning other typesf products, that are essentiab the security interesbf the
country.

The Act specifies that a permissi@mot necessary for impor intra-EUtransit within
Poland (art. 6¢), bus requiredin some cases for technical support for dual-use prod(eots
6.1) and for tradeof armament (art. 6a.1). The other rules concerning permits stetat
X when applyng for a permit with supporting documents foreign languagest is
necessaryo attach their translation madby sworn translator (art. 9.7),

X when applying for a permit for trading weapoons using such permit is obligedto
create and use internaystem for control and managingf trading weapons called
ANlvsS Eontrol «Ce+S (art. 11),

X permits have expiry date (art. 14.5).

The Act introduces various certificates, granted for impmriexport purposes. Firgif
them is import certificate, whichs preparedby trade control authority wherit is neededby
a foreign exporter's national authorities. National tradenttol authority can also certify the
end user statement (art. 22.1)n reverse situation (export) Polish trade control authority
requires the deliverpf import certificateor end user statement from foreign importer end-
user for exportor intra-EUtransit purposes (art. 23.1). The necessityhaving other typeof

47 Available at_http://isap.sejm.gov.pl/isap.nsf/download W4pU20190000953/U/D20190953Lj.pdf, PL, access" Dec
2020, new version: at_http://isap.sejm.gov.pl/isap.nsf/DaiBetsp?id=WDU20200000509, PL, access® Déc 2020
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certificate appears when the importer has received its produdisenit hasto apply for
certificate of delivery validation, stating that the delivery took planeaccordance with the
law (art. 24.1). The last certificaterelatedto import of armament base@n general permits
for intra-EU transfer, grantedby other Member S S adencies. Upon requesif foreign
agencies, the importer applige Internal Security Agency for a certificatecredibility (art.
21e). Other rules introduce some paperwork: when trading gadstrategic importanceit

is necessaryo keep record®f the trades (art. 25.1) and when exporting and trading good
it is necessaryo prepare occasional reports about the executafrthe trades (art. 26.1 and
27a). The Act also warns, that trading against the ilaa subjecto punishmentin form of
prisonor fine (art.33 - 39).

Thereisalso the®Z P po o herPrime Ministeof 8 May 2014n the templateof the
notification of the intention to import or intra-EU transfer of dual-use items usedn
telecommunicationsor for information « p E4S @hich introduces he template of the
notification.

48 Available at http://isap.sejm.gov.pl/isap.nsf/downloaaWeDU20140000623/0/D20140623.p8, access: 5Dec 2020
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A2.6Documents concerning classified information

In some cases, tradef special productss connected with processingf classified
information. Such information carme processedby the employees having personnel
clearancesn dedicated facilities with clearancda.Poland, rulesn granting these clearances
are presentedn the document concerning the protectiaf classified information/ S hewest
edition has been publishealsthe ‘/Announcemenof the Marshalof the Sejnof the Republic
of Polandof 15 March 201%n the publicatiorof the uniform texof the Acton the protection
of classified]v (}Eu ®]}v _

The Act describes what typelsinformation haveo be classifiecand who classifies them
(chapter 2). Protectiomf classified informations supervisedy the Internal Security Agency
which rolesand mandates are describad art. 10, art. 11 and art. 12. Art. 13 presents the
dutiesof the headof the institution, which processes classified informatidhere shoulthe
specially appointed persoim the institution t security officer, whas responsible for the
compliance with the regulations concerning protectajrthe classified information(art. 14).
The} ((] dafies are presenteith art. 15.

Processingf the classified information care doneby a person who completed training
on protectionof the classified informatioand was granted personnel security clearance (art.
21.1). While the trainings describedn chapter4, worth pointing outis differentiationof the
levelsof traineesin the institution, which corresponds with appropriatgélof trainers (19.2),
and burdening the institution with training costs (art. 1p.4ranting a personnel security
clearancds basedon the resultf the screening (or extended screening), the detdivghich
are describedin art. 22-26. It is worth mentioning, that the candidate shall fill the
guestionnaire, which include many questions concernimgesaspectf private life. The
guestionnaireis the Annexo the Act (art. 24.10). Granted clearances have expiratida da
(art. 29.3).If needed, the validitgf the clearances caoe extended when applieloly the head
of the institutionat least 6 month before expiration datd the valid clearancéart. 32.1).In
caseof refusal or cancellationof personnel security clearan@e discontinuationof the
screeningby national security agencies, one can appealhe Prime Minister (art. 35.1) not
later than 14 days after receiving the decision (e€86.2).The appealks being considered not
longer than 3 months after its submission (art. 35.4¢ $&me conditions apply fan appeal
concerning refusals madby ]Jve3$]S uSsEculity officer (art. 37.1)One can submit a
complainton the decisiorof the appeal bodyo administrative court not later thaB0 days
after receiving the decision (art. 38.1).

Whenin the institution thereis a processingf informationat ~+ Eos"8}%. E S
classification level, the head must introduce a special galted confidential officeas a
separate organisational divisiamthe institution (art. 42.1)in which the processingaytake
place. When processingcarried out usingT systems, they havi® be accreditedby national

49 Available at http://isap.sejm.gov.pl/isap.nsf/DocDistasp?id=WDU20190000742, PL, access® Dec 2020
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security agency for* }v (] v @ahdabove classification level information (art. 48.1 and art.
48.3) or the head of the institution for lower than ™ }v (] v S¢lassification level
information (art. 48.9). The application for accreditatiemsually consideredpto 6 months,
but in difficult cases this period cabe extended for another 6 months (art. 48.4). When
granted, accreditations valid for 5 years (art. 48.2). The appisahot possibleon refusalof
granting the accreditation. Means for the electromagnetic pationof * }v (] vSgnad _
above classification level informatias well as hardware and software for data encryption
shallbe tested and certifiedby national security agency (art. 50.1-3). The apaabt possible
on refusalof granting the certificate (art. 50.4). Both certificatiand accreditation processes
are to be paid by the institution (art. 53.1). Personnel responsible fbe tprotection of
classified informationn orderto perform their duties shalbe trained (art. 52.4) and cosif
the trainingis burdening the institution (art. 52.5).

The institutionmay process”™ }v (] v Sgnaabove classification level information
only when granted facility clearancea proofof capabilityto protect such information (art.
54.1-2 and art. 54.9). Clearance has expiration date rel&tethe levelof the classified
information to be processed (art. 55.2). Clearansegranted after the screeningf the
company and particular employees (art. 57), whiolay take up to 6 months (art. 59).
Screenings paidby the screened institution (art. 61.1). The app&athe Prime Ministeor
complaintto administrative court cabe submitted after the refusabf granting the facility
clearance (art. 67.2 and art. 69).

Institution signing the agreement concerning the access™ }v (] v 3Sdna above
classification level information, shall inform national setyuagencyof the detailsof such
agreement (art. 71.5).
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A3 Conclusions

Security and defence procuremestregulated with a sedf rules, related mainlyo public
or national security and prevention from unauthorized usfesuch equipment. A padf the
rules implies a numbeof obligationsto be fulfilled by the purchaser, but there are many
obligation for the provideof technology, products and services.

Firstof all, the supplier hato be acknowledged with a sef documentst not only those
relatedto conducting business activities. Dependimghe kindof the end-user (civil agencies
of armed forces)or traded product (e.g. involving accessclassified information) theres a
numberof additional documentso get familiar with, which have multiple cross-referenoes
referencedo other documents, relatetb the areas beyond security and defence. This creates
a complex environment when trading a product, tlzah be a subjectto various rules from
different areas (for example: tradingf a CWA detector being integrated into bigger system
could be connected with concession, internal control system, clessiinformation and
military ruleson trading equipment). As the general seiinstructions for the conducting
business are available (but still} v [ 8ontain all the information), therés a lackof such
mentioned for security and defence procurement. A lst manual, consistingdf the
referencesto the necessary documents (the newest available wdaddhe best), wouldbe
very helpfulto bein touch with the law. This particularly important for new companies, that

} v [Bave enough manpowear experienceo find and analyse all necessary documelitts.
wouldbe optimal, that this list/manual was created and maintairgch governmental agency
in orderto provide and protect its integrity and reliability. Anoth@moblem, that shoulde
solvedis the needto monitor the changes, that are being introducedparticular documents
by legal processes. Such updates often referenceeven change additional documents
relatedto the topic. Dudo the fact that security and defence procurement require knowéedg
of numerous documents, tracking their changesery hard and the supplier neetts look
for changesby himself.If there was a complied informatioan the topic (e.g. mentioned
earlier listof documentsor a manual)it would be easier and fasteto find necessary
information.

Another big step for the supplier is implementatiof organisational changes the
company. They are connected with various aspettie business and come mainly from the
ruleson concession and classified information. The supplier bayeepare its organisational
structure and individual employee® fully meet the rules. The company should employ
people on special positions, that wibe responsible for the compliance with various rules.
Another groupof employees haso have personnel clearances, they are dealing with
classified information. Thisnay be a problem, as the questionnaires, needed for the
application for a clearance, include questiams many aspect®f u %o 0} C prijate life.
Thus, someof them may refuseto fill it and ,in the result, they would ndie involvedin
processes, that require access classified information. Also, alf the employees involved
directly into the lifecycl®f the special product, even for a small permfdime, shall pass the
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trainings andbe legally clearedo work with such technologge This implies the neetb
allocate time and moneyAsfor the infrastructuref the supplier producesr is a physical
broker of the special productan the company there shoulde specially prepared facilities,
designated for productioror storagepurposes. They havéo have appropriate physical
dimensionsas well as security measurements. For processiofj classified information,
another specially secured facilities haiee be prepared and maintained. The last typé
organisational changes are improvemeitsprocedures and supportive documents related
to production and quality control. Introductioaf such control systens necessary during
application for deliverieso the armed forces. Also, ruled concession and internal control
system require establishmemdf the registriesof carried out trades and flowf the special
products. Introductionof above mentioned improvemenis definitely time and money
consuming. Rationalisatioof this couldbe a gradientof requirementsto be fulfilled. There
are some obligations, that calpe limited, depending, for examplen the volumeor nature
of traded goods.

Preparationor acquisitionof necessary documents and obligatitm provide several
information for the authoritiess another huge typef the obligations. Documents relatéd
concession, transfer and storagéproducts, end-users, usagé permits, occasional reports
about carried out trades, etc. are additional things abwhich the supplier ha® remember.
Asthe proces®f granting a particular permar documentby the authorities can take a while,
it is necessaryo submit the applicationn advance with a reasonable amouwsfttime. Also,
the supplier should wait for the documents from its mess partners, that are needeal fulfil
the requirementsof Internal Control Systenin caseof sudden business opportunity, there
canbe problemsto trade or transfer a product, becaus# the lackof required documents.
Many documents shoulde stored for a perioaf time,so special registers and mesto keep
them safe needo be introducedin the companyAsthe supervisiorof the flow of special
productsis important from a perspectivef agencies responsible for securif/ society and
the State, some obligations, mainly those implying reportingldbe limited t similarlyto
organisational changes, that shak introducedin companyt in orderto be related with
volume or type of the special product thats being produced/stored/transferredy the
supplier. Theras also a problenof providing huge amounf various documentsso young
company could have a probleaf making a complete seftr provide some kindf documents
(e.g. provinge 1 %o %0 eXp&ldnce for purchases riny MoD).

Above mentioned requirements documents, external validations and tests, special
rooms and security measurements, trainings, registers, pernmnisdicequirean allocationof
the specified amounbf time and money. They shalé providedby the supplier, obviously,
but it isan investment for a long periodf time. On the other hand, the cosf fulfilling of all
these obligationss includedin the priceof the technology, producbr service, thatis to be
paid by the end-user (or the funding institution), financed rfinathe State Treasury. Thus,
rationalisationof some rules and requirements would result not omtysmaller amounto pay
by the purchaser, but alsm savings, that coulthe madeby simplificationor limitation of
supervision processes over some kindsolumesof special products. These measures could
decrease the amourf the public money being spent.
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5 ANNEX 2 ENCIRCLE CLUSTER IMPACT
This reportis restrictedo a group specified by the consortium (including commission
services)
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